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1. Onuc HaBYAJIBHOI JUCHHUILIIHA

XapakTepuCcTHKa TUCIUILTIHH 32
HaiimenyBaHHS OKa3HHUKIB (hopmMamMu HaBYAHHS
JICHHA \ 3a049Ha
By quctumniau BUOIpKOBa
MoBa BUKJIaJaHHsI, HABYAHHS Ta OLIHIOBAHHS YKpaiHChKa
3arajbpHUI 00CSAT KPEUTIB / TOJIMH 3/90
Pix HaBuaHHSA 2 2
Cemectp 3 3
KiJIbKICTh 3MICTOBHX MOJYIIB 3 PO3MOIIIOM: 3
OOcsr KpeauTiB 3 3
OOcsr TOIMH, B TOMY YHCIII: 90 90
AynuTopHi 24 12
MopaybHUM KOHTPOJIb 6 -
CamocrtiitHa poboTa 60 78
dopma ceMecTpOBOro KOHTPOIIIO 3aJIiK 3aJiK

2. MeTa Ta 3aBJaHHSA HABYAJIBLHOI JUCIUILIIHA

MeTor0 BuUKIaaHHS HaBYajdbHOI AucuUILTiHU «[IpukiagHi acnekTd nOpoTUail
KibepaTakaM B COI[IOTEXHIYHUX CHUCTEMax» € BUBUEHHS CY4YacCHOTO CTaHy mpobiieMu
3a0e3neyenHs Oe3neku B comioTexHiyHux cucremax (CTC), mo BuU3HadaeThCA
CYKYIHICTIO B3a€MOBIJHOCUH JIOJIMHH, 1H(OpPMAIIHHOI CHUCTEMH Ta HABKOJHIIHHOTO
(0OTOYYHOUOI0) CEepeloBUIAa M 3aJ€KUTh BiJ BIUIMBY HAa HUX COIlaJIbHUX, EKOHOMIUHUX,
HNOJITUYHUX, IPUPOAHUX, TEXHIUHUX Ta IHIIUX (HAKTOPIB.

3as0anns ONATAE Y:

— HAaKONHWYEHHI acmipaHTaMyd HOBHUX Mpo(eciiHO NpoQiIbOBaHUX 3HAHb 1
MpaKTUYHUX HABUYOK y rajiy3i iHdopmarliitHoi Ta/abo kidbepOe3neku, 3acToCyBaHH1
ix st 3a0e3nedeHHst 3aXUcTy iHdopMaIlii B COIIOTEXHIYHUX CUCTEMaX;

— BUSBICHHI acmipaHTamMy NpoOJeMHUX AacHeKTIB y Tamy3l 3a0e3mnedyeHHs
iHpopMaIliiiHo1 Ta/abo kibepOe3neKku, 3aCTOCYBaHHI iX JJis aHali3y, OL[IHIOBaHHS
Ta BUPILIEHHS 3aBJaHb 3aXUCTY 1H(OpMaIlii B COLIIOTEXHIYHUX CUCTEMAX;

— (QopmyBaHHI y acmipaHTiB 3710HOCTEH 10 CHUHTE3Yy HOBHUX 11ed, MPOBEACHHS
HayKOBHUX JOCJIJXKEHb Ta peali3allii TEXHIYHUX po3po00K y ramysi iHhopMaiiHoi
Ta/abo kiOepOe3neku, 3aCTOCYBaHHI iX IS MPOAYKYBaHHS CYYaCHUX TEXHOJOTIH
3axucTy 1H(OopMaIlii B COIIOTEXHIYHUX CHCTEMAX.

3. Pe3ysibTaTl HABYAHHS 32 JUCIHUILUIIHOIO

[Ipy BHUBYCHHI JUCIMILIIHH «[IpuknagHi acmekTH NpoTHUaii KibepaTakaM B
COIIOTeXHIYHUX CUCTEeMaX» aclipaHTH OBUHHI:
3HATH:
— OCHOBHI 3arpo3u 0e3neku 1HPOpMaIITHUX CUCTEM;
— CyYacHI METOJY 1 HayKOBO-TEXHIYHI PIIIEHHS H[0J0 3a0e3MeUYEHHs 3aXUCTY
iHpopmarii B CTC;
BMITH:
— mnposoautu ouinky 0e3neku CTC mo 3amaHomMy KpUTEpilo;



— MPOTHO3YBaTH MOXJIUBI BUTOKH noBiioMiieHb B CTC;
— MOJEJIIOBATH MPOCTI CUCTEMU 3aXUCTY;

OBOJ'IO)IiTI/I HaAaBHYKaMHU:

— 1MOBIPHICHOT'O aHaJI13y OMUJIOK B ITOB1IOMJICHHI;
— IMOBIPHICHOT'O aHaNI3y CyMapHUX OMWJIOK Ha PI3HUX PIBHSX 1H(OpMAIIIHOT B3aEMO/III.

CrneniajbHi KOMIIETEHTHOCTI HABYAJILHOI AMCIMILTIHT:

CK-5
CK-6

CK-7

31aTHICTH POOUTH OIIHKY Ta B YMOBAX IMPUITYIIEHh 1 OOMEKEHb 3HAXOIUTH BIIMOBITHI
piIIeHHS MO0 CHCTeM 1HGOpMaITiifHOI Ta/abo KibepOesneky 1 3axXucTy iHhopMarrii
3MaTHICTH JI0 YIOCKOHAJICHHSI, MOJIEpHI3allii Ta yHI(iIKallll CHCTEM, 3aCO0IB 1 TEXHOJIOT1H
3abe3neuenHs oe3neku I'T cucteM Ta Mepex, 0OpoOKH Ta IEPETBOPEHHS 1H(OpMALIiT
3MaTHICTH /10 TUIAaHYBaHHS 1 peajizarlii 3axofiB 13 3aXucTy iH¢opmallii Ha 00’ €eKTax
KPUTUYHOI 1H(PPACTPYKTYpH, TPOBEACHHS MOHITOPHHTY, ayduTy Ta BIJIHOBJICHHS
nporieciB mratHoro QyukiionyBanus IT cucrem Ta mepex micnst 300iB Ta BIJIMOB
PI3HUX KJIACIB 1 TOXOPKEHHS.

Pe3yabTaTH HAaBYAHHA:

PH-5

PH-6

PH-7

- po3pobnaru Ta anamizyBaTtd mpoekTd IKC 0Oa3yrounch Ha CTaHIapTH30BaHUX
TEXHOJIOT1SIX Ta IMPOTOKOJIAX Iepeaadl JaHuX;
- aHaJi3yBaTH Ta BH3HAYaTH MOJKJIMBICTh 3aCTOCYBaHHS TEXHOJIOTIH, METOMIB Ta
3aco01iB KT3I B IKC;
- mpoekTyBaTu Ta peamisyBath kKoMmiuiekcHl cucreMu KT3I B IKC BigmosigHo H0
BHUMOT YHHHHUX HOPMATHBHO-IIPABOBUX JIOKYMEHTIB CHCTEMH 3aXUCTy 1H(MOpMAIIT;
- BHUPIIIYBAaTH 3aja4l BIPOBAKCHHS, CYIPOBOJAY Ta VIIPAaBIIHHA KOMIIJICKCHHUMH
cucteMaMi 3axucTy iHGopMalli B IKC, mpoBeaeHHs iX eKCIIEpTHU3U Ta BUIIPOOYBAaHb,
- 3a0e31meuyBaT IPOLIECH 3aXUCTY 1H(DOPMAIIHHO-KOMYHIKAIIIHHNUX CHCTEM IIIIXOM
BCTAHOBJICHHSI Ta KOPEKTHOI EKCIUTyaTallii MpOrpaMHUX Ta IMPOTpaMHO-amapaTHUX
KOMIUIEKCIB 3aC001B 3aXHUCTY;
- pO3pO0OIIATH Ta BIPOBAIKYBATU JOCTITHUIIBKI IPOEKTH B cdepi 3axucTy iHdopmariii,
1H(hOpMAaIlIHOT Ta KiI0epOe3neKu;
- pO3pOOJISITH AJITOPUTMH, MOJIENI, METOIM Ta CKJIAAHI IPOrpaMHI KOMILJIEKCH OIIHKH
XapaKTEpHUCTUK 1 CTaHy CHCTEM iH(pOpMaIliiiHOI Ta Ki0epOe3neKu;
- 3aiiicHIOBaTH 3axHUCT pecypciB 1 mporeciB B IKC Ha ocHOBI Mojeineil Oe3lnekn Ta
BCTAHOBJICHUX PEKHUMIB 1X 0€3leYHOTO0 (hYHKI[IOHYBAHHS,
- 3a0e3IeuyBaTH MPOILCCH 3aXUCTY TH(GOPMAIIHHO-KOMYHIKAIIMHUX CHCTEM IUIIXOM
BCTAHOBJICHHS Ta KOPEKTHOI eKCIulyaTallii MporpaMHHX Ta IpOrpaMHO-anapaTHUX
KOMIUIEKCIB 3ac00iB 3aXUCTy, BUKOHYBATH PO3pPOOKY eKCILTyaTalliiiHOi JOKyMEeHTAaIlii
Ha K33;
- 3ale3meuyBaTd (YHKIIOHYBAHHS CHUCTEMHU VIIPABIIHHA 1H(pOpMaLiiiHOIO Ta/abo
ki0epOe3nekoro opraHizaiii Ha OCHOBI KepyBaHHS 1H(GOPMALIMHUMH pU3HKAMU 3
BpaxyBaHHSAM MOXJIMBUX KOH(IIKTIB 1 KaTacTpod;
- BHUPIMIYBATH 3aJa4l LEHTPAII30BAHOrO 1 JELEHTPAII30BAHOI0 aAMIHICTPYBAHHS
noctynom jgo IP i mpomeciB B IKC Ta peamizoByBaTH 3aXOAW 3 MPOTHUIIT
OTPHMMAaHHIO HECAHKI[IOHOBAHOT'O JOCTYITY 0 HUX;
- BOJIOJITH HAyKOBO-OPraHi3aliiHUMH OCHOBAMH IPOBEIECHHS ayauTy O€e3IEeKH
IKC, a TakoX HayKOBHMH METOZAaMHM Ta IIPAKTHYHHMH HABUYKAMHU II[OJ0
CTBOPEHHS cucTeM MOHiTOpHHTY Oe3mneku B IT cucremax Tta mepexax.



4. CTPyKTypa HABYAJIbHOI TUCHMUILTIHA

Tematnunuii man i AeHHoi popMu HaBUAHHS

Po3nofin rogun Mixk BUuaaMu poOit

AyauTopHa:
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Ha3Ba 3MicTOBUX MOZyJIiB, TEM 3| 5 =) 5 5 3 2
> E § > 8| F g
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3microBuii MmoayJub 1. ConioTexHiYHi CHCTEMM: OCHOBHI OHATTS
Tema 1. CknanHa COLIOTEXHIYHA CHUCTEMA: 8 5 5
NOHATIMHUM anapaT Ta BIaCTUBOCTI
TeJV{a 2. ‘OCHOBHi ypa3aMBOCTI CKIIQIHUX 10| 2 9 5
COLIIOTEXHIYHUX CHCTEM
Tema 3. Knacudikamis irdopmariitHo-
KIOCDHETHYHHMX ~ OMepauii  Ha  CKiIajHi 10! 2 8
COLIIOTEXHIUHI CUCTeMHU. IX wmaremarnyHe
HOJaHHsl, CTpaTerii 1 TAKTUKY 1X 3aCTOCYBaHHS
MonynbHUI KOHTPOJIb 2
Pazom |30 | 6 | | 2 | \ | 20
3microBuii MoayJb 2. KibepaTaku y colioTeXHiYHMX cHCTeMAax
Tema 4 ComiasbHa IHKEHEPIs, SK METOJ
p03]:%iI[KI/I . CKJIAIHUAX COI_liaJ'ILHIiIX 1 14 5 9 10
COIIOTEXHIYHUX CHUCTEM. MeTOom COMiaTbHOTO
IHKUHIPUHTY
Tema 5 3arpo3u COLIaIbHOIO 1HXHUHIPUHTY. 141 2 5 10
AJNTOPUTM COIIIOTEXHIYHOI aTaku
MonynbHUIH KOHTPOJIb 2
Pazom | 30 | 4 | | 4 | \ | 20
3microBuii Moayasb 3. TexHoJiorii npoTuaii arakam coiaJlbHOI0 iHXKMHIPUHTY Ta
3a0e3nevyeHHs] 3aXHIIECHOCTi CKJIAJHUX COLIOTEeXHIYHHUX CHCTEM
Tema 6 ComioiHKeHEpHI METOAM  PIlICHHS
npobiemM KiGepHeTuuHoi Oe3neku: TecTyBaHHs | 14 2 2 10
CHCTEMH 3aXUCTy 1H(opMallii Ha IPOHUKHEHHS
Tema 7. Texuomorii mpoTUaii aTakam
COLIIAJILHOTO 1HXHUHIPUHTY Ta 3a0e3Me4eHHs 14 2 2 10
3axMIeHocTi  KoprmopatuBHux [P Bifg
COIIIOTEXHIYHUX aTaK
MotynbHUN KOHTPOJIb 2
Pazom | 30 4 4 20
Yeboro | 90 | 10 10 4 60




4

TematnuHuii man i 3a04H0i HOpMU HABUAHHS

Po3nofin rogun Mixk BUuaaMu poOit

AynutopHa:
o= <
) ) g = = é z _>§
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3microBuii Mmoayuab 1. ConioTexHiYHi CHCTEMM: OCHOBHI MOHATTS
Tema '1. CxkiagHa COI_IiOTeXHi‘IH.a chcreMa: | 4 1 9
MOHATIMHUN arapar Ta BIaCTHBOCTI
Temg 2. ‘OCHOBHi ypPa3iaMBOCTI CKIIQIHUX 10! 1 9
COLIIOTEXHIYHUX CUCTEM
Tema 3. Knacudikamis indopmariitHo-
KIOGDHCTHYHHMX ~ Omlepauii  Ha  CKJIajHi 10 1 9 7
COI[IOTEXHIYHI CHCTEMH. IX MaremaThdHe
MOJIaHHs, CTPATETI{ 1 TAKTUKHU iX 3aCTOCYBaHHS
MoynbHUI KOHTPOJIb
Pasom|[30] 3 | - | 2 | - | -] 25
3micToBuii MoayJib 2. Kibeparaku y conioTeXHiYHHUX cCHCTEMAax
Tema 4 ComiasbHa IHKEHEPis, SK METOJ
p03]:%iI[KI/I . CKJIAIHUAX COI_liaJ'ILHIiIX 1 12 1 1 10
COLIIOTEXHIUHUX CHUCTEM. MeToau COLiaIbHOrO
IH)KUHIPUHTY
Tema 5 3arpo3u COLIAIbHOTO 1HXHHIPUHTY. 1] 1 1 10
AJNTOPUTM COIIIOTEXHIYHOI aTaku
MoynbHUI KOHTPOJIb
Pasom [24 | 2 | 2 | - | | | 20
3micToBuii MoayJib 3. TexHosorii mpoTuaii aTakam coniaIbHOro iHXKMHIPUHTY Ta
3a0e31eYeHHs] 3aXHIIEHOCTI CKJIAJHUX COIIOTEXHIYHUX CHCTEM
Tema 6 CoIiOIHXEHEpHI METOAU  pILLIEHHS
npoOsieM KiOepHeTHYHOT Oe3meku: TectyBaHHs | 18 2 16
CHCTEMH 3aXUCTY 1HPOpMaIlii Ha MPOHUKHEHHSI
Tema 7. TexHoJOrIs OLIIHIOBAaHHS
.e(i)eKTITIBHOCTi IpOTHIT araKam couianLHorq 18 1 17
IHKUHIPUHTY  Ta  PIBHA 3aXHIIEHOCTI
KoprnopatuBHuX [P Bi COIIOTEXHIYHUX aTak
MonynbHUN KOHTPOJIb
Pazom | 36 1 - 2 33
Ycworo | 90 6 2 4 78




5. IIporpama HaBYAJBHOI IUCHUILIIHA

3MICTOBHM MOJYJIb 1.
CouioTexHiuHi cHCTeMH: OCHOBHI NMOHATTH.

Tema 1. CxiagHa conioTexXHiYHa cCMCTeMA: NMOHATIHHUH anapaTt Ta BJACTHBOCTI.
ba3oBi MOHATTS CKJIAOHUX COLIOTEXHIYHUX W mepedyciM iH(OpMaliiHO-
TeJeKOMYyHIKamiianX cucreM. KoHmemnist comioTexHiganx cucteM. CHCTEeMHHMM MiIXif, sIK
3arajJbHO METOJOJIOTIYHUNA TPHUHITUIT CTBOPCHHS CKJIQAHUX COIIIOTEXHIYHUX CHCTEM.
CucteMHMIt aHaJI3 Ta CUHTE3, SIK OCHOBHI THCTPYMEHTU CUCTEMHOTO MIIXOTY.
Kaw4oBi cioBa: TEXHIKO-TEXHOJIOTIYHI YMHHUKH, €(EKTHUBHICTh, KEPOBAHICTb,
CTIMKICTh, HAIIMHICTD, 1HPOpMAaIIiiiHI BITHOCHHHU.
Jimepamypa:
1. bypsiaok B.JI. OcHoBu opMyBaHHS Jep:KaBHOI CUCTEMHU KiOEPHETHUYHOI OE3IMEKH:
Momnorpadis. — K.: HAY, 2013. -432 c.
2. Inpsimo O.A., Bypstuok B.JI. o MATAHHS 3aXHUCTY 1H(dopMarriiiHo-

TEJIEKOMYHIKalliHOI cdepu Bl CTOPOHHBOrO KiOepHeTHuHOro BrumBy // Hayka 1
ob6opona. — 2010. — Ne 4. — C. 35-40.

Tema 2. OCHOBHI Ypa3/IMBOCTI CKJIATHUX COMIOTEXHIYHUX CHUCTEM.

OCHOBHI  ypa3JMBOCTI COLIOTEXHIYHMX CHCTEM B yMOBax I1H(OpMaLIAHOTO
npotudopctBa. IHdopmaniiina BiiiHa Ta 30pos. [HpopmaliiiHO-KIOEpHETHYH] omepalii.
CxiaioBi 0e3MeKu COIIOTeXHIYHUX cucteM. Mojenb CHCTeMH 3axucTy iH@opMarii B
COITIOTEXHIYHUX CHCTEMaX.

KurouoBi ciioBa: indopmaiiiiiHa BifiHa, TOPYIICHHS, iHPOpMaIliifHe MPOTHOOPCTBO.

Jimepamypa:

1. Bypsiaok B.JI. OcHoBu ¢dopMyBaHHS Jep:KaBHOI CUCTEMHU KiOEPHETHUYHOI OE3MEeKH:
Momnorpadis. — K.: HAY, 2013. -432 c.

2. bypsiaok B.JL., I'ymak .M., Xopomxko B.O. 3aBganns, hopmu Ta ciocodu BeaeHHS
BO€EH y KibepHeTnuHOMY TipocTopi // Hayka 1 o6opona. — 2011. — Ne 3. — C. 35-42.

3. I'pumyk P. B. TeopeTnuHi 0CHOBM MOJIEITIOBaHHS MPOIIECIB HAMMA My Ha 1HPOPMAIIIFO
METOaMH TeOpiil Au(epeHIiaNbHUX 1rop Ta AUPEpPEeHIIaTbHIX IEPETBOPEHB: MOHOTpadis /
P. B. I'pumyk. — ’Kutomup : Pyta, 2010. — 280 c.

Tema 3. Knacudikaniss ingopmaniiHo-Ki0epHeTHYHHUX oONepamid Ha CKJAIHI
comioTexHiuni cucreMu. IX MaTeMaTHMuYHe NOJaHHsA, cTpaTerii i TAKTHKH iX
3aCTOCYBAHHSA.

OcCHOBHI KJIaCH 3arpo3 COIIOTEXHIYHHM CHUCTEMaM 3a OO0 ’€KTaMH MEpeKeBOi
B3a€EMOJIIi: aTaku Ha TPOCIYyXOBYBaHHA Tpadiky (COpsiMOBaHI Ha MOPYIICHHS
KOH(D1IEHINITHOCTI), aTaku TeHEepYBaHHS 00’ €KTIB MEPEKEBOi B3aeMOJii (CIpsSMOBaHI Ha
MOPYIICHHS IUTICHOCTI), aTakKl 3 METOI0 BUBEIEHHS 3 JIAly MEPEKEBUX MPUCTPOIB
(cipsAMOBaH1 Ha MOPYILIEHHS JOCTYITHOCTI).

KurouoBi ciioBa: VOPABIIHHSA ~KOMIUIEKCHOIO 1H(QOpMalIiHOI Oe3IeKOol0,
OLliHIOBaHHS 1H(OPMALIITHOT CTIMKOCTI, TOT1KO-MMOBIPHICHA MOJIENb.

Jlimepamypa:



1. Bypsiuok B.JI. OcHoBu (opMyBaHHS AepKaBHOI CUCTEMH KiOepHETHMUYHOI Oe3nmeKu:
Momnorpadis. — K.: HAY, 2013. - 432 c.
bypsiaok B.JI.  AnropuTt™M OIIHIOBaHHS CTYINCHS 3aXUIICHOCTI  CHEMialbHUX
iHpOpMaIIiiiHO-TeIeKOMYHIKaiiHuX cucteM // 3axuct iHpopmaii. — 2011, — Ne 3(52). —
C. 19-27.

3MICTOBHM MOJYJIb 2.
Ki0epaTrakmu y conioTexHiYHMX CHCTEMAX.

Tema 4. CouniajibHa iHKeHepisi, IK MeTOI PO3BiIKH CKJIAAHMX COLIAJIBbHHX I
colioTexHIYHMX cucTeM. MeToaM COliaIbHOIO iHKMHIPUHTY.

Po3Binka cKkIagHUX COIIATBHUX 1 COIOTEXHIUHUX cucTeM. OCHOBHI CpepH 3aCTOCYBaHHS
comiaigbHOl  imkeHepili. TexHOmorii COIadbHOrO IHKUHIPHHTY. MeToaM  COLIaIbHOTO
IHKUHIPUHTY 3a: B3aEMOIEI0 3 TIOJMITUKOI OC3MEeKH; JAUCTaHINMHICTIO; IHIIaTI3aIlIErO;
MaHIITYJTIOBaHHSIM; TIOPYILLEHHSIM XapaKTEpPUCTUK O€3MNEeKH; PEILIHHUMU 03HAKAMH; CTYIICHEM
Ba)KKOCTI; THUIIOM JIXKEpesia; TUIIOM JIOCTYILY.

KiiouoBi cioBa:  COLIOTEXHIYHI aTakd, METOAU COINAJIBHOTO 1HXXUHIPHUHTY,
MaHIIyJIFOBaHHSI, KOTHITUBHI YIIEPEIKECHHS.
Jimepamypa:

1. Bypsuok B.JI. OcHoBu popMyBaHHS JAep>KaBHOI CUCTEMHU KIOEPHETHUHOI O€3MEKU:
Momnorpadis. — K.: HAY, 2013. -432 c.
2. bypsuok B.JL, I'ynak I'M., Xopomko B.O. Jlo nurtanHs  oprasizamii  Ta

MIPOBENICHHS PO3BiJKM y KiOepHeTnuHOMY TipocTopi // Hayka 1 o6opona. — 2011. — Ne 2. —
C. 19-23.

Tema 5. 3arpo3u coniaJJbHOr0 IHKMHIPUHTY. AJITOPUTM COLIOTEXHIYHOI ATAKMU.

Etanu ataku comiansHoro imxkupipunary. Anroputm [lleitnoBa. Ataku Tumny QimmHry
(phishing) Ta #oro pi3HOBUAIB (BIIMHT, (QapMIiHT Ta 1H.); TMPETEKCTIHTY (pretexting);
aHaI3y «CMITTSD; OCOOMCTICHUX MIXO1B; PEBEPCUBHOT COIIAIbHOI 1HXKEHEPIi.

KarwuoBi cioBa: cormianpHa iHXeEHepis, aTaka, (DIIIMHT, TOYKA JOCTYITY, 3aXHCT
MEPCOHANILHUX JIAHUX, PEBEPCUBHA COIllAJIbHA 1HKEHEPIS.

Jimepamypa:

1. bypsiaok B.JI. OcHoBu ¢opMyBaHHS Jep:KaBHOI CUCTEMHU KiOEPHETUYHOI OE3IMEeKH:
Momnorpadis. — K.: HAY, 2013. -432 c.

2. I'pumyk P. B. TeopeTnuHi 0CHOBM MOJIETIOBaHHS MPOIIECIB HAMMAMy Ha 1HPOPMAIIIFO
METOaMH TeOpil Au(epeHIianbHUX 1rop Ta AU EepeHIliaTbHIX MePEeTBOPEHb: MOHOTpadis /
P. B. I'pumyk. — XKuromup : Pyra, 2010. — 280 c.

3. bypstuok B.JI., Kopuenko O.I'., bBypsuok JI.B. CormiansHa 1HXeHepis SK METOJ
PO3BIIKM 1H(pOpMAIIHHO-TeIEKOMYHIKaIHUX cucteM // 3axuct iHpopmarii. — 2012. —
Ne 4(57). — C. 5-12.

3MICTOBHUI MOJYJIb 3.
TexHosorii mporuaii arakaMm CoUiaJbLHOrO IHKMHIPUHIY Ta 3a0e3ne4YeHHs
3aXHMIECHOCTI CKJIAAHUX COLIOTEXHIYHHUX CHCTEM.

Tema 6. CouioiHkeHepHiI MeTOAU pillleHHS NMPO00JeM Ki0epHEeTHYHOI Oe3meKu:



TeCTYBaHHSI CMCTEMH 3aXHCTy iH(opMallii Ha MPOHUKHEHHS.

BusiBnenns HenomikiB B 06acTi iHGopmartiiinoi 6e3nexu (Ib) 3 morismy cropoHHBOT
JIOJIUHM, SIKI He OyJM BpaxoBaHI TpU po3poOIll TMOMITUKH Oe3neku. Po3kputtsa 1
3amo0iraHHsl BHYTPINIHIX 1 30BHIMIHIX CIPOO MPOHMKHEHHS JI0 COIIIOTEXHIYHHX CHCTEM.
AJNTOpPUTM il TpU BUKOPUCTAHHI TEXHIYHMX 1 COIIIOIH)KCHEPHMX METOJIB B XOJi
MIPOBEJICHHS] KOMIUIEKCHOTO TECTY Ha TPOHUKHEHHS

Ku1io4oBi cjioBa: MoOpyIIHUK, aTaka, eKCIIEpTHA OLIHKA.

Jimepamypa:

1. Bypsiaok B.JI. OcHoBu popmyBaHHS Iep>KaBHOI CHCTEMHU KiOEpPHETUYHOT O€3MEKH:
Mownorpadis. — K.: HAY, 2013. -432 c.

2. T'pumyk P. B. TeopeTnuHi OCHOBM MOJENIOBaHHSA IMPOLIECIB Hamagy Ha
iH(pOpMaLliI0 METOJaMH Teopid TudepeHIiabHUX 1rop Ta JudepeHIiaTbHIX NepEeTBOPEHb:
monorpadis / P. B. I'pumyk. — Kutomup : Pyra, 2010. — 280 c.

3. bypsuok B.JIL., Kopuenko O.I'., Bypsiuok JI.B. ComianbHa 1HXeEHEpis SIK METOJ
PO3BIIKK 1H(POPMAIIHHO-TEICKOMYHIKaiiANX cucteM // 3axuct iHopmarii. — 2012. —
Ne 4(57). - C. 5-12.

Tema 7. TexHosorisi OiHIOBaHHA e(eKTHUBHOCTI MPOTHAIL aATaKaM COLiAJILHOIO
IHKUHIPUHTY Ta PiBHA 3axXulIeHOCTI KopnopatuBHuX IP Bix conioTexHIYHNX aTak.

AJNTOPUTM CHHTE3Y CUCTEM aHali3y Ta OLIHKHU PIBHS 3aXHUIIEHOCTI aepxaBHux [P Bix
aTak colianbHOTrO I1HKHHIpUHTY. . CoIllalbHUM 1HXUHIPUHT -1I€ 3arpo3a Oesmerli
iH(opmMmarlii, 3aCHOBaHa Ha OTPHMMAaHHI TNEBHUX JaHUX (HANPUKIAA, IMEH KOPHUCTYyBauyiB,
napoJiiB, HOMEpIB Tene(OHIB BIIJAIEHOTO JOCTYIy TOIIO) BIJ PI3HHUX JIIOJEH B MpOLECI
1HpOpMAaIIHOTO OOMIHY.

KuawuoBi  cioBa: OIL[IHIOBAHHSI  3axWIIEHOCTI  1H(opMalli, nepcoHal,
COIIIOIH)KEHEPHUH MIAX1/, PU3UK, OL[IHKA PU3HKY.
Jimepamypa:

1. Bypstaok B.JI. OcHoBu popMyBaHHS JE€pKABHOI CUCTEMH KiOEpHETUYHOI O€3MEKU:
Momnorpadis. — K.: HAY, 2013. -432 c.

2. I'pumyk P. B. TeopeTtnyHi 0CHOBM MOIENIIOBAaHHS MPOIIECIB Hamaay Ha 1HGOPMAIII0
METOaMH TE€OPiil Au(epeHIiaTbHUX 1rop Ta AudepeHIliaTbHIX TePETBOPEHB: MOHOTpadis /
P. B. I'pumyk. — XKutomup : Pyta, 2010. — 280 c.

3. bypsaok B.JIL., Bypsdok JI.B., Koctiok T.5. OOrpynTyBanHs BUOOPY pailioHaTIbHOT
CUCTEMHU E€JIEKTPOHHOTO JOKYMEHTOOOITY [JIsi JepKaBHUX CTPYKTYp CIELIaTbHOTO
npusHadeHHs // Bicauk BoenHoi po3Bigku. — Ne 24. — 2011. — C. 67-74.



6. KOHTPO/Ib HABYAJIBHUX J0CATHEHD

HaBuanbHi JOCSATHEHHS acmipaHTIB 3 AWCIHMIUIIHU OIIHIOIOTHCS 32 MOIYJIBHO-
PEUTUHTOBOIO CHCTEMOIO, B OCHOBY SIKO1 MOKJIQJIEHO MPHUHIIUII MOOMEPAIiifHOT 3BITHOCTI,
000B’SI3KOBOCTI MOJYJBHOTO KOHTPOJIO, HAKOMHUYYBAJIbHOI CHUCTEMH OI[IHIOBAHHS PiBHS
3HaHb, YMiHb T4 HABUYOK, PO3IIUPEHHS KUIBKOCTI TiicyMKoBUX OaniB 10 100.

OmiHka 3a KOXHUN 3MICTOBHIM MOJYyJb BKJIIOYaEe Oanu 3a MOTOYHY poOOTY acmipaHTa
Ha CEMIHApCHhKHUX 3aHATTIX, 32 MOIYJbHY KOHTPOJBHY poOOTy. MOIysibHHI KOHTPOIb
3HaHb aCHipaHTIB 3[IIHCHIOETHCS TMICJIA 3aBEpIIEHHS BUBUEHHS HABUAIBHOTO MaTepiaiy
3MiCTOBOT'O MOJYJISL.

VY mporieci OIIHIOBAaHHS HAaBYAJIBHUX JOCSTHEHb AacHipaHTIB 3aCTOCOBYIOTHCS Taki
METO/IH:

- Memoou ycnoeo KoHmpoalo. 1THAUBIyaJllbHE ONUTYBaHHSA, (DpOHTaNbHE ONMUTYBaHHS,
criBOecia, eK3aMeH.

Kowmn tomepnoco konmponio: TECTOBI NPOTPaAMHU.

- Memoou camokormponto. yMIHHSI CAMOCTIMHO OIIIHIOBATH CBOi 3HAHHS, CaMOaHaJIi3.
KinbkicTs 6aniB 3a poOOTY 3 TEOPETUYHUM MaTEpiayioM, Ha MPAKTUYHUX 3aHSITTSIX, Ii]T
yac BUKOHAHHS CAMOCTIHHOT poOOTH 3aJIEKUTH BiJl JOTPUMAHHS TaKMX BUMOT:

- CHUCTEMATHUYHICTb BiJIBIIyBaHHS 3aHSATD;

- CBOEYACHICTh BUKOHAHHS HaBYAJIBHUX 1 1HIWBIAYyaJIbHUX 3aBJ/IaHb;
- TIOBHHUH OOCHT IX BUKOHAHHS,

- SIKICTh BUKOHAHHSI HaBYAJIbHUX 1 IHAUBIIyaTbHUX 3aBJaHb;

- CaMOCTIMHICTh BUKOHAHHS;

- TBOPYMU MiJIX1]] y BUKOHAHHI 3aBJaHb;

- 1HIIIaTUBHICTh Y HABYAJIbHIN AiSIILHOCTI;

- BHKOHaHHS TECTOBHUX 3aBJaHb.

KOHTposib yCHIIIHOCTI acmipaHTIB 3 ypaxyBaHHSAM MOTOYHOTO 1 IM1JICYMKOBOIO
OIIIHIOBAaHHSI 3IIMCHIOETHCS BIJMOBIIHO /0 HABYAJIBbHO-METOJIWYHOI KapTH JNUCITUILIIHU, 1
3a3HAYEHO BUJU KOHTPOJIIO 1 KUTBKICTH 0aniB 3a Buaamu. Cucremy pedTUHTOBHUX OamiB st
PI3HUX BHJIB KOHTPOJIO Ta TOPAIOK iX TEpEeBEACHHS Yy HAIlOHANbHY (4-0anbHy) Ta
esporneiicbky (ECTS) mkany nomano Hux4de y TaOIUISX.



6.1 Cucrema olliHIOBAHHSI HABYAJILHUX IOCATHEHb ACHiPaHTIB (1eHHa (hopMa)

D Mopyns 1 Monaynb 2 Mopynsb 3
g 8 Q s < s
: . 22 E g2l Ea a2zl Za A s Ea
By AisbHOCTI acmipanTa SSE| S| 38| SE| S86a|8E S8
SeE| BEE| 2ES| EE| gEG|EE gEZ
SEo|l ER| SES| EE| SBES| BEE 5ES
S ° ‘2 o %= 2 © 2= ‘2ol ¥R
= g E g
BinBigyBaHHS JEKITii 1 3 3 2 2
BinBinyBaHHS CEeMIHAPCHKUX 3aHATH 1
BinBigyBaHHS TPaKTUYHUX 3aHSAThH 1 1 1 2 2 2 2
BinBigyBanHs 1a00paTOPHUX 3aHSTh 1
PoboTa Ha ceMiHapCchKOMY 3aHSTTI 10
Po6oTa Ha npakTHYHOMY 3aHSTTI 10 1 10 2 20 2 20
JIaboparopHa pobora 10 2 20
(B TOMY 4HCIIi JONTYCK, BUKOHAHHSI, 3aXHUCT)
BukoHaHHS 3aBaHb U1 CAMOCTIHHOT poOoTH S) 2 10 2 10 2 10
BuxonanHsg MoynbHOT poO6OTH 25 1 25 1 25 1 25
Pazom - 49 - 59 - 77
MaxkcumarnbHa KiTbKicTh OamiB: 185
Pospaxynok koedimienra: 100/185=0,54
Cucrema OniHIOBAHHSI HABYAJILHUX JOCATHEHb acHipaHTIB (3a04Ha ¢opma)
, Monyis 1 Mopnynsb 2 Monyns 3
4
$%e = 5 2 g 2
. - SEE| 28 28|83 Z& | fzi £8
Bun gisutbHOCTI acmipanTa S S| 88| 8| 88 S a S E S a
5 © = X T s B 2 T S B 2 s &
sagd A=l 58| &= SRS 2 = S 9
25° 25 g&|zZH g 2 g E
= ) SE|” sE | g E
4 X =~
BinBimyBaHHS JICKIIii 1 15 15 0,5 0,5 1 1
BiznBinyBaHHS cEeMIHApChKUX 3aHSTh 1 1 1
BinBinyBaHHS NpaKTHYHUX 3aHSIThH 1 1 1 1 1
BinBinyBaHHs 1a00paTOPHUX 3aHSTh 1
Po0oTa Ha ceMiHapChbKOMY 3aHSTTI 10 1 10
PoGoTa Ha npakTHYHOMY 3aHSATTI 10 1 10 1 10
JlaGopatopHa poboTa 10
(B TOMY 4YHCIi JOMYCK, BUKOHAHHS, 3aXHCT)
BukoHaHHs 3aBIaHb U CAaMOCTIHHOT poOOTH 5 2 10 2 10 2 10
BukoHaHHS MOJTyJIbHOI pOOOTH
Paszom - 11,5 - 21,5 33
MaxkcuManbHa KiUTbKICTh 0aiiB: 66
PozpaxyHnok xoedirnienra: 66/100=0,66
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CamocriitHa poO0Ta € BUOM 11032 ayAUTOPHOT 1HAMBIAYaTbHOI JISTIBHOCTI acHipaHTa,
pe3yJbTaTH SKOI BUKOPHUCTOBYIOTHCS Y TIPOIECI BUBYEHHS MPOrpaMOBOTO Martepiary
HABYAJIbHOI JIUCHMILUTIHU Ta MICTHTh PE3yJbTaTH JOCIIJIHHMIILKOTO TOIIYyKY, BijoOpaxae
NeBHUH PIBEHb MOT0 HaBYAJIbHOI KOMIIETEHTHOCTI.

IlepeJiik TeM Ta OLIHIOBAHHA CAMOCTIHHOI po0OTH acmipaHTa

Ne 3/m KinbkicTh
Hazga Temu FOIH bamn
JIeHHA/3204
Ha
3microBuii MoayJb 1. ConioTexHiYHi CHCTEeMH: OCHOBHI MOHATTS 20/25 10
1 CKJIaq0B1 COLIIOTEXHIYHUX CUCTEM
e  BHKOHAHHA 3aBIAHb BIAIIOBIAHO 0 TEMH; 12/18 5
e  ompaifoBaHHs ()aXOBUX BHUJIAHb.
2 3axuct iHpopMalii B COIIOTEXHIYHHX CHCTEMax, 5K 00 €KT
az[MiHiCTpaTI/IBHo-npaBOBorg Ta iI—pKeHepHO-TeXHi‘IHOFO peryioBaHHs 8/7 5
e BHKOHAHHS 3aBJaHb BIAIIOBIIHO 10 TEMH;
e ompalroBaHHs ()axOBHX BUJaHb.
3microBuii MoayJb 2. KiGepaTaku y conioTeXxHiYHMX cHCTeMAX 20/20 10
3 MeTtoau coniaabHOTO IHKUPHIPHHTY
e  BHUKOHAHHA 3aBIaHb BIAMOBIAHO 10 TEMH; 10/10 5
e  omnpairoBaHHs (GaxOBUX BHIAHB.
4 AJNTOPUTM COLIATBHOTO IHKUPHIPHUHTY:
e BHKOHAHHS 3aBJaHb BIJIIOBIIHO 10 TEMU; 10/10 5
e ompalroBaHHs ()axOBHX BUJaHb.

3microBuii  Moayab 3. Texnousorii mpormaii arakaM COLiaJbHOIO

iHKMHIpUHTY Ta 3a0e3MeyYeHHs] 3aXMINEHOCTI CKJIAAHUX COIIOTeXHIYHUX 20/33 10
CHCTEM
5 CyTtHicTh opljaHisau.i'i pusukoBoro pexumy 3abesneduenHs IKb B 10/16 5
CKJIQJIHUX COIIIOTEXHIYHUX CUCTEMaX
6 CyTHICTP M NPUHLUIN MDKHapOJHOTO CHIBpPOOITHULTBA B cdepi 10/17 5
0Oe3MeKH CKIIAHUX COIIOTEXHIYHMX CHCTEM

Pazom 60/78 30

6.3 Kpurepii oniiHroBaHHs caMOCTiiHHOI po00TH acmipaHTa

Ne . MaxkcumainbHa KUTbKICTh
Kpurepii onintoBanHs podotu . .
n/n 0aJiiB 3a KOXKHUM KPUTEPIEM
Kputnunuii aHani3 cyTi Ta 3MicTy nepuiogxepen. Buknan
(bakTiB, 171eH, pe3yabTaTiB JOCIIKEHb B JIOT1UHIN
1 | mocnimoBHOCTI. AHalI3 Cy4YaCHOTO CTaHy JAOCIHIKEHHS 2 Ganmu
POOJIEMH, PO3TIISA] TEHACHIIIH MOIaTBIIOT0 PO3BUTKY JAHOTO
MTUTAHHS.
Jloka30BiCTh BUCHOBKIB, OOIPYHTOBaHICTh BJIACHOI MO3UII1,
2 | mpomno3uii o0 po3B’I3aHHs MPOOJIEeMH, BU3HAYESHHS 2 Ganmu
MEePCIEKTUB JOCIIHKCHHS
3 | lorpuMaHHs BUMOT IOA0 TEXHIYHOTO 0(pOpMIICHHS 1 6an
Pazom 5 6amniB

6.4 ®opMu npoBeeHHS MOAYJIbHOI0 KOHTPOJIIO Ta KPUTEPil OLiHIOBAaHHA
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MonynpHUIT KOHTPOJIb 3IIWCHIOETHCS BIAMOBITHO J0 HAaBYAIBHO-METOJMYHOI KapTh
JUCLUIUTIHU Ta TIepeBIpsi€ PiBEHb JIOCATHEHHS pe3yJbTaTiB HaBYaHHS acmipadTiB. dopma
IIPOBEJICHHS — KOMIT IOTEPHUI TeCT, M0 CKIagaeThcs 20 3aMuTaHb 3aKpUTOI Ta BITKPUTOI
dbopm.

MopynbHa KOHTPOJIbHA pOoOOTa OILIIHIOEThCS y 25 OaiB.

6.5. @opMu NPoBeIEHHsI CEMECTPOBOI0 KOHTPOJIIO
CeMecTpoBUli KOHTPOJIb MPOBOAUTHCSA Y BUTIIAI 3aJliKy 3a pe3ysibTaTaMU MOTOYHOI
YCHIIIHOCTI (MMPOMIKHOT'O KOHTPOJII0) 3 YCiX 3MICTOBUX MOAYJIB AUCIHUIIIIHUA « TexHomorii
0e3MeKu CKIIQIHUX COIIOTEXHIYHUX CUCTEM).

6.6. OuiHOBaHHSI OCBITHIX J0CsITHeHb acnipaHTiB 3a cuctemoro ECTS

Peiitunrosa O1igka 3a 3Ha4YeHHS OL[IHKU
OLlIHKA CTOOAILHOIO
K00
A 90-100 BiqMiHHO — BiIMIHHHMH piBeHb 3HaHb (YMiHb) B MeXax OOOB’SI3KOBOTO
OautiB MaTepiany 3 MOXKJIMBUMH HE3HAYHUMH HEJIOJIIKaMU
B 82-89 Jly)xe noOpe - JOCTaTHRO BHCOKMH piBeHb 3HaHb (YMiHb) B MeXax
OairiB 000B’SI3KOBOT0 Matepiany 6e3 CyTTeBUX (IpyOuX) MOMHIIOK
C 75-81 JloOpe — B uioMy A00pHil piBeHb 3HAaHb (YMiHb) 3 HE3HAYHOIO KUIbKICTIO
OautiB [TOMITOK
D 69-74 3a10BIIBHO - TOCEepeAHiil piBeHb 3HaHb (YMiHb) 13 3HAYHOI KUIBKICTIO
OamniB HE/IOMIKIB, JOCTaTHIA JUIsl MOJANBIIOrO HaBYaHHS abo mpodeciiftHoi
isIIBHOCTI
E 60-68 Jl0CTaTHBO — MiHIMaJIBHO MOXKJIMBHH JJOITYCTUMHM PiBEHb 3HAHB (YMiHb)
OauiB
FX 35-59 He3anoBinbHO 3 MOMIJIMBICTIO MOBTOPHOTO CKIAJaHHS — HE3aJ0BIIbHUM
OaiB [pIBEHb 3HaHb, 3 MOXJIMBICTIO MOBTOPHOIO MEpPECKIaJaHHA 3a YMOBH
HAJIEKHOTO CAMOCTIITHOTO JOOMPAIIOBaHHS
F 1-34 HeszanoBiibHO 3 OOOB’SI3KOBMM TMOBTOPHMM BHBUEHHSM JUCIMIUIIHA —
6amniB ITOCUTHh HU3bKUI piBEHb 3HAHb (YMiHb), 1[0 BUMAra€ NOBTOPHOIO BUBYEHHS
TUCIIAILITIHA
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7. PekoMeH10BaHI TKepesia

OcHoBHi:
1. Bypsiuox B.JI. OcHoBu dopmyBaHHS AepkaBHOI cucTemMu KibepHeTnuHoi 6esneku: Monorpadis. — K.
HAYVY, 2013.-432c.
2. InpsimioB O.A., Bypsituok B.JI. Jlo muTaHHS 3axucTy iH(pOpMaIiiHO-TeJIEKOMYHIKamiiHOI chepu Bif
CTOPOHHBOTO KibepHeTHyHOTO BIUMBY // Hayka i o6opona. — 2010. — Ne 4. — C. 35-40.
3. Bypstuok B.JI., I'ymak I''M., Xopomko B.O. 3aBmanns, ¢opMu Ta crmocoOu BeIEHHS BOEH Y
kibepHeTnuHomy nipoctopi // Hayka 1 o6opona. — 2011, — Ne 3. — C. 35-42.
4. bypsuok B.JIL., Xopomko B.O. TexHosoris NpuiHATTA pillieHb Y CKJIAJHUX COLIOTEXHIYHUX CHCTEMaXx. -
—K.: AVIKT, 2012. -344 c.
5. bypsuok B.JIL, Tomybko B.b., Xopomko B.O., Tomoma C.B. Indopmamiiina Ta kiGepOesmnexa:
comiorexHiunui acrekt. — K.: IVT, 2015. — 288 c.
6. I'pumyk P. B. TeopeTnyHi ocCHOBM MOJICIIOBaHHS MPOLIECIB Hamaay Ha iHQopMaIlilo METoAaMH TEOpiid
TudepeHIianbHuX irop Ta JudepeHianbHux neperBopens: Monorpadis / P. B. I'pumyk. — Xuromup :
Pyra, 2010. — 280 c.
7. bypsuok B.JI.  AnropuT™M OLIHIOBaHHS  CTYyINEHsA 3aXMINEHOCTI  CHeliadbHUX iH(OopMaliifHo-
TeNICKOMYHIKaIiitHuX cucteM // 3axuct inpopmariii. — 2011. — Ne 3(52). — C. 19-27.
8. Bypstuok B.JIL., 'ymak I''M., Xopomko B.O. [Jlo mnuraHHs oprasizamii Ta NpPOBEACHHS pPO3BIAKH Yy
kibepHeTruHOMY TIpocTopi // Hayka i o6opona. — 2011. — Ne 2. — C. 19-23.
9. Bypsiuok B.JI., Kopuenko O.I'., Bypsitaok JI.B. CormianbHa iHXeHepis sIK METO pO3BiAKH iHpopMaiiHO-
TENICKOMYHIKaIiitHuX crcteM // 3axuct inpopmariii. — 2012, — Ne 4(57). — C. 5-12.
10.Bypsiuok B.JL., bypsiuok JI.B., Koctiok T.fI.  OOrpyHTyBanHs  BHOOpY  paliOHAJBHOI  CHCTEMHU
€JIEKTPOHHOTO JOKYMEHTOOOIrY JUIsl JEp>KaBHUX CTPYKTYP CIEIialbHOrO mpu3HaueHHs // BicHuK BoeHHOT
po3Biaku. — Ne 24, — 2011. — C. 67-74
11.International Network for Social Network Analysis - http://www.insna.org/

Indopmaniiini pecypcn

1. BepxoBna Pana Ykpainu. 3akonomaBctBo Ykpainu: [Enektponnuii pecypc]. — Pexum moctymy:
http://zakon.rada.gov.ua/laws/

2. JlepkxaBHa ciy)k0a CHEImiaIbHOTO 3B’s3Ky Ta 3axucTy iH(popwmarii: [Emekrpornmii pecypc]. —
Pesxxum moctymy: http://www.dsszzi.gov.ua/dsszzi/control/uk/index.

3. CERT-UA: [Enextponnuii pecypc]. — Pexxum nocrymy: http://cert.gov.ua/.
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