KUIBCLKUM YHIBEPCUTET IMEHI BOPUCA I'PIHYEHKA
DaxynbTeT iHGOPMALIHAX TEXHOJIOTIH Ta MaTeMaTHKU
Kadenpa indopmariitHoi Ta kibepHeTHUHOI Oe3neKu
iMeHi npodecopa Bonogumupa bypsuka

13 naykosol poboru
YN/ Hatanis BIHHIKOBA
: Iy g2t 2022p.

(‘\"- v
Dy KPATHA *

POBOYA IIPOT'PAMA HABYAJILHOI TUCLUILITHU

NPUKJAJAHI ACIIEKTH YIIPABJITHHS IHOOPMALIMHOIO TA
KIBEPBE3IEKOIO OF'€KTIB KPUTUUYHOI IH®PACTPYKTYPH

JUIsl aCIIipaHTIB

cneuiansrocti 125 KiGepGesneka
OCBITHBOI'O PiBHS TPETHOTO (OCBITHBO-HAYKOBOI'O)
OCBITHBO-HAYKOBOI 1porpamu «lHbopmaliiina Oe3rnexa aepxaBm»

Kuis - 2022



Po3poOHuk:

Anocos Andpiti Onexcandpogud, KanAuIaT BIMCEKOBHX HayK, JOLEHT,
noneHT Kadenpu indopmauiiHol Ta KibepHeTHuHOI Oe3reku iMeHi npodecopa
Bonoaumupa bypstaka ®axynprery inGopMaLiiHuX TEXHOJIOTi# Ta MaTeMaTHKH

Buknanau:

Anocos Awnopiti Onexcandposuy, KanAUIAT BIMICHKOBUX HayK, JOLEHT,
nouent kapeapu iHpopmauiiiHoi Ta KiGepHeTHIHOI Gesnexku imeHi mpodecopa
Bonoaumupa bypsiuka Makyisrery iHpopMaliiHIX TEXHOJIOTiH Ta MaTeMaTUKU

Po6ody mporpaMmy PpO3IISHYTO 1 3aTBEpDKEHO Ha 3acifganHi Kadenpu
inpopmariiinoi Ta KiGepHeTHuHOI Oe3rnekH imeni npodecopa Bonoaumupa
Bypsuka ®akyipreTy iHpopMaliiHuX TEXHOJIOTi# Ta MaTeMaTUKH

Tpotoxon Bix &/ .04 2022 Nelds //,{

3asigyBay kadeapu
/ (nianuc)

PoGo4y nporpamy NMoOroj:keHo 3 rapanToM OCBITHLO-HAYKOBOI MPOrpaMu
«IHbopmaniiina Oe3nexa fepKaBu»
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1. Onuc HaBYAJIBLHOI JHCHUILIIHHA

XapaKkTepucTUKa AUCIUILIIHU
HaiimeHyBaHHS TOKa3HHKIB 33 popmamu HaBuaii
JICHHA 3a04Ha
By quctumniau BUOIpKOBa
MoBa BUKJIaIaHHs, HABYAHHS Ta OLIHIOBAHHS YKpaiHCbKa
3aranpHUI 00CAT KpEAUTiB / TOTUH 4/120
Pik HaBuaHHs 3 3
Cemectp 6 6
KinbKicTh 3MICTOBUX MOJYJIB 3 PO3MOILIOM: 4
OO6csAr KpeauTiB 4 4
OOcsr roanH, B TOMY YHCIII: 120 120
AynurtopHi 32 16
MoynpHHIA KOHTPOJIb 8 -
CemecTpoBHil KOHTPOJIb 30 30
CamocriitHa poboTa 50 74
CemecTpoBUil KOHTPOJIb [cniut

2. MeTa Ta 3aBIaHHA HABYAJIbHOI JUCUHUILIIHA

MeTta: popMyBaHHS B acHipaHTIB 3HaHb, YMIHb 1 HABUUOK 3 3aCTOCYBaHHS TCOPETUIHHUX
OCHOB Ta BIIPOBADKCHHS TEXHOJOTIH 3a0e3medyeHHs Oe3Meku 00’€KTIB KPUTHYHOI
1H(QpacTpyKTypH B yMOBaxX BeJIeHHs KiOepAiil 1 KiIOepKOH]IIKTIB.

3aBaaHHA: OTPUMAHHS TEOPETUYHUX 3HAHB Ta MPAKTUYHUX YMIHb 3 JIOCHIJKEHHS TEOpii
1 TEXHOJIOTIM 3a0e3nedeHHs Oe3neku 00’ €KTIB KPUTHYHOI 1HGPACTPYKTypH B YMOBax
BeJIeHHS KiOepiii 1 KiIbepKOH(DITIKTIB!

— 3JaTHICTb 3aCTOCOBYBaTH CydacHl 1H(QopmaliiiHi Ta Oe3HEeKOBI TEXHOJOTIi
(KOMIIJIEKCHI CHCTEMH KPHUMNTOrpadiuHOTO 1 TEXHIYHOTO 3aXUCTy 1HQOpMaIlii, CUCTEMHU
COITIOTEXHIYHOI O€3MEeKH TOIIO);

— 3JaTHICTH JI0 TUIAaHYBAHHA 1 peani3allii 3axojiB 13 3axucty iH(opmailii Ha 00’ €KTax
KPUTUYHOI 1HQPACTPYKTYpH;

— 3JaTHICTh TMPOBOJUTH MOHITOPUHT, ayJUT Ta BIJHOBIEHHS TPOIECIB IITATHOTO
¢dyukiionyBanss [T cucrem Ta Mepex Ha 00’€KTaX KpUTUYHOI iHOPACTPYKTYypH Micis
300iB Ta BIIMOB PI3HUX KJIACIB 1 TOXOHKEHHS.

VY pe3ynbrari BUBYEHHS HAaBYaJbHOI JWCIUILIIHMA BIJIIMOBIJIHO JO OCBITHBO-HAYKOBOI
MPOrPaMH CIELiaTbHOCTI POPMYIOTHCS (haxOBi KOMIETEHTHOCTI:

IIporpamsi Kon 3Ha4YeHHs KOMIIETEHTHOCTI
KOMIIETEHTHOCTI
daxosi ®K-4 | 3naTHICTH TPOEKTYBaTH, BIPOBAPKYBATH 1 3aCTOCOBYBaTH CyYacHi
KOMIIETEHTHOCTI iHpopmarifini Ta Oe3HEKOBI TEXHOJIOTii (KOMIUIEKCHI CHCTEMH
(®K) KpUnTorpad@iyHOro 1 TEXHIYHOTO 3axucTy iHopmalii, CUCTeMH

COILIIOTEXHIYHOT O€3MEeKH TOIIO)

®K-7 | 3patHicTh 10 MIAHYBaHHA 1 peaizamii 3axoaiB i3 3axucTy iHpopmaii
Ha 00’€KTax KPUTHYHOI iH(PACTPYKTYpH, MPOBEACHHS MOHITOPHHTY,
ayJIuTy Ta BIJHOBJIEHHsS TMpoleciB mTaTtHOro (¢yHKIioHyBanHs [T
CHUCTEM Ta MEPEX Iicst 3001B Ta BIIMOB PI3HUX KJIACIB 1 HOXOKCHHSL.

3. Pe3ysibTaTl HABYAHHS 32 M CHUILIIHOIO
VY pe3ynbpTari BUBUCHHS HAaBYAJIbHOI JUCHUIUIIHA acClipaHT MOBUHEH




3Hamu:
— CHCTEMH yMpaBliHHA 1HGOPMAIIHOI Ta/ab0 KibepOe3neKoro, 3T1IHO BITYM3HSIHUX Ta
MDKHApPOJIHUX BUMOT 1 CTaHIapTiB;
— HAyKOBO-OpraHi3aliiiHi OCHOBU IpoBeacHHs aynuty Oesneku IKC, a Takox HayKoB1
METOJIM IIOJI0 CTBOPEHHS CHUCTEM MOHITOpUHTY Oe3rieku B [T cuctemax ta Mepexax;
— CyYacHI METOJM MPOBEICHHS HAYKOBUX 1 HAYKOBO-TEXHIUHUX OCIHIIKEHb 3 MUTaHb
3axucty iHopmaIlli, opraizaiii i 3a0e3nedyeHHst iHGopMalliiHo1 Ta/abo KibepoOe3neku
OI.
emimu:
— 3aCTOCOBYBATHU Cy4acHi iH(GOpMaIliHHO-KOMYHIKaIlIiHI TEXHOJIOT1] K B MOOYTI, TaK 1 B
npodeciiiHii TIsITbHOCTI;
— TMPOBOJUTH TPOBEICHHSIM HAYKOBHUX 1 HAyKOBO- TEXHIYHHMX JOCHIKEHb 3 IMHUTaHb
3axucTy iHopMmaIlii, opranizamii i 3ade3nedyeHHs iHGoOpMaIliiiHoi Ta/abo KibepOe3neku
OLL;
— OOIpYHTOBYBATH palliOHAJbHI LUIAXM 1040 3axucty iHpopmanii Ha OIJ] Ta
1H(popmaii, mo uupkymnroe B I'T cuctemax ta Mepexax;
— BHUKOPUCTOBYBAaTH Cy4YacHI TEXHIKM IJisi TPOBEIEHHS OCHIPKeHb 3a HampsIMOM
3aXHCTy iH(oOpMarlii, opraHizailii i 3ade3nedeHHss O0e3nekn MepekeBoi IHPPACTPYKTypH
00’eKkTiB 1H()OpMaLIIIHOT ISUTPHOCTI, a TAKOK HAYKOBHUX JTOCIIP)KEHb BUIIIUX PIBHIB.
Ta AOCSATTH HACTYITHUX MPOrPaMHHX Pe3yJIbTATIiB HABYAHHS
— BUpINIYBaTH 3a/layl KEepyBaHHS TMPOBEACHHSIM HAYKOBUX 1 HAyKOBO- TEXHIYHUX
JIOCJIIKEHb 3 MUTaHb 3aXUCTy iH(MopMallii, opranizaiii i 3abe3neueHns 1HGopMaIiiHoi
Ta/abo kidepoesnexu OI/I;
— BHUpIIIyBaTH 3aJadi IIEHTPATI30BAaHOTO 1 JICLIEHTPAIi30BaHOTO aJMIHICTPYBaHHS
noctynom 1o IP 1 mpoueciB B IKC Ta peanizoByBaTH 3ax0u 3 MPOTHIl OTPUMaHHIO
HECaHKIIIOHOBAHOTO JIOCTYIY 10 HUX;
— BUpINIYBaTH 3a/adl I[EHTPAJTi30BAaHOTO 1 JEIEHTPaNi30BaHOTO aJMIHICTpYBaHHS
noctynom 1o IP i mponeciB B IKC ta peamizoByBaTH 3aX0au 3 MPOTHIIII OTPUMAHHIO
HECaHKIIIOHOBAHOTO JIOCTYITY JI0 HUX.

IIporpamui pe3yibTaTH HABYAHHS:

Koxn 3HaYeHHS MPOrPAMHOIO Pe3yJIbTaTy
ITPH-4 - 3a0es3levyBaTH HEMEPEepBHICTh Oi3HeC mporeciB Ha 0a3i CHCTEMH YIIpaBIIiHHS
iHdopMariiiHOO Ta/abo KibepOe3ueKoro, 3TiAHO BITYM3HAHUX Ta MIKHAPOIHUX BUMOT i
CTaHJapTiB;

- 3xiiicHIOBaTH TpoQeciifHy NisUIbHICTh Ha OCHOBI 3HaHb Cy4acHHX iH(pOpMaIliiiHO-
KOMYHIKAI[ITHUX TEXHOJOTi#, BMITH 3aCTOCOBYBATH iX SIK B MOOYTi, Tak i B mpodeciiiHiii
JISIABHOCTI;

- TIPOBOMUTH ab0 KepyBaTH MPOBEACHHSIM HAYKOBUX 1 HAYKOBO- TEXHIYHUX JIOCIIKEHb
3 THTaHb 3axXUCTy iHQoOpMalii, opraHizamii i 3abe3neueHHs iH(opMariitHoi Ta/abo
ki0epOesnexku OIJ];

- OOIpYHTOBYBaTH palioHaNbHI WLUIIXM Iodo 3axucty iH(opmanii nma OIJ] Ta
iHpopmaii, mo nupkyiroe B IT cucremax ta Mepexkax;

- BHKOPHCTOBYBATH CYy4YaCHI TEXHIKH Ui TNPOBEJACHHS JOCTIKEHb 32 HANpsIMOM
3axucTy iHopMarlii, opraHizamii i 3a0e3medyeHHs] Oe3rekn MepexeBoi iHQPACTPYKTYpH
00’ €eKTiB iHMOPMAINIITHOT NiSTTBHOCTI, 4 TAKOXK HAYKOBHX JIOCII/PKEHb BUIIHX PiBHIB;
IPH-7 - BHUpINIyBaTH 3ajadyi ILEHTPANi30BAaHOIO 1 JELEHTPa]Ii30BaHOTO aIMiHICTPyBaHHS
noctynioM 1o IP i mporecie B IKC Ta peanizoByBaTH 3ax0Jid 3 MPOTHIIT OTPHUMAHHIO
HECAHKI[IOHOBAHOTO JIOCTYIY JI0 HUX;

- BOJIOZIITH HAyKOBO-OpraHi3aliiHUMK OCHOBaMHU NpoBeneHHs aynuty Oesmexu IKC, a
TAaKO’X HAYKOBHMH METOJAaMM Ta NPAKTMYHMMH HAaBUYKAMU IOJO CTBOPEHHS CHCTEM
MoHiTopuHTY Oesnieku B I'T cucremax Ta Mepexax.




4. CTpyKTypa HAaB4aJIbHOI IMCHUILIIHA
TematuuHuii 11aH U1l JeHHO0i popMu HaBYaHHS

Posnoomin rogus Mix
BUJAMU pOOIT

AynutopHa

HazBu 3MICTOBUX MOAYJIIB 1 TEM

Ycporo

JlaGoparopn
Camocrilina

Jlexmii
[TpakTrusi

3microBuii moayJnb I. MeToau Ta 3aco0m 3axucty ingopmaiii Ha 00’ €kTax
KPUTHYHOI iIHPpacTPyKTypH B YMOBAX BeJleHHSI KiOepaii
i Ki0epkoH(IiKTIB

Tema 1. TenaeHIli po3BUTKY 1 3aCTOCYBaHHSI METOJIB 1
3aco0iB 3axucTy iH(opMalii Ha 00’€KTaX KPUTHYHOI o4 | 4 4 1 15
iHQpacTpykKTyp B yMOBax BeICHHsS KiOepmiih 1
KiOepKOH(ITIKTIB
MonynbHHI KOHTPOJIb 2
Pazom |26 | 4 | 4 | 1 | 15

3micToBmii Mmoayasb 1. MeTtoau Ta 3ac00M 3aXUCTY JepkaBHOI iHpopManiiiHOI
cepu Bil CTOPOHHBOTO KiOEPHETHYHOTO BILIMBY

Tema 2. IIpobnemu 3axucTy AepkaBHOI 1HGOpMAIIHHOT on | 4 4 1 15
cthepu BiJI CTOPOHHBOTO KIOEPHETUYHOTO BILJIUBY
MonynbHHI KOHTPOJIb 2

Pazom |26 | 4 | 4 | 1 | 15

3micToBuii moayJsb I11. 3a0e3neuenns O6e3nexn iHpopmanii Ha 00’€KTaX KPUTHYHOI
IHpacTPYKTYpPH B YMOBAX BeJleHHs Ki0epail i KidepkoHIiKTiB

Tema 3. Texnonorii Ta I1HCTpyMEHTH 3a0€3MEUYCHHS
Oesrmeku  iH(QopMmanii Ha  00’€KTax  KPUTHYHOI
. . .. .19 ] 4 4 1 10
iHpacTpyKTyp B yMOBax BeIEHHs KiOepai 1
KiOepKOH(ITIKTIB.
MopaynbHHN KOHTPOJIb 2
Pasom | 21| 4 | 4 [ 1 ]| 10

3microBuii Mmoay.as V. Ynpasiinas ingopmauniiiHoro Ta Kidep0Oe3nexoro 00’ exkTiB
KPUTHYHOI iHPpaCcTPYKTYpPH B YMOBaX Be/JleHHs KiOepiii i KioepkoH]IiKTIB

Tema 4. TexHomnorii agMiHICTpyBaHHsSI Ta €KCIUTyaTallii

00’€KTIB KpUTUYHOI 1HPPACTPYKTYpU B yMOBax BeaeHHs | 15 | 2 2 1 10
Ki0epii 1 KiIOepKOHQITIKTIB
MonynbHui KOHTpOIIb 4 2

Paszom | 17 2 2 1 10

CemecTpoBuii KoHTpOJb | 30

Yeboro 120 14 | 14 4 50




TemaTnuHuii 11aH 17151 32049HOI GOpMU HAaBYAHHS

Po3moain rogua Mk
BUJAMU pOOIT

AynutopHa

1

HazBu 3MICTOBUX MOAYJIIB 1 TEM

Ycporo

Jlexmii
[TpakTrusi
JlaGoparopn
Camocriiina

3microBuii moayJnb I. MeToau Ta 3aco0m 3axucty indopmaiii Ha 00’ €kTax
KPUTHYHOI iIHPpacTPpyKTypHu B yMOBax BeJleHHs Ki0epaii
i Ki0epkoH(IiKTIB

Tema 1. TenaeHIii po3BUTKY 1 3aCTOCYBAaHHSI METOJIB 1
3aco0iB 3ax®cTy iH(opMalii Ha 00’€KTaxX KPHUTHIHOL o4 | o 9 20
iHQpacTpykKTyp B yMOBax BeICHHS KiOepmiih 1
KI0epKOH(JIIKTIB
Pazom | 24 | 2 2 20

3micToBuii MmoayJas II. Meroau Ta 3aco0m 3aXUCTy JepkaBHOI iHpopManiiHOI
cepu Bil CTOPOHHBOTO KiOEPHETHYHOTO BILIMBY

Tema 2. IIpobnemu 3axucTy AepkaBHOI 1HGOpMAIIHHOI on | o 9 20
cthepH BiJl CTOPOHHBOTO KIOEPHETUIHOTO BIIUBY

Pazom | 24 | 2 2 20

3micToBuii moayJs III. 3a0e3neyenns O0e3nexu iHpopmanii Ha 00’ €KTaX KPUTHYHOI
IHPpaCTPYKTYpH B YMOBAX Be/leHHs Ki0epaiii i Ki0epkoOH(IIIKTIB

Tema 3. TexHonorii Ta I1HCTpYMEHTH 3a0e3MEUYECHHS
O6esnexku  iHpopmamii Ha  00’€KTax  KPUTUYHOL on | 2 5 20
iHQpacTpyKTypu B yMOBax BeleHHs Kibepmiit i
K1I0€pKOHQITIKTIB..
Pa3zom 3a 3micToBuM Mopaynem | 24 | 2 2 20

3micToBuii MmoayJs IV. Ynpasiinns ingopmaniiiHowo Ta Kidep0Oe3nexkor 00’€KTiB
KPUTHYHOI iHPpaCcTPYKTYpPH B YMOBaXx Be/leHHs KiOepiii i KioepkoHPIiKTIB

Tema 4. Texuomorii amMiHICTpyBaHHS Ta €KCIUTyaTalii
00’€KTiB KpUTUYHOI 1HPPACTPYKTYpH B YMOBaX BeaeHHs | 18 2 2 14
ki10epaiit 1 KIOepKOH)IIKTIB

Pa3zom | 18 2 2 2 14

CemectpoBuii koHTpoJb | 30

Yceworo 120 6 6 4 74




5. Ilporpama HaBYAJILHOI JUCHUILIIHU

3MICTOBUHA MOJYJIb 1. Meroau Ta 3acoém 3axucry indopmanii Ha
00’€KTaxX KPUTHYHOI IH(QPACTPYKTYypH B YMoOBax BeJeHHHA KiOepaiil i
Ki0epkoHQUIIKTIB

Tema 1. TenaeHuii po3BUTKY i 3aCTOCYyBaHHSI MeTOIIB i 3ac00iB 3axucTy
iHpopmanii Ha 00’€KTaX KPHUTHYHOI iH(PACTPYKTYypH B yMOBAX BeJACHHS
ki0epaiil i Ki0epKOH(IIIKTIB

TenaeHIii po3BUTKY 1 3aCTOCYBaHHS METOJIB 1 3ac001B 3axuUcCTy iH(opMmarrii
Ha 00’€KTax KPUTHYHOI 1HGPACTPYKTypH B YMOBaX BeACHHSA KiOepaid 1
Ki0epkoH(IKTIB. TeHIeHIlT PO3BUTKY METOMIB 1 3ac00iB 3aXHCTy 1HGOpMAaIli.
Tenaenmii nmoOynoBu apxiTekTypu Oesneku iHdopmarii. 3axuct iHdopmarllii B
KOpPHOpaTUBHUX MepekaxX. OCHOBU 1 MeTa MOJITUKU O€3MEKH B KOPIOPATUBHUX
mepexax. [IpuHIMnM Ta METoAM HalaHHS JOCTYIY 10 1H(POpMaliiHUX pecypciB.
[lpunnunu 3abe3neueHHs JOCTymy [0 1HpopMaliiiHux pecypciB. Metoau
ieHTudIKamli 1 ayreHTHdikamii KopucTyBadiB. MeToIM KOHTPOJIIO JIOCTYILY.
[Ipodins 6e3nexu crangapty [ISO/IEC 15408.

Kniouoei cnoea: 3axuieni OlJl, Mmerononoria 3axucty iHpopMmaii Ha OI/L,
Meroau 3axucty iHGopmamii Ha OIJl, mnpoexkTyBaHHA CHUCTEM 3axUCTY,
MPOEKTYBAHHS 3aXUIIEHUX 1HPOPMALIITHUX CUCTEM.

Jlimepamypa:

1. bypsuok B.JI, T'ymak [''M., Tomnybxo B.b. Indopmariitnuii Ta
kibeprpocropu: mpodsieMu O6e3MeKu, MeTou Ta 3aco0u 0opoTeou: IlinmpyuHuk. —
K.: YT, 2015. - 449 c.

2. JlutBunoB B.B., T'ony6 C.B. O0’ekTHO-Opi€HTOBaHE MOICITIOBAHHS TPHU
IPOEKTYBaHHI BOYIOBAaHUX CUCTEM 1 CUCTEM peanbHOoro 4acy. — Yepkacu: UHY im.
borpana Xmenpuunskoro, 2011. — 376 c.

3. JACTY ISO/IEC 27005:2019 Indopmartiiini TexHomnorii. MeToau 3axucry.
VYnpasniaas puszukamu iHpopmartiinoi 6e3nexku (ISO/IEC 27005:2018, IDT)

4. borymt B.M., HoBunpkoB O.A., Kpuryna B.I'. OcHoBu 3axuinieHux
iH(popmaniiinux texnonorii. — K.: JIVIKT, 2010. — 454 c.

3MICTOBUI MOJAYJIb II. Metoau Ta 3aco0H 3aXHCTy Aep:KaBHO
iHopMauiitHOI cepH Bil CTOPOHHBOI0 KIOEPHETUYHOIO BILUIMBY

Tema 2. IlpoGaemu 3axucry aepkaBHol iHopmaniiiHoi cdepu Big
CTOPOHHBOI0 Ki0EPHETHYHOI0 BILJIMBY

OcHoBHI cy0’eKTH aepx)aBHO1 1H(popMmaIiiiHo1 1HPpacTpyKTypu. 3aBIBHHS
Ta QyHKIT cy0’ekTiB AepkaBHOI iH(MOpMarliitHoi iHppacTpykTypu. MojentoBaHHs
CTparerii 3axucTy iH(opMallii Bi CTOPOHHBOTO KIOEPHETUYHOTO BILIUBY.
BusnauenHs nepeniky cy0’€KTiB 1 BCTAHOBJICHHS 11eHTU(IKaTOpiB. BecranoBieHHs
MOBHOBAXEHB 1 MpaB cy0’e€KTIB 11070 00’ €KTiB. [IUTaHHS CBOE€YACHOTO BUSIBJICHHS
Ta aJICKBAaTHOTO pearyBaHHsS Ha IHIUACHTH 1HPOpMaIliiHOI Oe3neku. 3aBaaHHs
CBOEYACHOTO BUSBIIEHHA I1HIUACHTIB 1HQopMauiitHoi Oe3neku. IlepcrniekTuBHI
HaANPSIMKH JI€P>KABHOI MOJITUKA Y Taly3l KIOEpHETUYHOI OE3MEKH.



Knwuoei cnosa: anami3z 3axumeHocti OIJ[, TexHojoriyHa MoJeb,
TexHosioriyna mojnens 3axucty OIJ[, xonuemnmis 3axucty iHdopmaiii Ha OI/JI,
3abe3neueHHs 1HGOPMAIIMHOI Oe3MeKu, 1HCTPYMEHTH 3a0e3nedeHHs Oe3NeKu
1H(opMmarii.

Jimepamypa:

1. Bbypsiuok B.JI., Tomtona C.B., AnocoB A.O., Ko3audok B.A., JIykoBa-
Uyiiko H.B. CucrtemHuii aHaii3 Ta NpUuUHATTS pillleHb B 1HGOpMaIIHIN Oe3merr:
niapyunuk. / BJL bypsdok, C.B.Tomroma, A.O. AnocoB, B.A.Kozauok, H.B.
JlykoBa-Uyiiko / — K.:JIYT, 2015. — 345 c.

2. Bypstuox B.JI. Tlomituka indopmaniitnoi 6e3neku: miapydauk. / B.JL.
Bbypstuoxk, P.B.I'pumyk, B.O.Xopomiko / 3a 3ar. pea. 10KT. TeXH. HaykK, mpod. B.O.
Xopomka. — K.: I[IBIT «3agpyra», 2014. —222 c.

3. bypsiuok B.JI. TexHonoriss NOpUAHATTS pIlIEHb Yy CKIAJHHUX
corioTexHiyHUX cucremax: MoHorpadis. / B.JI. Bypsdok, B.O.Xopomixko. / ITix 3ar.
pel. TOKT. TeXH. Hayk, mpod. B.O. Xopomika. — K.: IVIKT, 2012. — 344 c.

4, JNCTY ISO/IEC 27005:2019 Iudopwmariiitni texHosorii. Metoau
3axucTy. YmpaiiHHsA pusukamu iHpopmaiiitHoi 6esnexku (ISO/IEC 27005:2018,
IDT) http://online.budstandart.com/ua/catalog/doc-page.html?id_doc=85797

5. JNCTY CVYIb 1.0/ISO/IEC 27001:2010. Indopmariiii TEXHOJOTII.
Meronu 3axucty. Cucrtema ymnpabiiHHs iHGopmailiiiHowo Oe3nekor. Bumoru. K.:
HBY, 2010.

6. JCTY CVYIb 2.0/ISO/IEC 27002:2010. IndopmariiiHi TEXHOJOTII.
Meroau 3axucty. Cuctema ynpaiiHHS 1H(GOpMaIIiiHOK 0e3MeKo0. 3Bia MpaBHII
Ut ynipaBiiHHs iH(opmaniiinoro 6e3nexoro. K.: HBY, 2010.

3MICTOBUM MOAYJIb III. 3a6e3sneuenns Oe3nexu iHopmamii Ha
00’€KTaxX KPUTHYHOI IHpacTPpyKTypH B YMOBax BeJeHHsl KiOepaiii |
Ki0epKkOHpIIKTIB

Tema 3. TexnoJiorii Ta iHcTpyMeHTH 3a0e3neueHHs1 Oe3neKku ingopmairii
Ha 00’€KTax KPUTHYHOI IH(pacTpyKTypHM B yMOBax BeJdeHHs KiOepaid i
Ki0epKOHIIKTIB.

TexHosoriyna Mojienb 3a0e3nedeHHs Oesneku i1Hdopmalii Ha 00’ekTax
KpUTUYHOI 1H(PACTPYKTYypu B yMoOBax BeIEHHs KiOepaiid 1 KiOepKOHIIIKTIB.
TexHosorii 3axucTy iHpopMalii B cuctemax iHpopmarliiiHoi Ta/abo Ki6epOe3neKu.
Konuenuis 3axucty iHdopmalii, oprasizauii i 3a0e3nedeHHs 1HPOpMaLiiHOI Ta
ki0epoe3nexu OI/I.

Kniouosi cnosa: xouueniiisa 3axucty iHdopmarlii, TEXHOJOTIYHA MOJIEIb,
QITOPUTMHU 3aXHUCTy, MOJEN 3aXHCTy, METOAM 3aXUCTY, MPOTpaMHI KOMILIEKCH
kibepoesnexu OIL/I.

Jlimepamypa:

1. Bypsyox B. JI., Xopomko B. O. TexHosoris NpUHHATTS pillleHb Y
CKJIQJIHUX COIIIOTEXHIYHUX cuctemax : MoHorpadis / B. JI. Bypsuok, B. O.
Xopomko. — Kuis : IVIKT, 2012. — 344 c.

2. bypsiuok B.JI., Tomona C.B., AnocoB A.O., Kozauok B.A., Jlykona-
Uyiiko H.B. CucteMHuii ananiz Ta npuiHATTS pillleHb B 1HPOpMaLiiHii Oe3meni:


http://www.dut.edu.ua/ua/lib/14/category/730/view/1242
http://www.dut.edu.ua/ua/lib/14/category/730/view/1242
http://www.dut.edu.ua/ua/lib/14/category/730/view/1242

niapyunuk. / B.JL. bypsuok, C.B.Tomomna, A.O. AnocoB, B.A.Kozauok, H.B.
JlykoBa-Uyiiko / — K.:JIVT, 2015. — 345 c.

3. bypsyox B.JI. Tlomituka iHdopmariitHoi Oe3neku: miapydHuk./ B.JL
Bypsiok, P.B.I'pumyk, B.O.Xopouiko / 3a 3ar. pefl. 10KT. TeXH. HayK, npod. B.O.
Xopomka. — K.: IIBII «3anpyra», 2014. —222 c.

4. 1CTY ISO/IEC 27005:2019 Indopmariitai TexHosorii. MeToaun 3axucry.
VYrpasninus pusukamu iHMopmamiiinoi Oesnexu (ISO/IEC 27005:2018, IDT)
http://online.budstandart.com/ua/catalog/doc-page.html?id_doc=85797

5. ACTY CVIb [1.0/ISO/IEC 27001:2010. IndopmariiiHi TeXHOJIOTII.
Metoau 3axucty. Cuctema yrpaBiiHHsS iHpopMaliiiHow Oe3nexoro. Bumoru. K.:
HBY, 2010.

6. ACTY CVIb 2.0/ISO/IEC 27002:2010. IndopmariiiHi TeXHOJOTII.
Metoau 3axucty. Cuctema ynpasiiHHsS iHPOpMAaIiiHOIO O€3MeKor0. 3BiJl MpaBHII
Uit yripaBiiHHs iHopmariiinoro 6esnexoro. K.: HBY, 2010.

3SMICTOBUH MOAYJb |V. VYnpaeninaa indopmaniiinoro Ta
Ki0ep0e3neKow 00’€KTiB KPUTHYHOI iH(PACTPYKTYpH B yYMOBax BeJeHHS
KiOepaii i KiDepKOHQJIIKTIB

Tema 4. TexHoJiorii agMiHiCTPyBaHHS Ta eKCILTyaTalii 00’€KTIB KPUTHYHOL
iIHQpaCTPYKTYpH B YMOBaX BeJeHHs Ki0epaiii i KiepkoHQIiKTIB

AJMIHICTpYBaHHS MpPOLIECIB BBEJAEHHS B EKCIUTyaTallll0 Ta EKCIUTyaTaiii
00’€KTIB KpUTUYHOI 1H(QPACTPyKTYypd B YMOBax BeIEHHS KiOepaid 1
kioepkoHQuikTiB. IlepeBipka 1 NIATPUMKA IUIICHOCTI JaHUX Ha 00’ €KTax
KpPUTUYHOI 1H(PACTPYKTYypu B yMOBax BEIEHHS KiOepaid 1 KiOepKOH(IIIKTIB.
Po3mexxyBaHHS TpaB AOCTyny Ta NpaBWiIa 3a0e3neueHHs Oe3NeKd [aHuX Ha
00’€KTax KpPUTUYHOI 1HPPACTPYKTYypHU B YMOBaX BEJIEHHA KiOepaid 1
Ki0epKOHDITIKTIB. Y IOCKOHATICHHS, MOJEpHI3allig Ta yHi(iKaIlis CucTeM, 3aco0iB 1
TEXHOJIOT1 3abe3nedyeHHs] Oe3nekr Ha 00’€KTaX KPUTHYHOI 1H(QpacTpyKTypu B
yMOBaxX BEJICHHsI Ki0epiii 1 KiIOepKOH]ITIKTIB.

Kniowuosi cnosa: 006’ekT KpUTUYHOI 1HOPACTPYKTYpH, BEIECHHA KiOepmiil 1
KiOepKOH(DITIKTIB, aJAMIHICTPYBaHHsI, €KCIUTyaTallis, aAMIHICTpYBaHHS 3aXUIICHUX
CUCTEM, eKCIUTyaTallisi 3axMIIEHUX CHUCTeM, I[paBa JIOCTyIly, IIpaBHJa
3a0e3IeYeHHs Oe3IeKH, IIIJIICHICTh JaHUX.

Knirouosi cnosa: teopis irop, MapKoBCBhKI nponecu, mepexa Ilerpi, HewiTKi
MHO>KHHHU.

Jimepamypa:

1. bypsdox B.JI., Tomtona C.B., AnocoB A.O., Ko3auok B.A., JIykosa-
Uyiiko H.B. CucteMuuii ananiz Ta npuiHATTS pillleHb B 1HPOpMaLiiHii Oe3meri:
nigpyuynuk. / B.JL Bypsdok, C.B.Tomoma, A.O. Awnocos, B.A.Ko3zauox, H.B.
JlykoBa-Uyiiko / — K.:JIVT, 2015. — 345 c.

2. Bypsaox B.JI. Tlomituka indopmartiiinoi 6e3nexu: migpydHuk. / B.JL.
Bypsiuok, P.B.I'pumyk, B.O.Xopomiko / 3a 3ar. pes. 10KT. TeXH. HayK, npod. B.O.
Xopomka. — K.: IIBII «3anpyra», 2014. —222 c.


http://www.dut.edu.ua/ua/lib/14/category/730/view/1242
http://www.dut.edu.ua/ua/lib/14/category/730/view/1242
http://www.dut.edu.ua/ua/lib/14/category/730/view/1242

3. bypsiuok B.JI. Texuomoriss mOpUHHATTS PpIlIEHb Yy CKJIAJHUX
comioTexHiyHuX cucteMax: MoHorpadis. / B.JI. Bypsiok, B.O.Xopomiko. / ITix 3ar.
pea. TOKT. TexH. HayK, mpod. B.O. Xopomika. — K.: IVIKT, 2012. — 344 c.

4, JNCTY ISO/IEC 27005:2019 Indopmarriiiai TexHosorii. Metoau
3axucTy. YmpaBiiHHsA pusukamu iHpopmaiiitHoi 6e3neku (ISO/IEC 27005:2018,
IDT) http://online.budstandart.com/ua/catalog/doc-page.html?id_doc=85797

S. JNCTY CVYIb 1.0/ISO/IEC 27001:2010. Indopmariiiti TEXHOJOTII.
Metoau 3axucty. Cuctema ynpaBiiHHsS iHpopMaliiiHow Oe3nexoro. Bumoru. K.:
HBY, 2010.

6. JCTY CVYIb 2.0/ISO/IEC 27002:2010. Indopmariiiini TeXHOOTII.
Metoau 3axucty. Cuctema ynpasiiHHsS 1HPOpMaIiiHOIO Oe3MeKor0. 3BiJl MpaBHII
TSt yripaBiiHaHs iHopmartiiiaoro 6esnexoro. K.: HBY, 2010.



6. KoHTpOJIb HABYAJIBLHUX I0CATHEHb
6.1. Cucrema OUiHIOBAHHS HABYAJBHUX /[OCATHEHb acHipaHTIiB JAeHHOI (opmu
HABYAHHS

o| Monyis | Moxyne | Monyins | Monayis
< g 1 2 3 4
A T
Ne E SI [l g = - A o A
/ B . : : : = B =| . B §| . =| .§
3H U ISTTBHOCTI acripanTa o % 5( & 5( C% 8 3 % 3 3 c% 8
< S I g . .
SEEEEEZE 258 25
1 | BinBimyBaHHS JICKITiH 1 3] 3 3] 3 31 3 |3 3
2 |BinBigyBaHHS IPaKTUYHUX 3aHATH 4 41 4 (4| 4 |4 4
3 |BiaBinyBaHHS CEMiIHAPCHKUX 3aHAThH
4 |Po0oTa Ha MPAaKTHYHHUX 3aHITTIX 10 (4 140 | 4 |40 | 4|40 | 4| 40
5 |PoboTa Ha ceMiHaApCHKUX 3aHATTIX
4 BuxkoHaHnHs 3aBIaHb 11T CAMOCTIHHOT 5 (3115131153153 15
pobotu
5 BukoHaHHS MOIYNbHOT KOHTPOJIBHOT o5 1125111251 !25111 25
pobotu
5 Maxkc. KUIBKICTH OaiiB  3a BHIAMH 87 87 87 87
MOTOYHOT'O KOHTPOJIIO
7 | MakcuMmaibpHa KiAbKICTE OaiB: 348
3 Po3paxynok K06(1)1H1.€HTa 60/348=0.17
ban max / Cyma 6aitiB max

CucreMa OUIHIOBAHHSA HAaBYAJIbHHX /[OCATHEHb AaCHIPpaHTIB 3204HOI (opMH
HABYAHHS

. & Monyms | Momyss | Moxyns | Mopyis
= 1 2 3 4
Ne 2 B =] & £] =& EEERE
3/ Bun gisnbHOCTI acmipaHTa 5 g & 5 B 5|3 =l 8 B
n s Zled 2lonEl 2E] £
N 5 5
>H B85 2|58 5P
Ol | S g 2| 2 | § &
1 | BinBimyBaHHS JIEKITiH 1 1 1 1 1 1 1
2 |BinBimyBaHHS NPAaKTUYHUX 3aHATH 1 /11|11 1] 1] 2 2
3 |BigBimyBaHHS CEMiHAPCHKHUX 3aHATH
4 |Po0oTa Ha MPaKTHYHHUX 3aHSITTSIX 101101 ]10|1]10]|?2 20
5 |PoOoTa Ha cemMiHapChKUX 3aHATTAX
4 BukoHaHHS 3aBJIaHb I CAMOCTIHHOT 5 1613016130 16!l30!6 30
pobotu
6 Maxkc. KUIBKICTH OayiB 32  BUIAMH 42 42 42 59
MOTOYHOTO KOHTPOJIIO
7 |MakcumanibHa KIJTbKICTh OaliB: 113
9 Po3paxyHok Koe(inm‘eHTa 60/113=0,53
ban max / Cyma 6aiiB max




YMOBOIO 3apaxyBaHHS KOKHOTO 3MICTOBHOTO MOJIYJIO Ta OTPHMaHHS acIipaHTOM 3aliKy € 3700yTTsS He
menme 35% oOanis (bam min / ban max = 35:100=0,35) 3a pe3ympTaTaMu BCiX BUAIB O3HAYCHHX IiSUTBHOCTEH B

KO>KHOMY 3MICTOBHOMY MOJIYJIi.

6.2. 3aBaaHHA 1J151 CAMOCTIiHOT po00TH Ta KpUTePii ii ONiHIBaHHSA

CamocrTiiiHa pob0oTa € BUJOM I103aayJIUTOPHOI 1HIWBIAYaJbHOI MiSIIBHOCTI
acmipaHTa, pe3yJbTaTH SKOi BUKOPUCTOBYIOThCS Yy TPOIECI BUBYCHHS
MPOTPaMOBOTO MaTrepialy HaBYAJIBHOI MUCIUIUIIHA Ta MICTUTh PpPe3yJIbTaTh
JOCTIIHULIBKOTO TOIIYKY, BigoOpakae TMEBHUN piBEHb WOro HaBYAJIbHOI
KOMIIETEGHTHOCTI. B Mexax KOXHOI TEMH acmipaHTH, BHUKOPHCTOBYIOUU
PEKOMEH/I0BaHy JIITEpPaTypy, HOBHHHI CAMOCTIHHO OIpAIfOBATH MEPIIOHKEPENa 3a
3aMpONOHOBAHOK TemaTukow. OTisn NpeACcTaBUTH Yy  BHIJISAAI  HAYKOBOTO
pedepary 3a BUOpaHOIO TEMOIO 3 MIPUKIIAJIaMH 3 TIPEMETHOI 00J1acTi.

Ilepeaik Tem AJis1 caMOCTIiiHOI poOOTH acmipaHTIB 04HOI GopMu
HABYAHHS

No

HazBa Temu
3/11

3microBuii Moayab 1. Meroau Ta 3acodm 3axucty iHopmanii Ha 00’€KTaX KPUTHYHOI
iHppacTpyKTYypH B YMOBaX BeJleHHA Ki0epaii
i kKi0epkoHQJIIKTIB

1 TenpeHii po3BUTKY METO/IB 1 3ac00iB BeJieHHs Kibep/Iii 1 KibepKoH(DIIKTIB

2 3acTocyBaHHA METOIIB 1 3aco0iB 3axucTy iH(popmamii Ha 00’€KTax KPUTHYHOI
1H(pacTpyKTypH B YMOBaxX BeJleHHs KiOepiii 1 KioepKOHDIIKTIB

3 OcHOBHI MeETOAONOTii NMPOEKTYBaHHA CHUCTEM 3axuCTy iH(popmarii Ha 00’ekTax

KPUTHYHOT iHPPACTPYKTYpH

3micToBuii MoayJb 2. MeToam Ta 3aco0m 3axXuCTy AepkaBHoI iH(popmaniiinoi cdepu Bin
CTOPOHHBOI0 Ki0CPHETHYHOI0 BILIUBY

[IpoGnemMn 3axucty JaepkaBHOI 1H(popMaliiHOT cdepu Bil CTOPOHHBOIO

4 KiOEpHETHUYHOTO BIUIUBY

5 3ale3neueHHs 1HQopMaliiiHOi Oe3neku aepkaBHOI 1H(popMauiiHOT chepu Bix
CTOPOHHBOT'O KIOEpHETUYHOT'O BIUIUBY

6 AnropuT™MH, MOZEI, METOJU OLIIHKU XapaKTEPUCTHK 1 CTaHy CHUCTEM 1H(popMaIiiiHOL

Ta KibepOe3neku aep>kaBHOI iHpopMaIiitHoi chepu

3microBuii MoayJb 3. 3a0e3nedeHHs Oe3nexu iHGopmanii Ha 00’ €KTaX KPUTHYHOL
IHPPACTPYKTYPH B YMOBAX BeIeHHs Ki0epaii i Ki0epKoH(IIKTIB

7 TexHosorii 3a0e3nedenHs Oe3neku iHpopmallii B cucTeMax 1 Mepekax

TexHomoriuna Mojiens 6e3neku iHdopMarllii Ha 00’ eKTax KPUTUYHOT iIHPPaCTPyKTypu
B YMOBax Be/IeHH Ki0epiil 1 KIOepKOH(DIIKTIB

Konuenmis 3axucty indopmarii, opranizamii i 3a0esnedeHHs iHpopmauiiHoi Ta
ki0epOe3nexu OIJI.

3microBuii Moayab 4. Ynpasiinas ingopmaniiiHoro Ta Kidep6e3nexor 00’ €KTiB
KPUTHYHOI iHQpacTPYKTYpH B YMOBaX BeJleHHs Ki0Oepaiii i ki0epkoHJIiKTIB

AIMiHICTpYBaHHSI TMPOLIECIB BBEICHHA B eKCIUTyaTamiro 3axuinenux IT cucrem i

10
Mepex
11 AnMiHICTpYBaHHS MpOLECiB ekcIuTyaTanii 3axuienux IT cucrem i Mepex
12 VY nockoHaIEHHS CUCTEM, 3aC00IB 1 TEXHOJIOTIH 3a0e3neuenus Oe3nexu IT cucreM Ta

MEpeK.




KpuTepii oniHoBaHHS caMOCTiliHOI po00TH acnipaHTa

MakcumainbHa
Kpurepii oniHtoBaHHS poOOTH KUIBKICTB OaiB 3a
KO)KHUM KpHUTEpIEM

Ne
n/m

Kputnunuii ananiz cyTi Ta 3MicTy nepuiopxepen. Buknan
(dakTiB, 11ei, pe3yNabTaTiB JOCIIKEHb B JIOT14HIN
1 | mochigoBHOCTI. AHaJi3 Cy4acHOTO CTaHy JOCHIKCHHS 2
npoOJieMH, PO3TJSA TEHISHIN MOJANbIIOr0 PO3BUTKY
JTAHOTO MUTAHHSI.

JIOKa30BICTh ~ BHUCHOBKIB, OOIDYHTOBAHICTh  BJIACHOL

2 | mo3uIlli, TPOMO3WII MMOAO PO3B’sA3aHHSA NPOOIEMH, 2
BH3HAYCHHS MMEPCIIEKTUB JTOCIIHKCHHS

3 | JloTpuMaHHS BUMOT IIOJI0 TEXHIYHOTO O(OPMIICHHS 1

Pa3zom 5

6.3. @opMu NpoBeAeHHsI MOIY/IbHOT0 KOHTPOJII0 Ta KpUTepii OLiHIOBAHHSA

OniHka 3a KOXHHMI 3MICTOBUH MOAYJb BKIIOYAaE Oanu 3a MOTOYHY pOOOTY
acmipaHTa Ha MPAaKTUYHUX 3aHATTAX, 32 BUKOHAHHS JOMAIlHIX 3aBlaHb, 32 MOIYJIBbHY
KOHTPOJIBHY po00Ty. MonynpHHI KOHTPOJb 3HAHb AaclipaHTa 3IiHCHIOETHCS TiCIA
3aBEpIICHHS BHBUYEHHS HaBYAIBbHOTO Matepiary wMoxaymsi. PDopma MTpOBEACHHI —
KOMIT'IOTEepHHI TecT, M0 CKiIagaeTbcs 3 20 muTaHb 3akpUTOi Ta BIIKpHUTOI (opMm.
MopaynbHa KOHTPOJbHAa po0OTa OLiHIEThCT y 25 OamiB. Kpurtepii omiHOBaHHS
MOJYJBHOTO KOHTPOJIIO HABEICHO Y TaOJIHIIL.

Kpurepii omiHIOBaHHSI MOAYJIBHOI'0O KOHTPOJIIO

Cyma

Satin 3HaueHHS OLIHKHA

acmipaHT BUSBHMB TIOBHE 3HAHHS MPOrPAMHOTO Martepiany, YCHIIITHO
BUKOHYE TepeadayeHi mporpaMoro 3aBJaHHs, 3aCBOIB OCHOBHY JIITEPATypPy
PEKOMEHIOBaHY MPOTPaMOI0, BHSIBUB CHUCTEMATHYHUN XapakKTep 3HaHb 3
JUCITUIUTIHH 1 3JaTHAN 7O CAMOCTIHOTO TOTIOBHEHHSI

22-25

acmipaHT BUSIBUB 3HAHHS OCHOBHOT'O MPOTPAMHOIO Marepiaiy B 0O0cs3i,
HEOOXITHOMY IS TOJAjbIIOTO HAaBUaHHS Ta MaWOyTHROI poOOTH 3a
npodecieto, BMi€ BUKOHYBaTH 3aBJaHHS, IependadyeHi Mporpamoro,
3HAMOMMI 3 OCHOBHOIO PEKOMEH IOBAHOIO JIITEPATyPOIO

13-21

acmipaHT, LI0 BHUSIBUB YAaCTKOBE 3HAHHS OCHOBHOI'O MPOrPaMOBOIO
MaTepially, He 3aBXKJIM BMI€ BUKOHYBaTH 3aBJaHHs, MHepeadaydeHi
IIPOrpaMol0, 3HAHOMHUU JIMIIE YAaCTKOBO 3 OCHOBHOK PEKOMEHIOBAHOKO
JTEPaTypoIo.

0-13

6.4 ®opMu NpoBeIeHHS CEMECTPOBOI0 KOHTPOJIIO Ta KPUTEPii OLiHIOBAHHS
CemecTpoBUli  KOHTPOJb 3HaHb  ACIIPAHTIB  3MIMCHIOETHCS  TICIIS
3aBEpUICHHsS] BUBUEHHS HABUAJIBHOIO MaTepialy IUCLUHUIUIIHK y (popmi eK3aMeHy.
CeMecTpoBa pEMTHHIOBa OI[iHKA acHipaHTa € CyMOIO MiJACYMKOBUX (PaKTUYHHX
OLIIHOK acIipaHTa 3a 3MiICTOBUMHU MOJYJIIMU Ta OajlaMu OTPUMAaHUMH 3a 1CTIUT.
dopma MpoBeJICHHS eK3aMeHy — KoMOiHOBaHa. IcnuT omiHioeThes y 40 6aniB
3a posmnoaiioMm: 20 OamiB — KOMIUIGKCHUNM TecT 3 aucuuiuiiag; 20 OamiB —




BUKOHAHHS MTPAKTUKO-OPIEHTOBAHOTO 3aB/IaHHS.

BukoHaHHS TPaKTUYHOTO 3aBJIaHHS Tiepe0avae mepeBipKy piBHS OBOJIOIHHS
CTYJICHTOM TCOPETHYHUMHU 3HAHHAMH Ta TPAKTUYHUMH BMIHHSAMHU 3 TIOOYJOBH
1H(popMaIItHUX MEpeX Ta YIpPaBIIHHS JOCTYIIOM 10 1H(GOPMAIIHHUX PECypcCiB Ta
mporeciB B iHpopMmalidHuX ~ Ta  1H(QOpPMAaIIMHO-TEICKOMYHIKAIIHHUX
(aBTOMaTH30BaHMX) CHCTEMaX.

OuiHroBaHHS TPAKTUYHOTO 3aBAaHHS BiI0yBaeThcsi B Mexkax Big 0 jgo 20
0aniB, 3riAHO KPUTEPIiB OI[IHIOBAHHSA, M 3AIMCHIOETHCS 3 ypaxXyBaHHSIM: PIBHIB
chOpMOBAHOCTI  AHATITUKO-CUHTETUYHUX, TBOPYMX Ta METOJWYHUX YMIiHb
HEOOX1HUX JAnsi TOOYyIOBU 3axHIleHuX 1HQOpMamiiHuX Ta 1HQOpMaIliiiHO-
TEJICKOMYHIKAlIMHUX (aBTOMATH30BaHUX) CHCTEM.

banu 3a BuKOHaHHS TecTy Ta Oanu 3a BUKOHAHHS MPAKTUYHOTO 3aBIaHHS
nonatoTbes.  OILHIOBAaHHS pE3yNbTaTiB  3aCBOEHHS TEOPETUYHHX 3HAHb Ta
OI[IHIOBaHHS C(OPMOBAHOCTI MPAKTUYHUX HABUYOK BOJOMIHHS HHU(PPOBUMHU
TEXHOJIOTISIMM CTY/A€HTaMH, NPOJAEMOHCTPOBAaHI Ha €K3aMEHi, NpeACTaBlIEHE Y
TaOJIHIII.

[TizcymkoBa KibKicTh OamiB (max — Ominka 3a 4-0abHOIO
40) HIKAJIOO
1-23 «HE3aI0BLILHOY
24 - 29 «3aJI0BUILHOY
30-35 «oope»
36 -40 «BIAMIHHO»

Opi€eHTOBHUII NMepeJIiK MUTAHD VIS CEMECTPOBOr0 KOHTPOJIIO
OCHOBHI IOHATTS TEXHIYHOI EKCILTyaTaIli.

OCHOBHI IOHATTS TEOPii HAIMHOCTI.

TexHiuHa qiarHOCTHKA.

4, ®akrTopw, IO BIUIMBAIOTh HAa HAIIMHICTH 3aXHUIICHUX KOMII FOTEPHUX
CUCTEM Ta MEPEK.

5. 3arajpHa XapaKTepUCTUKA IMJIaHy 3aXUCTy 1H(POpMAaILli y KOMI IOTEpHIM
cucteMi (Mmepexi). 3aBHaHHS 3axUCTy I1HQoOpMalii y KOMITIOTEpPHIA CHUCTEMI
(Mepexi).

6. Krnacudikaris inopmariii, mo oOpoOISIETECS B KOMIT FOTEPHIA CHCTEMI
(mepexi).

/.  Onuc KOMIIOHEHTIB KOMIT IOTEpHOT cHUCTeMH (Mepeki) Ta TEeXHOJIOTIi
00pobnenHs iHopmarrii.

8. 3arpo3um KOMI’IOTepHil cucTeMi (Mepexi): MOJAENb 3arpo3 Ta MOPSIOK il
noOy/10BH.

9. Meroau 3abe3neueHHs HaIHHOCTI.

10. 3arasibHa XapakTEPHUCTHKA TOJITUKH OE3MEeKH KOMIT IOTEPHOI CHUCTEMHU
(mepexi).

11. Cucrema [AOKyMEHTIB 13 3a0e3mnedeHHsl 3axucty iHdopmarii y
KOMIT FOTEpHIN cuctemi (Mepexi).

WM



12. Po3poOka koHIenIii 0e3MeKu KOMIT FOTEPHOI CUCTeMHU (MEpExi).

13. Amnani3 pu3uKis.

14. BwuszHaueHHsI BUMOT JIO 3aXO0/I1B, METO/IIB Ta 3aC0O01B 3aXUCTY.

15. Opranizaimiss BHKOHAHHS BIJHOBIIOBAJLHUX pPOOIT 1 3a0e3medeHHs
HerepepBHOro (GyHKIIIOHYBaHHS KOMIT IOTEPHOI CUCTEMU (Mepexi).

16. JloxymeHnTaabHe 0(hOPMIICHHS MOJITUKU OC3MEKHU.

17. JloxymeHTH 13 3a0e€3leueHHS 3axUcTy 1HGoOpMaIli y KOMIT IOTEpPHHUX
CHUCTEeMax Ta Mepexkax, sSKi (OpMYyIOTh Ta BIPOBAKYIOTh €IWHUN y JAepikKaBl
MOPSAOK 3a0€3MEUeHHS 3aXUCTY 1H(hOpMAIi.

18. Tamy3eBi (BimoMui) HOKyMEHTH 13 3a0e3le4YeHHs 3aXHUCTy iHpopMmarii y
KOMIT FOTEPHUX CUCTEMAX Ta MEpexkKax.

19. Cucrema [JOKyMEHTIB, IO BHKOPHUCTOBYIOTBCS B MEXax OJHIET
opranizairii 200 KOMIT FOTEPHOI CUCTeMH (MEpExKi).

20. Bwuau 3arpo3 iHpopMariiHiil 6e3mnerr.

21. AKTyanbHI 3arpo3aMH HaI[lOHAIBHUM I1HTEpecaM Ta Hal[lOHAJIbHIM
Oesreri B iHpopMaliiiHii cdepi.

22. Texunonoriuna ckiaioBa iH(popMaIiiHoi 6e3neKu Iep KaBu.

23. Hacmigkm peanizarmii 3arpo3 HalllOHaJbHIM Oe3neri B iH(opMariitHii
coepi.

24. OO6’extu Ta cy0’ekTH 1HPOPMAILIIIMHOT OE3MEKH IepKABU.

25. Tlpunnmnm 3a6e3nedeHHs iHGopMaIiiHoT Oe3MeKH.

26. dopmu i cocobm 3ade3neueHHs iHpopMaIlifHOT OE3MeKH.

27. OcHoBHI MeTOM 3a0e3TeUeHHsI 1HPOPMAIIHOT OE3MMEeKH.

28. Texunosoriuna ckimamoBa iHGopmaIliitHoi 6e3neKkn aepiKaBy.

29. OcobnuBoCTi 3aXUCTy iH(pOpMaIIii B KOPMOPATUBHUX MEPEKaAX.

30. I'pynu meromu 1 3acobm, mo 3abe3nedyroTh Oes3meky iHdopmarii B
3aXMIINCHINH 00UHCITIOBAIBLHIN MEPEKi.

31. 3abesneuenHs Oe3meku iHQPopMallii B MpU3HAYEHIN I KOpPUCTyBada
M1JICUCTEMI.

32. 3axwucrt iHdopmaIlii Ha piBHI MIJCUCTEMHU YIPABIIHHS MEPEKEIO.

33. 3axwucr iHdopmaIlii B KaHallax 3B'sI3KY.

34. 3abe3nedeHHs KOHTPOIIO JOCTOBIPHOCTI B3a€EMOIIFOUMX ITPOIICCIB.

35. Ilpouenypa  OOmiH 1meHTUdiKaTopaMu, AKIIO B Mepexi
BUKOPHUCTOBYETHCSI CUMETPpUUYHE MM PYBAHHS.

36. Bumoru 1o cucteMu yrpaBiTiHHS JOCTYIIOM.

37. Bumorwu 10 miicMCTeMU peecTparlii 1 00Ky .

38. Bumorwu 1o miacucremMu 3a0e3nedeHHs LIJIICHOCTI TOBUHHA.



6.5. OuiHIOBaHHS OCBITHIX JOCSITHEHb acnipaHTiB 3a cuctemMo0 ECTS

Pefituarosal OrriHka 3a 3Ha4YCHHS OI[IHKU
OILIIHKa | CTOOAIILHOIO
IIKAJIOI0
A 90-100 |BigmiHHO — BiIMIHHUI piBeHb 3HaHb (YMiHb) B MeXax
OaitiB 000B’A3KOBOIO0 MaTepialy 3 MOXJIMBUMH HE3HAYHUMU
HeI0I1KaMU
B 82-89 /ly>)xe moOpe - MOCTaTHhO BUCOKWU piBEHBb 3HaHbL (yMiHB) B
OaitiB MeXax OO0OB’SI3KOBOTO Marepialy 0e3 CyTTeBHX (Tpyoux)
MOMHUJIIOK
C 75-81 /lobpe — B mimomy pgo0puii piBeHb 3HaHb (yMiHB) 3
OaniB HE3HAYHOIO KIJTbKICTIO TOMUJIOK
D 69-74 3a10BIIIbHO - MOCEPEIHIA PiBEHb 3HAHb (YMiHB) 13 3HAYHOIO
OaJiB KIJIbKICTIO HEIOJIKIB, JOCTATHIM IS MOAAJIbIIOr0 HaBYAHHS
a00 mpodeciiHOI TisITBHOCTI
E 60-68 JlocTaTHBO — MiHIMAJIBHO MOXKIUBUH JTOMYCTUMHHA DPiBEHB
OaitiB 3HAHb (YMIiHb)
FX 35-59 He3anoBilbHO 3 MOYIIMBICTIO TIOBTOPHOTO CKJIQJaHHA
OaniB HE3a/I0BUIbHUI pIBEHb 3HaHb, 3 MOXJIMBICTIO MOBTOPHOIO
MepecKIaiaHHs 32 yYMOBH  HAQJIEKHOTO  CaMOCTIHHOTO
TOOTIPAITIOBAHHS
F 1-34 He3anoBiibHO 3 OOOB’SI3KOBMM MOBTOPHUM BUBYEHHSIM —
OaimiB ITOCUTh HU3BKWW pIiBeHb 3HaHb (yMiHB), IO BHMarae
MOBTOPHOTO BHBYCHHS JUCIUTUTIHA
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