KuiBCHKHI CTOMYHUIA yHiBepcuTeT iMeHi bopuca ['piHuenka
®akynbrer iHGOpMALIHIX TEXHONOTIH Ta MaTEMATHKH
Kadenpa inpopmaniiiHoi Ta KibepHeTHYHOT Oe3MeKH
imeHi npodecopa Bonoaumupa bypsauka

«3ATBEP KYIO»

2024 p.

POBOYA ITIPOTPAMA HABqA’ HOI JII/ICI_[HIIJIIHH

OPTAHIBALIS 3AXUCTY PO3MOAIEHUX
IHOOPMAUIUHUX PECYPCIB

JUIS acripaHTIB

crnenianbHocTi 125 KiGepOesneka ta 3axuct iHpopmauii
OCBITHBOI'O PiBHA TPETHOIrO (OCBITHHO-HAYKOBOIO)
OCBITHBRO-HayKOBOI nporpamu «IHpopmauiitna Oe3nexa aep:kaBu»

Kuis — 2024



Po3poOHHK:

Coxonoe Bonooumup IOpitosu4, KaHOHIAT TeXHIYHUX HayK, IOLICHT,
noueHt kadeapu iHdopmauiiiHoi Ta kiGepHeTHuHOi Ge3reku imeni mpogecopa
Bonomumupa Bypsiaka ®akybTeTy inpopmaLiiHux TEXHOJIOr# Ta MaTeMaTUKH

Buknaaau:

Coxonog Bonooumup [Opivosud, Kanaumat TeXHIYHMX HayK, JOIEHT,
noueHTt Kadeapu iHhopmaLidHOl Ta KiGepHeTHYHOI Ge3meKku iMeHi mpogecopa
Bonoaumupa bypsuka @akynbTeTy iH(opMalifHIX TEXHONOTIH Ta MaTeMaTHKH

PoGouy nporpamy po3IJISHYTO i 3aTBEP/UKEHO Ha 3acizanHi kadepu
iH(opmaiiHoi Ta KibepHeTHYHOI Oe3neKy imeni npodecopa Bononumupa
bypsiuka DaKyabTeTy iHdopMalifHAX TEXHOJIOT1H Ta MAaTeMAaTHKH
[TpoTokon sin /Y. ¢£2023 N —

2
,/
s

/
&
—

3aBigyBad kadenapu [Tasno CKJIAJAHHWA

// f'l (mianuc)

PoGouy nporpamy noroJeHo 3 rapanTom 0CBITHBO-HAYKOBOI IPOrpamMu
«Judopmariiiina 6e3neka AepxKaBu»

M . ¢f 2023

["apaHT OCBiTHBO-HaYKOBOI PO pamMu Haranis KOPIIYH

/ fnimmc)

PoGo4y nporpamy nepesipeno

%0. gf.2023
ayoas acn e/
3aBigyBay acmipaHTypH, JOKTOPAHTYPH ,L/ Inona TPUT'YD
(mianm
[TposionroBaHo:

na 2004/2015 ng 7 @%&M—m « X\ » O 20 p., mpotokon Ne S
I ~ (I11b)

ga20 /20 n.p. ( ), « » 20 _ p.,npoTokoaNe
(nmianuc) (ITIB)

Ha20 /20 H.p. ( ), « » 20  p.,oporokon Ne

(mianue) (I1IB)



1. Onuc HABYAJBLHOT JHCUHILIIHH

XapaKkTepucTHKa AMCLUMILIIHM
” . 3a popmMamMu HaBYAHHA
HaliMeHyBaHHS MOKa3HHUKIB
JleHHa 3a04Ha
Bua aucuuniaing BuOipkoBa
MoBa BHK/Ia1aHHs, HABYAHHS Ta OLIHIOBAHHS yKpaiHCbKa
3aranbHui 06CAT KpeJUTiB / roJIMH 4/120
Pik HaBuaHHs 3 3
CemecTp 5,6 5.6
KinbKicTb 3MICTOBHX MOZYJIB 3 PO3IIOAINOM: 4
OOGc¢sr KpeauTiB 4 4
OGcesar roauH, B TOMY YHCI: 120 120
AynuTopHi 32 16
MoayneHUit KOHTPOJIb 8 -
Camocriiina pobora 80 104
CeMecTpOBMI KOHTPOJIb 3anix

2. MeTta Ta 3aBJIaHHSI HABYAJIbHOT JHCUHILIIHH

Meta: GopMyBaHHs B aclipaHTIB 3HaHb, yMiHb 1 HAaBMYOK 3 3aCTOCYBaHHs
TEOPETHYHUX OCHOB Ta OpraHisallis 3axuCTy pO3MOAINEHHMX iHpopMauiiinux
pecypciB s 3a0e3neueHHs X Oe3nexu.

3aBJaHHsi: OTPUMAHHs TEOPETHYHMX 3HAHb Ta MNPAKTHYHUX YMiHb 3
focifkeHHss Teopilf i TexHomoriii 3a0e3neueHHs Oe3MeKH  PO3MOALIEHHX
inpopmauiifiHux, pecypciB, cuCTeM Ta Mepexx Ta HaOyTTs HACTYIHHX
KOMIIETEHTHOCTEIA:

— 3jaTHicTh 3acTocoByBartH cywacHi IT TexHosorii mpu CTBOpeHHI
3aXMIIEHUX PO3MOALIEHHX IHPOPMALIHHIX CHCTEM i 3aXHCTY iHpopMaLlil B HUX;

—  3aTHiCTH POOMTH OLIHKM Ta 3HAXOMWTH BIAMOBiJHI PILIEHHS MO0
3aCTOCYBAHHS PO3MOJLIEHUX iH(QOPMALIIIHIX CHCTEM i 3aXHCTy iH(OpMALT B HUX;

—  37aTHICTB JI0 YAOCKOHATIEHHS, MOJepHi3aLiil Ta yHi(ikawuii po3noiaeHux
indopmariiinux cucreM, 3aco0iB i Texnooriii 3a6e3neuenns 6e3nekn, 0GpoOKH Ta
rnepeTBopeHHs inpopmarlii.

Y pe3y/ibTaTi BUBYCHHS HaBYAIbHO! JUCUMIUIIHM BiJMOBIAHO A0 OCBITHBO-
HAyKOBOI MpOrpamu crewianbHocTi GopMyroThes (HaxoBi KOMINETEHTHOCTI:

IMporpamui Kop 3HaveHHst KOMNETEHTHOCTI
KOMIIETEHTHOCTI
®daxosi ®K-2 | 3naTHicTh 3aCTOCOBYBATH MATEMATHUHI HABMYKH, HABHYKH
KOMIIETEHTHOCTI CHCTEMHOIO aHajlizy Ta CHHTE3y JUlfl BHPILICHHS HarajbHHX
(Kd) npobGaeM B cucremax indopmauiiinoi Ta/abo kibepbesznexu i
3aXHMCTY iHpopmauii




®K-7 | 3natHicth 40 miaHyBaHHs | peanizallii 3axoiB i3 3aXMCTY
inpopmanii  Ha 0B’eKTax  KPUTHYHOI iHQpacTpyKTYpH,
NpOBe/IeHHs MOHITOPHHTY, ayJHTy Ta BiXHOBJICHHS npoueciB
witatnoro Qpynxkuionysanns I'T cuctem Ta mMepex nicnst 3001B
Ta BiJIMOB pa3HiX KJaciB i MOXO/KEHHS

3. Pe3sy/ibTaTH HABYAHHS 32 JUCUMILTIHOIO

Y pe3ysibTaTi BUBUEHHS HABYANIBHOI HCLHITTIHH acriipaHT NOBUHEH

3Hamu:

—  OCHOBHi @JITOPHUTMH, MOJIEJIi, METOAH Ta CKJIa/IHi NPOrpaMHi KOMIUIEKCH
OLLIHKM XapaKTEPUCTHK i CTaHy PO3MOJIIIEHHX CHCTEM;

— npuHUMIM [00YI0BH Ta (QyHKUIOHYBaHHS PO3MOAIIEHHX CHCTEMH
ynpapJiHas iHpopMmauiiiHoto Ta/abo Kibepbe3nexoro oprasi3ailii;

— MpOLECH 3aXHCTy pPO3MOAUICHHX CHCTEM Ta TPOTOKOJIH KOPeKTHOT
eKCIUlyaTalii MpOrpaMHUX Ta [POrpaMHO-anapaTHUX KOMILIEKCIB 3ac0o0iB 3aXHUCTY;

— CyvyacHi METOAM IpPOBEJCHHA HAyKOBHX | HAayKOBO-TE€XHIUHHX
JOCJIDKEHb PO3MOAUIEHHX CHCTEM.

emimu:

— mpoBoxuTH ab0 KepyBaTH TMpOBENEHHSM HAYKOBHX 1 HAyKOBO-

TeXHIYHMX JOCJIUKEHb PO3MOAUIEHUX CHCTEM;

— OOrpyHTOBYBAaTH palliOHAbHI IUISXH IILOAO 3aXUCTY iHpopmauii, 110
LIMPKYJIIOE B PO3MO/IUIEHHX CHCTEMAX Ta MepexKax;

—  po3po6IsITH Ta aHATi3yBATH MPOEKTH PO3MOLIIEHHX CHCTEM, 0a3yrounch
Ha CTAHAPTH30BAHUX TEXHOJIOTISIX Ta IPOTOKOJIAX Mepeayi JaHuX;

— TpOeKTyBaTH Ta peali3yBaTH PO3MOALIEHHX CHCTEMH Bi/IMOBIAHO [10
BUMOT UHHHUX HOPMATHBHO-TIPABOBUX JIOKYMEHTIB CHCTEMH 3aXHCTY indopmanii;

—  BHKOPHCTOBYBaTH CyYacHi TEXHIKM JUIA TIPOBENEHHs JAOC/IILKeHb 3a
HAMPSIMOM ~ 3aXMCTy  iH(opMmauii, opraisauii i 3a0e3neucHHs Oe3nexu
PO3MO/LIEHUX CHCTEM, @ TAKOXK HAYKOBUX JOCITI/UKEHD BHILHX piBHIB.

T4 JOCSITH HACTYNHUX MPOTrPAMHHX Pe3yJIbTATiB HABYAHHSI

— BupillyBaTH 3ajavi, BIPOBAKEHHdA, CYNpPOBOLY Ta yIIpaBJliHHS
PO3MOiNIEHHX CHCTEMAMHM 3aXUCTY;

—  3abe3rnedyBaTH MPOLECH 3aXMCTY PO3MOAUIEHHX CHCTEM MLIAXOM
BCTAHOBJICHHS Ta KOPEKTHOI eKCIUTyaTalil MporpaMHUX ra nporpamHo-anapaTHux
KOMITJIEKCiB 3acO0IB 3aXHUCTY,

—  37ificHIOBATH 3aXMCT pecypciB i MmpoleciB B PO3MNOAUIEHHX CHCTEMax Ha
OCHOBI Mojejeil Oe3mekd Ta BCTaHOBJIGHMX pexXuMiB 1x  OesneyHoro
(GYHKILIOHYBaHHS;

— 3a6e3neyyBaTH TMpOIECH 3aXMCTYy pO3MNOAUIEHHX CHCTEM HUISXOM
BCTAHOBJIEHHS Ta KOPEKTHOT eKCIUTyaTallii mporpaMHUX Ta NporpamMHo-anapaTHix
KOMIUIEKCIB ~ 3aco0iB  3aXMCTy, BHKOHYBaTH pO3poOKy — eKcruryaTauiiHoi
JnoxkymenTtauii Ha K33.

IIporpaMHi pe3yJibTATH HABYAHHSA:

Koa 3HaueHHs TPOrPAMHOIo pe3yJbTarTy

[IPH-4 |- 3aGesneuypatu mnenepeppHicTh Gisnec mpouiecip Ha 0azi CHCTEMM YIPABIiHHS




indopmaLiiinoto Ta/abo kiGepbe3nekoro, 3riIHO BITUM3IHAHMX Ta MKHAPOJHHX BUMOT i
CTAHIAPTIB;

- 3piiicHioBaTH npodeciiiny AisSNbHICTE Ha OCHOBI 3HaHb cy4yacHMX iHhopMauiiHo-
KOMYHIKAI[i{HUX TEXHOJIOriH, BMIiTH 3acTOCOBYBaTtH IX AK B nobyti, Tak i B
npodeciiinii AisnbHOCTI;

- npoBoAMTH ab0 KEepyRaTH [POBEJEHHAM HAYKOBHMX i  HAyKOBO- TEXHIUHMX
JoCAikenh 3 nuTaHe  3axucty  iHdopmauii, opramizauii # 3abesneuenns
indopmariiinoi Ta/a6o kiGepbesnexku OIJT;

- oOrpyHTOBYBATH pauioHalbHI IIAXH [IOA0 3aXHCTY ingopmauii Ha OIJl Ta
indopmaii, wo unpkymoe B IT cucremax ta mepexax;

- BMKOPHUCTOBYBATH CY4YacHi TeXHIKH JJiid TMPOBEJCHHA JOCHIPKEHE 3@ HanpsmMoMm
saxucry  indopmauii, opramizauii  #  3a6esneueHHs Gesneky  MepexeBol
indpactpykTypn 06’ ekTiB iH(OpMALiiiHOT AisIBHOCTI, @ TAKOXK HAYKOBHX JOCJIDKEHD
BMLIMX PiBHiB.

MPH-7 | - BupimyBaty 3a1a4i UEHTPAIBHOTO i ACLEHTPATI30BAHOIO aJIMIHICTpYBaHH
noctynom o IP i npouecie B IKC Ta peanizoByBath 3aX0/u 3 MPOTHAIT OTPUMAHHIO
HECAHKLIIOHOBAHOI'O AOCTYIY JI0 HHX;

- BOJIOJITH HAYKOBO-OPraHi3alliHHMMKU OCHOBAMH NPOBEICHHA ayINTy 6esnexn IKC, a
TAKOX HAYKOBMMH METOaM Ta NMPaKTHUHUMH HABUYKaMH 11010 CTBOPEHHS CHCTEM
MoHiTopunry 6esneku B IT cucremax Ta Mepexnax

4. CTpyKTYpa HABYAJIbHOT IHCUHILIIHH
TemaTuunuil MIaH i AeHHOT GOpMH HaBYAHHS

Po3noain roaMH mix
BHAAMHU poOiT
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3microsnii moayas I. Kinacn po3nojijennx cucrem i Bpasiausocreii
Tema 1. Knacu po3nofizieHHX CHCTEM i Bpa3IMBOCTEH WL 3 1] | 20
MoaynbHuid KOHTPOJIb 2
Pazom | 30 | 4 | 3 | 1 [ 20

3microsuii moayin 11 Meuentpanizosani moaeni P2P i arakyioui P2P cucremu

Tema 2. Jleuenrpanizopani mogzeni P2P i arakyioui P2P 2 | 3 4 | 20
CHCTEMH

MoyJiIbHHI KOHTPO.Ib &

Pasom | 30 | 3 [ 4 | 1 [ 20

3mictosuii moayas 111, Posnojisieni cucremu: ckoopannosana KJIacTepH3alisi pecypcin

Tema 3 Posnonineni CUCTEMH: CKOOPIMHOBAHA | o | 4 3 | 20
KJIaCTepH3aLlis pecypciB
Moy IbHHIT KOHTPOJIb Z

Pasom | 30 | 4 | 3 [ 1 | 20

3mictosnii Moaynn V. Posnoaiieni cicreMu: KOOPAHHAUIIHI KJIACH Ta HANAAH

Tema 4. Po3nojineHi cUCTEMH: KOOpAMHALiHHI K/lacH Ta
st i i sMmEs 4 TN

Moaynenuii konrpons 4 2

Pazom | 30 3 4 1 20

Yeboro | 120 | 14 14 4 80




TemaTHyHWIi nIaH JUTs 3a04HOT (OPMH HABYAHHS

Po3noin roguH Mix
BHIaMH poOiT
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3micrornii Moayab 1. Kiaacu po3noijieHnx cHcTeM i Bpas/inBocTei
Tema 1. Kiiacu po3rnoiieHHX CHCTEM i BPa3JIMBOCTEHH 30 | 2 2 - 26
Pazom | 30 | 2 2 - 26
3microsuii Moy 11 Jleuentpanizosani mozeni P2P i ataxyioui P2P encremu
Tema 2. Jleuenrpanizosani mopneni P2P i arakyioui P2P 30 ? ) 5 2
CUCTEMH
Pazom | 30 | 2 2 - 26

3microsnii moayas 111 Posnoiseni cucremMu: CKOOpAHHOBAHA KJIACTEpPU3alis pecypeis

Tema 3 Posnopaineni CHCTEMH: CKOOpAHHOBaHa

' \ 3012 2 - 26
KJ1acTepH3allis pecypeis

Pazom 3a 3micToBum mMoaysiem | 30 | 2 2 - 206

3microsnii moxyab 1V. Po3nogineni cHeremMi: KOOPAHHANINHI KJIACH Ta HaNaAn
Tema 4. Po3nonineH! CHUCTEMM: KOOpJAMWHALIMHI KJIaCH Ta 30 2 s ) 26
HariaJau
Pazom | 30 | 2 - 2 206
Yeworo [ 120 | 8 6 2 104




5. IIporpama HaBYaJbHOI AHCUMIUTIHU

3MICTOBUM MOJAYJIb 1. Kiaacu posmogijieHHMX —cHcTem i
Bpa3JIMBOCTEH

Tema 1. Knacu po3noijieHUX cHCTeM i BPa3JIHBOCTEi

Knacu posnoainedux cucteM. Knacu BpasnupocTed i sarpos. Konrtpornb
JIOCTYIMY/MOMYCKy Ta KepyBaHHsS ineHTH(dikaTopamu. TpaHCropTyBaHHS JaHMX.
Cny:x0M ynpapiliHHs pecypcaMy Ta KoopJuHalis. be3neka 1aHUX.

Kniouogi cnoea: po3nojiieHi cucTeMH, BpasincosTi, sarposu, Oesnexa
JIAHHX.

Jimepamypa:

1. C. Cachin, R. Guerraoui, and L. Rodrigues, Introduction to Reliable and
Secure Distrbuted Programming. Springer, 2011.

2. H. Bos, The Cyber Security Body of Knowledge. University of Bristol,
2021, ch. Operating Systems & Virtualisation, version 1.0.1. [Online]. Available:
https://www.cybok.org/

3. M. Steen and A. Tannenbaum, Distributed Systems. Prentice Hall, 2017.

4. D. Gollmann, The Cyber Security Body of Knowledge. University of
Bristol, 2021, ch. Authentication, Authorisation & Accountability, version 1.0.2.
[Online]. Available: https://www.cybok.org/

5. C. Rossow and S. Jha, The Cyber Security Body of Knowledge.
University of Bristol, 2021, ch. Network Security, version 2.0. [Online]. Available:
https://www.cybok.org/

6. W. Lee, The Cyber Security Body of Knowledge. University of Bristol,
2021, ch. Malware & Attack Technology, version 1.0.1. [Online]. Available:
https://www.cybok.org/

3MICTOBUH MOJYJb II. leuentpanizoBani moaeni P2P i arakyioui
P2P cucremn

Tema 2. leuenrpadizoBani moaeni P2P i arakyioui P2P cucremu

HecTpyKTypoBaHi, CTpyKTypoBaHi, riopuani i iepapxiuni nportokonu P2P.
Tunu atak. Hanaau Ta X noM’aKIIeHHS.

Knrouogi cnoea: nporokxon P2P, araka, Hanas.

Jimepamypa:

1. C. Esposito and M. Ciampi, “On security in publish/subscribe services:
A survey,” IEEE Communication Surveys and Tutorials, vol. 17, no. 2, 2015.

2. A. Uzunov, “A survey of security solutions for distributed
publish/subscribe systems,” Computers and Security, vol. 61, pp. 94-129, 2016.

3. G. Urdaneta, G. Pierre, and M. V. Steen, “A survey of DHT security
techniques,” ACM Comput. Surv., vol. 43, no. 2, pp. 8:1-8:49, 2011.

4. D. Wallach, “A survey of peer-to-peer security issues,” in Software
Security - Theories and Systems, ser. Lecture Notes in Computer Science.
Springer, 2003, vol. 2009, pp. 42-57.



3MICTOBUM MOJYJIb III. Po3noaineHi cucreMH: CKOOPAHHOBAHA
KJacrepusauisi pecypcis

Tema 3. Po3noaiJiedi cHCcTeMH: CKOOPAMHOBAHA KJacTepH3alisi pecypciB

Cruwini koopauHauii cucreM. Hagiline Ta Oe3sneuHe rpynose CIHUIKYBaHHS.
Koopaunauiiini BnactuBocti. Cxema KepyBaHHs Ta KOOpAMHALIl penJikauii:
OCHOBA MOM'SIKLLICHHSI aTaK.

Kniouosi cnosa: KoopauHallisi CHCTEM, TPYNOBE CIUIKYBAHHS, TOM’ SKIIEHHS
aTak.

Jlimepamypa:

1. C. Cachin, R. Guerraoui, and L. Rodrigues, Introduction to Reliable and
Secure Distrbuted Programming. Springer, 2011.

2. D. Gollmann, The Cyber Security Body of Knowledge. University of
Bristol, 2021, ch. Authentication, Authorisation & Accountability, version 1.0.2.
[Online]. Available: https://www.cybok.org/

3. D. Sgandurra and E. Lupu, “Evolution of attacks, threat models, and
solutions for virtualized systems,” ACM Computing Surveys, vol. 48, no. 3, pp.
46:1-46:38, Feb. 2016. [Online]. Available: http://doi.acm.org/10.1145/2856126

4, M. Vukolic, “Quorum systems: Applications to storage & consensus,”
Morgan Claypool, 2012.

5. P. Viotti and M. Vukolic, “Consistency in non-transactional distributed
storage systems,” ACM Computing Surveys, vol. 49, no. 1, 2016.

6. A. Lakshman and P. Malik, “Cassandra: a decentralized structured
storage system,” ACM SIGOPS Operating Systems Review, vol. 44, no. 2, pp. 35—
40, 2010.

7. D. Ongaro and J. Ousterhout, “In search of an understandable consensus
algorithm,” in USENIX Annual Technical Conference (USENIX ATC), 2014, pp.
305-319.

3MICTOBHUHM MOJAYJb 1V. Posnogiteni cucremu: KoOpauHauiiiHi
KJIACH T4 HANA U

Tema 4. Po3noaisieHi cucreMi: KOOpAUHALIHHI KJIACH Ta HAMAAH

Knac koopauHauii pecypciB: po3risi iHppacTpyKTypH 1 mporpam.

Kniouoei cnoea: pecypc, KOOpAMHALS  cHCTeMHM, 1H(poOpMauiiHa
iH]ppacTpyKTypa.

Jimepamypa:

1. H. Bos, The Cyber Security Body of Knowledge. University of Bristol,
2021, ch. Operating Systems & Virtualisation, version 1.0.1. [Online]. Available:
https://www.cybok.org/

2. D. Gollmann, The Cyber Security Body of Knowledge. University of
Bristol, 2021, ch. Authentication, Authorisation & Accountability, version 1.0.2.
[Online]. Available: https://www.cybok.org/

3. D. Sgandurra and E. Lupu, “Evolution of attacks, threat models, and
solutions for virtualized systems,” ACM Computing Surveys, vol. 48, no. 3, pp.
46:1-46:38, Feb. 2016. [Online]. Available: http://doi.acm.org/10.1145/2856126

4. P. Manadhata and J. Wing, “An attack surface metric,” IEEE Trans
Software Engineering, vol. 37, no. 3, pp. 371-386, May 2011.



5. G. Hogben and M. Dekker, “Survey and analysis of security parameters
in cloud SLAs across the european public sector,” European Network and
Information Security Agency, Tech. Rep., 2014.

6. Joint Task Force Transformation Initiative, “Security and privacy
controls for federal information systems and organizations,” National Institute of
Standards and Technology, Tech. Rep. Special Publication 800-53, Revision 4,
2014,

7. A. Bessani et al, “Secure storage in a cloud-of-clouds,” ACM Eurosys,
pp. 31-46, 2011.

8. E. Androulaki et al, “Hyperledger fabric: A distributed operating system
for permissioned bockchains,” ACM Eurosys, 2018.

9. A. Gencer, S. Basu, I. Eyal, R. van Renesse, and E. Sirer,
“Decentralization in Bitcoin and Ethereum networks,” Financial Cryptography and
Data Security Conference, 2018.



6. KouTpoJsib HABYAJILHUX J0CATHEHb
6.1. CucreMa OUIHIOBAHHS HABYAJBLHUX JIOCSArHEHb ACMIPAHTIB JeHHOi (opmu

HAB4YaHHSA

o Moayins | Moayie Moayne | Moayine
o B 1 2 3 4
Ne EE | o 2| oz gz e
: gt b El Bl =i B =21 =
Tj Bun pisnbHocTi acnipanra g § 3 é § %‘8 § %‘S § %‘S
= 21 o 5 i ¥
N I e
O X|= g < 2 = =
1 |BigeigyBanus nekuii 143 i A EiEal 3 3
2 |BiasigyBanus NpakTHYHHX 3aHATH }-1.3 3 3 3
3 |BiasigysanHs 1abopaTOHHX 3aHATH 1 1 1 1 1 I 1
4 |Po6GoTa Ha NPaKTHYHHX 3aHATTAX S '3 bix 218 i 181 138
5 |PoGoTa Ha nabopaToHUX 3aHATTAX b o e [ L o o L S st 0 S 10
4 BukoHaHHs 3aBIaHb I CAMOCTIHHOI stalislaslislalastsl 1s
poboTu
5 BukoHaHHs MOLY/IBHOT KOHTPOJILHOI s l1lastilastilas|i] 2s
poboTu
6 Maxkc. kinpkicte 0OanmiB  3a  BHIAMH 7 72 72 7
MOTOYHOIO KOHTPOJIIO
7 [MakcumansHa KinbKicTb Oais: 288
g Po3paxyHok Koe(bllll.GHTa 100/288=0,35
ban max / Cyma Ganis max

CHereMa OLIHIOBAHHST HABYAJBHHX JOCATHEHb AacHipaHTiB  3a04HOi  Qopmu
HABYAHHS

3 % Moayne | Moayns | Moayns | Moayib
AR - 2 3 4
No - = I i L 2
i . : B ol I -2 (e H| . B = 3
::;’ Buy pisnbHocTi acnipanta 5 § = % g B % é S :_% g % é
< m| = ¥ = = [ 2| M i
= ZFgs*ac>g 5| 72
O| o 2| e = = 2
| |BigsigyBaHHA NeKLiH O R T S R S e B 1
2 |BigsigyBaHHS NPAKTHUYHMX 3aHATH R & B At e 30 1 B i BT T e -
3 |BingigyBanHs 1abopaTOHUX 3aHATH 1 |- -1-|-1-]1-]1 1
4 |Po6oTa Ha NPaKTUUHHUX 3aAHATTAX 51T SV ESEEES |- -
5 |PoGora Ha nabopaTOHMX 3aHATTIX 77 1| ol [ e ) B e et 1 10
4 BukoHaHHs 3aBaaHb J1JI CAMOCTIHHOT s |6l30l6l30]6!l30]6 30
poboTH
6 Makc. KinbkicTe Oanip  3a  BUAAMH 37 37 37 42
[10TOYHOTO KOHTPOJIIO
7 |MakcumanbHa KisibkicTs Oasis: 153
P —
g | Po3paxynok KOCCbIU.].EHTa 100/153=0,65
Ban max / Cyma GaniB max

VYMOBOK) 3apaxyBalHsi KOKHOTO 3MIiCTOBHOTO MOJYJIIO Ta OTPHMaHHs acripaHToM 3aniky € 3100yTTA He
meHue 35% Ganig (Ban min / Ban max = 35:100=0,35) 3a pesy/ibTatamu BCiX BHAIB O3HAYEHHX nisnbHocTel B

KOKHOMY 3MICTOBHOMY MOJYi.



6.2. 3aBaanus Qs camocTiiiHoi poGoTH Ta KpUTepii il ouiHIOBaHHS

CamocTiiiHa poGoTa € BUAOM [103aayAMTOPHOI iHIMBILYalbHOI ifBHOCTI
acnipaHTa, pe3y/JbTaTH SKOI BHKOPHCTOBYIOTBCS y  TIpoLeCi BHBYEHHS
MPOrpaMoBOro Marepiajly HaBYaJIbHOI JAMCUMIUIIHM Ta MICTUTh pe3y/bTaTH
JOCHIAHULBKOrO IOINYKY, BimoOpaXkae TeBHMIl piBeHb 1Oro HaB4ajabHOI
KOMIIETEHTHOCTI. B MeXax KOXHOI TeMH aclipaHTH, BHKOPHUCTOBYHOUH
PEKOMEHI0BaHY JIiTepaTypy, MOBHHHI caMOCTIHHO ONpaLIOBATH NEPLIO/DKEpena 3a
3aMpONOHOBAHOIO  TeMaTHKol. Orisa NPeACTABUTH y BHUIUAII  HAYKOBOrO
pedepary 3a BAOPaHOIO TEMOIO 3 IPUKJIAZAMH 3 IIPEAMETHOT 00/1acTi.

3apganns  Agasi camoctiiiHoi  poGoTH acmipaHTiB  AeHHOI ¢opmu
HaBYaHHS

3N/-?1 Hazsa Temu
3microsuii moaysb 1. Knacu posnoaijienux cuerem i Bpasansocreii
1 Knacu poznojiiieHux cucrem
2 Cny:k6u ynpasiiHHs pecypcamMi Ta KOOpAHHALis
3microBuii moayas 2. deuenrpanizosani moaesi P2P i arakyioui P2P cucremn
3 Hectpykryposani nporokonu P2P
4 lepapxiuni npotokonu P2P
3microsuii Mmoayas 3. Poznoaineni cucremn: cKoOpANHOBAaHA KJIaCTEpH3allis pecypciB
5 Cruni KoopauHauii cucTem
6 Cxema KepyBaHHs Ta KOOpAMHALT perutikallii: OCHOBa NOM'SKIICHHS aTak
3microBuii Mmoayas 4. Poznoaisieni cucreMu: koopanuaniiini Kaacn Ta Hanaau
1 Knac koopauHatlii pecypcie — po3risj iHppacTpyKTypH
8 Knac koopauMHauii nocayr — po3risa nporpam

3apaaHHsa Qa8 camocTiiiHol poGorn acnmipaHTiB  3aouHoi (opmu
HaBYaHHS

Ne HazBa Temu
3/

3microsuii moayas 1. Knacn posnoaisienux cucrem i Bpasansocreii

Knacu poznonineHux cucrem

Knacu Bpaznueocteii i 3arpos

KounTpons foctymy/nomycky Ta kepyBaHHa ileHTHdikaTopamu

TpancrnopTyBaHHs JaHHX

Cnys6u ynpasiiHHs pecypcaMH Ta KOOpAUHaLlis

NN | B WIN|—

be3nexka naHux

3microBuii moayas 2. lenentpanizosani moaeni P2P i arakyroui P2P cucremn

Hectpykryposaui npotokosin P2P

7
8 CrpykrypoBani npotokonu P2P
9 IMi6puani nporokonu P2P

10 [epapxiuni npotokonu P2P

11 Tunu atax

12 Hamanu Ta iX oM’ sKiueHHs




3micToBmii MotyJib 3. Po3noiieni cCHCTEMH: CKOOPINHOBAHA KJACTepH3allist pecypceis

13 Cruni koopauHaUil CHCTEM

14 Haniiine Ta 6e3neyHe rpyrnose CrijKyBaHHs

15 KoopanHaliiiHi B1aCTHBOCTI

16 Cxema KepyBaHHs Ta KOOpAHHALIT pervliKalii; ocHOBa MOM'AKIICHHS aTaK

3microuii moayab 4. Posnoaiseni cucreMn: Koopannauiiini kiaacu Ta nanaau

17 Knac koopauHauii pecypeis — posriisij iHppacTpyKTypH

18 Kuac KoopanHauii nociyr — posrisj nporpam

Kpurepii ouiHioBaHHsi camocTiiiHol poGoTH acnipaHTa

MaxkcumainbHa
Kpurepii ouiHroBaHHsA poOOTH KinbKicTe OaliB 3a
KOKHHM KpHTepieM

Ne
/1

KpuTuunuii anajis cyri ta 3micry nepuoukepes. Buknazn
dakTis, imelf, pesyiabTaTiB HOCHIXKEHb B JIOTIUHIMH
1 | nocnigoBHOCTI. AHani3 Cy4acHOro CTaHy JIOCIIKEHHS 2
npobJeMu, po3risa TeHJAeHLi MOoAanbIIoro po3BHUTKY
JIAHOTO MUTAHHSL.

Jloka3oBicTb  BHCHOBKIB, OOIpPYHTOBaHICTb  BJIACHOI

2 | mosuuii, mnponoO3MIil WOAO po3B’s3aHHA  npobiemu, 2
BH3HAUEHHS IePCIIEKTUB JOCTIiIKEHHS

3 | JlorpuMaHHs BUMOT LI0/JI0 TEXHIYHOI0 0)OPMIICHHSI 1

Pazom 5

6.3. ®opMH NpoBeIeHHsI MOAYJIBHOI0 KOHTPOJIIO TA KPUTEPIl OLiHIOBAHHSI

Ouinka 3a KOKHHMIf 3MIiCTOBMH MOJyJNb BKJIO4ae Oaid 3a MOTOUHY pobOTY
acripanTa Ha NPaKTHYHAX 3aHATTSX, 32 BUKOHAHHS JOMAlIHIX 3aB/aHb, 38 MOLYJbHY
KOHTpONBHY poGory. MoayiabHuil KOHTpOIb 3HAHB AaCIHipaHTa 3MIHCHIOETBCS ITiCIs
3aBepIICHHS BHBYCHHS HABYaJbHOro Marepiany Moayis. Popma MpoBEIAeHHA -
KOMIT'IOTepHHiT TecT, WO CKiagaerbes 3 20 nuraHb 3aKpuToi Ta BiAKPUTOI (opMm.
Moxynena KoHTpoibHa poGorta ouinioeTses y 25 Oanis. Kpurepii ouiHioBams
MOZYJILHOTO KOHTPOJIIO HaBe/IeHO Y TabuLli.

KpuTrepil ouiHIOBAHHSA MOAYJAbHOr0 KOHTPOJIIO

Cyma

’ 3uaueHHs OLIHKH
oanis 4

acIipaHT BHUABMB IIOBHE 3HAHHS [POTPAMHOTO Martepiany, YCHilIHO
BUKOHYE I1epebadeHi nporpamMoio 3aBanHs, 3aCBOIB OCHOBHY JIiTEpaTypy
PEKOMEH/IOBaHY IpOrpamMolo, BUSABHB CHCTEMAaTHYHUH Xapakrep 3HaHb 3
JUCIMILTIHY 1 37aTHHI 10 caMOCTIHHOro JO0MOBHEHHS

22-25

acIipaHT BUSABMB 3HAHHS OCHOBHOTO NpPOrpamHOro marepianry B 00Cs3i,
HeoOXiHOMY JUIsS TOJAJbINOr0 HaB4aHHis Ta MaiOyrHboi poboTn 3a
npodecicio, BMi€ BHKOHYBaTH 3aBJaHHA, IependayeHi [pOrpamoro,
3HaiioMHii 3 OCHOBHOK PEKOMEHIOBAHOIO TITEPaTypolo

13-21

acnipam, 10 BHIBUB 4YacTKOBE 3HaHHA OCHOBHOI'O nporpaMonoro
MaTepialy, He 3aBKId BMi€ BHKOHYBATH 3aBlaHHs, rnependadeHi
[IPOrpaMoIo, 3HAHOMHI JMIIEe YAacTKOBO 3 OCHOBHOK) PCKOMCHAOBAHOIO
JTepaTypolo.

0-13




6.4 MOpPMH NPOBEIEHHSI CEMECTPOBOI0 KOHTPOJIIO Ta KpHTEPil OLIHIOBAHHS

CeMecTpOBHii KOHTPOJIb 3HAHb ACHIPAHTIB 3/1ifiCHIOETBCS MiC/IA 3aBEPLICHHS
BUBUEHHSI HABUAIBHOrO Marepiany mucumiuiing y ¢opmi saniky. Iliacymkosa
ceMecTpoBa (3ajikoBa) peliTHHrOBa OLIHKAa aclipaHTa € CyMOIO MiACYMKOBUX
(baKTHYHHMX OL[IHOK acMipaHTa 3a 3MICTOBMMH MOJYJIAMH.

6.5. OniHIOBaHHsI OCBITHIX JocsirHeHb acnipaHTiB 3a cuctemoro ECTS

" Ouinka 3a
PeiiTUHrORA .
; CTOOAILHOIO 3Ha4YeHHs OLIHKH
OL[IHKA
IIKAJIOIO
A 90-100 BigMinHO — BiMiHHMI piBeHb 3HaHB (YMIHB) B MEKax
Oanis 060B’A3KOBOIr0 Marepiaay 3 MOXKIMBUMH HE3HAYHUMU
HEI0JIiKaMu
B 82-89 Jlyxe 1o6pe — JoCTaTHbO BUCOKMIT piBEHb 3HAHD (YMiHb) B
banin Mexax 000B’I3KOBOro Marepiany 0e3 cyTTeBux (rpyOux)
OMHJIOK
& 75-81 Jlo6pe — B uinomy 106puii piBeHb 3HaHb (yMiHb) 3
Oanis HE3HAYHOIO KIJIbKICTIO MOMHJIOK
D 69-74 3aJ10BiNIBHO — MOCEPe/IHiii piBeHb 3HaHB (YMiHb) i3
Oanis 3HAYHOIO KUIBKICTIO HEIOJIKIB, JOCTATHIH JUIs 1O1aNILIIONO
Hapuanus abo npodeciiinoi AisbHOCTI
E 6068 JIOCTaTHRO — MiHIMAJILHO MOMUIMBHIA 01Ty CTHMHUI piBeHb
OayiB 3HaHb (YMiHb)
FX 35-59 Hesa10BIILHO 3 MOMKJIUBICTIO TOBTOPHOIO CKIIAAHHS —
Hanis He3a/(0BLIBHMUIT PiBEHb 3HAHB, 3 MOXJIMBICTIO TOBTOPHOI'O
nepeckiaanHs 32 YMOBH HAJIKHOIO CAMOCTIHHOrO
JIOOIPALIIOBAHHS
F 1-34 He3anoBineHo 3 000B’A3KOBUM ITOBTOPHHUM BHBUCHHAM
Oanin HABYAIBHOT AMCUMIUIIHM — JOCHTH HHU3bKMH pIBEHb 3HAHB
(yMinp), 1110 BUMArae [IOBTOPHOTO BHBUEHHS JIMCUATUTIHH
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