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1. 3BATAJIBHI TOJIO’KEHHA

[Iporpama po3pobieHa kadenporo iHdoOpMaIiiHOI Ta KiOEpHETHUHOI Oe3reKu
KuiBcekoro yHiBepcutery iMeHi bopuca I'piHUeHKa Ha OCHOBI HaBYAJIBHHX IIPOTpam
npoUIbHUX JUCHUIUTIH CTYICHS BHINOI OCBITHU — OakajiaBp: TEOPETUYHI OCHOBH
3aXUIIEHUX THPOPMALIHHUX TEXHOJIOTIH, TPUKJIaHA KPHUITTOJIOTIS, METOM Ta 3aCO0U
3aXHUCTy 1H(POPMAITIITHO-KOMYHIKAIIIMHAX CUCTEM, IPOCKTYBAHHS KOMIUICKCHUX CHCTEM
3axucTy 1H(opmarlii, ympaBmiHHA iH(OpMaIiiHOIO Oe3nekoro  iH(opMaIiiHO-
KOMYHIKAIIITHAX CUCTEM.

Berynne daxoBe BumpoOyBaHHS MPOBOAUTHCS Y (POpMiI KOMIT IOTEPHOTO
TECTYBaHHS, IO 3IIHCHIOETHCS MPOTIroM 60 XBUJIMH, SIKE JO3BOJUTH BCTAHOBHUTU
piBEHB MIATOTOBKH a0iTypi€HTa Ta HOTO MOTEHIAN 1 MOXKIIMBOCTI JIJIsl HABYaHHSA Ha
cnemiaigbHoCTl 125 «KibepoOesmekay.

2.3MICT TIPOI'PAMUA
DPAXOBOI'O BCTYIIHOI'O BUITPOBYBAHHA

2.1. TeopeTu4Hi 0CHOBM 3axXHIleHUX iH(pOpPMaLIHHUX TeXHOJIOT i

OcHoBHiI mapagurmMu ¢opmMyBaHHS 3axMILeHUX iHGOpPMALIMHUX TEXHOJIOTH.
OCHOBHI TOHATTA TapaHTOBAaHO 3AaXMUICHUX 1H(OpPMALIMHMX TexHoJori. OCHOBU
(dbopMyBaHHSI TapaHTOBAHO 3axXWIICHUX 1HGOpPMALIHHMX TexHoJorii. OcHOBH
PO3pOOJICHHS TAPAHTOBAHUX CUCTEM 3aXHCTY.

3aranbHi mMopmesni omucy mnpoueciB 3axucry iHdgopmamii B KOMITIOTEPHHX
cucremax. Cy0’ekTHO-00’€KTHa MOJIENIb OIMKCY KOMIT FOTEPHOI CHCTeMU. ABTOMAaTHa
Cy0’€KTHO-00’€KTHA MOJIEITh OMUCY KOMIT FOTEPHOI cUCTeMu. BukoprcTanHs cy0’€eKTHO-
00’€KTHOI Moje /I OnKcy 0a30BUX Oreparlii B KOMIT toTepHii cucteMi. [liaxomu no
dbopmyBanHs Mozeni 3arpos. [limxoau 10 hopmyBanHs Mo nopymHuka. [ligxonu ta
MOJIeJIl OIMUCY IMHHOCTI iH(opMarli: 0a30BlI MOHSITTS; AIUTUBHA MOETH IIIHHOCTI
1H(opMallii; TOpsAAKOBA IIKala IHHOCTEW; MOJEb PeITKH HiHHOCTel; MLS permniTka.
[linxomu Ta Mozenmi OIHKK 30UTKIB aBTOMATU30BAHOI CHUCTEMH Ta PUBHUKY 1i
(YHKIIOHYBaHHSI.

OcHoBu Teopii 3axumenux cucrem. [lomituku ynpasiiHHS AoctynioM. Mogem
ONuCy TOMTUKKA Oe3neku. Mopem 3abe3nedyeHHs KoHineHuiiHocTl. Mogemi
3a0e3neueHHs LuticHocT. Mozieni 3abe3neueHHs octynHocTi. [Ipukiany MonemoBaHHs
nUTaHb Oe3MeKn B 00YNCIIOBATbHIX cucTeMax. OCHOBU CHHTE3Y MojIesel Oe3meKu.

3abe3neyeHHsl rapaHTiii BAKOHAHHSI BUMOT MOJIITHK 0e31eKH. 3araibHi OHSTTS
Npo PO3pPOOJICHHST MPOTPaMHOTo 3abe3neueHHsT 3axucTy 1H(opMarti. TexHomoriyHa
Oe3rneka po3poOJICHHST CUCTEM 3aXHCTy. 3a0e3eueHHs] TapaHTii BUKOHAHHSI TTOJIITUKA
Oe3mneKu Ha OCHOBI METO Ty TeHepallii 130JbOBAHNX MPOrPAMHHUX CEPEIOBHIIL.

Cranpapru3oBani Mojaesi OnMCy Cy4yacHMX iH(pOpMALIMHUX TEXHOJIOTI Ta
MeTOIM OWIHKHU iX edekTUBHOCTI. MoOjieNnb, 110 MOKJIAJAEHAa B OCHOBY MIKHAPOIHOTO
crangapty ISO 7498-2. Monenb, mo noknaaesa B ocHopy HJ[ T3I 2.5. Mogens, 110
TMIOKJIa/IeHa B OCHOBY MIKHApOAHOTO cTaHaapTy ISO 15408.



Ipukinagu nmoOyI0BU CYYACHHX 3aXMIEHUX iH(GOPMANIMHUX TEXHOJIOTIM.
Po3BuTOoK 3axuieHHx OOuMCIIOBATBHMX cHCTeM. Ormsyy JAesKUX —3axUIIEHHX
obuncmoBaIbHUX crcTeM. CydacHi 3aXMIIeH] CepeIOBHUILA Ta X MOJIENI: TUIIOBI YMOBU
(YHKIIOHYBAaHHSI ~ PO3MOAUICHUX OOYMCIIOBAJIBHUX CEPEOBUIl 3 TOUKH 30pY
3a0e3MeUeHHS] iX IUTICHOCTI; TUTIOBI 3aXHIICHI PO3MO/ILICHI 00UYHCITIOBAIbHI CEPEOBHIIIA.

2.2. llpuxyiagHa KpMITOJIOTist

OcHoBu kpumnrodorii. [Ipenver kpurrosnorii. Poie KpUnTonoriyHuX METOIB B
NOOY/IOBI CHUCTeM 3axvcCTy iH(opMarlii. AKTyaabHICTh MOOYJOBH HAIIMHUX CHCTEM
3B’s3Ky. [IpoOmemu mpakTudHOi Kpumntonorii. OCHOBHI TEpMIHM Ta BH3HAYCHHS
KPHIITOJIOT 1. 3arajibHa CHMETpUYHA CHcTeMa cekpeTHOTo 3B 513Ky K. [1leHHOHA. 3aranbHi
THIU Kpuntoatak. [IpaktiyHa Ta TeopeTyHa CTiKicTh. KomayBaHHS BIIKPUTOTO TEKCTY.
[laxyBaHHS AOBUIBHUX JaHUX JJIS Mepenadl JHIIMHU 3B’s13Ky. [Ipukimamd KiIacHIHUX
nmdpiB. Tlonsrrs momns. Ilome GF(2). Muorownenn Han monem. Kinmbiie numikis
noiHoMIB Ta posimpeHHsa nons GF(2. Bexropu 1 minidiHi popmu. basuc miHiiHOTO
npocropy. JIiHifHI MepeTBOPeHHs Ta MaTpulll Haja mojieM. IliAcTaHOBKW, IUKIM 1
TpaHcnosuiii. IligctanHoBoudi Matpuil. JIGKpEMEHT IIiJICTAHOBKH. AHYJIIOIOYMA Ta
MIHIMQJTbHU MHOTOWIEH MaTpuill. MiHIMaJbHUN MHOTOWIEH MAaTPHIl BIJIHOCHO
BEKTOpA.

MonyiabHa apudmernka Ta ejneMeHTapHi mmdpu. Jlnmku 3a momynem.
Bignomensst nopiBHsAHHA. Po3nmpennii anroput™ EBKiia Ui YHCENT Ta MHOTOYIEHIB.
Monynsnaa apudmeruka. [ndpu 3aminm, raMyBaHHs Ta epecTaHOBKU. Panmomizariis.
[udpu npornopuiiiHoi Ta nomangasiTHOI 3aMiHM. MeTonuka nemmppyBaHHs PPy
npocrtoi 3amiHu. [ndp Kapaano ta mmdp noasiitHoi nepecTaHOBKH.

IopiBusinnas 3 oquuM HeBinomuM. Teopemu Eiinepa 1 Depma. [Topsiaok ymcia ta
TIEPBICHUM KOPiHb 32 MOAyJsieM. CrcTeMa JIIHIMHUX MOPIBHSHB Ta KUTalChKa TeopeMa Ipo
3IMIIKY. 3aralbHUHA METOJ] PO3B’SI3yBaHHS JIIHIMHUX TOPIBHSIHD 3 OJHUM HEBIJIOMUM.
BrnactuBocTi creneHeBUX TMOPIBHAHB. JIBOUJIEHHI TMOPIBHAHHS BUIIMX CTEMEHIB 3a

npoctuM MozysieM. IlepBicHuii Kopinb 3a MomyiaeM P°. JIMCKpeTHi Jorapudmu
(1HOeKcn).

AcuMeTPpHYHI KPUIITOCMCTEMH Ta OCHOBHI THIH MIU(PIB. 3a1a4i KPUITOJIONTI,
110 IPUBEJH JI0 MOHATTA aCUMETPUUHUX IMQPIB. [IOHSATTS Mpo 0THOCTOPOHHI PyHKIII
Ta OJHOCTOpOHHI (yHKIIi 3 ja3iBkamu. Kpunrocuctema RSA, kpunrocuctema Eiib-
["amans, mpotokon y3ropkeHHs KmoudiB Jiddi-Xemmmana. Tlonstrs rem-QyHKIi.
[Mudposuit mamuc Ha ocHOBI KpunrocucteMu RSA Ta xpunrocucremu Emb-Tamans.
3araipHe PIBHAHHA 11 1OOyIOBH LmdpoBoro mianucy tuiy Enb-I'amans. CnalOki
napameTpu B kpurrrocuctemi RSA. [Tpobnema daxropusariii Ta mpodiiemMa AUCKPETHOTO
norapumyBaHHs. [lousaTrs kimodoBoro motoky. Ilotokosi mmdpu. brokosi mmdpu.
Pesxxumu 3actocyBanns OokoBux mwdpis. Anroputm ['OCT 28147-89. Cnalki kiroui.
3acTocyBaHHSI PEriCTpiB 3CYBY JUId MOOYJIOBU BY3IIB KpurtocxeM. [lemmdpyBaHHs
mmdpy nepioauyHoi BiHKoBoi ramu. [lepion mHIMHOT ABIMKOBOI peKypeHTH. 3arajibHi
BIJIOMOCTI PO KpHrrorpadiyti napamerpu OyseBux (yHKIIHI Ta BiIoOOpakeHb.

BuGip napamerpiB xkpunrocucremun RSA. Kagpatvuni swmku. CuMBOIM
Jlexxannpa ta SAko06i. TectyBannst uucen Ha mpocTtoTy. Tect depma. OCHOBHI BIaCTUBOCTI



niceponpoctux urcen. Yucna Kapmaiikina. Tect Conoges-Iltpaccena. Tect PabGina-
Minnepa. Metog ['opmona moOyJqoBH CHIBHO TMPOCTHX YMCEN. AJTOPUTM 3700yTTS
KBAJIPaTHOTO KOPEHS B MPOCTOMY 110JTi. IMOBipHICHE m(pyBaHHSL.

Meronu aBrenTu(ikaunii indopmamii. ['em-bynkiii, mo mnoOyAOBaHI Ha
OIHOKPOKOBUX cTUCKYIounX (hyHKIAX. Anroputm HMAC. 3actocyBanns ['OCT 28147-
89 mmsa renepamii [1BY. Amropurm MD-5. TI'emr-pynkmis SHA-1. Crarmapt DSS.
Cucrema S-keys. MomudikoBanmii potokon diara-Illamipa ta cxema igeHTHIKAITi
[ITroppa.

Yapasiainaa kiaouyamu. JKuTreBuid UK KrodiB. [IOHATTS mpo KIIFOUOBY
cucteMy. [IpoTOKOIM TpaHCTIOPTYBaHHS Ta Y3rOKEHHS KITto4iB. [lepeTBopeHHs KITtoUiB.
Kpurrroanropurm RC4. @opmyBanns kimrodiB. AiroputM DES B pexumi ECB.

HudpoBuii mignuc Ha eJTINTHYHUX KPUBHUX. ENNTHYHI KpHB1I HAJ CKIHUEHHUM
nosieM. HepiBuicts Xacce. [IpoexTBHI KoopAMHATH Ta oriepailii B Tpymi E, Toyok Ha
eMmnTU4YHIN KpuBiid. CxeMa 1@ poBOro minucy Ha OCHOBI HUKJIIYHOI MTATPYITH IPOCTOTO
nopsaaky rpynu E,. Ckindenni monst ta napamerpu LII Ha eminTUYHMX KpHUBHX, IO
BUKOpUCTOBYIOTHCS B JICTY 4145-2002. Cxema mudposoro miamucy ctanaapty JACTY
4145-2002.

CyuacHi cucreMu KpunrorpagpivHoro 3axucry ingopmauii. [ Ipuknaasi acnektu
Cy4acHHX MeToliB KpunrorpadiuHoro 3axucty iHpopmarii. I[Ipotokon Kerberos.
[leperBopennss mapomB y kmodl. Pexum PCBC amroputmy DES. Ciyx0a
apreHTudikamii X.509 v.3. Aprentudikaris (cxema L{I1) B makeri PGP. 3aranbna cxema
Ta OCHOBHI [IEPETBOPEHHS Kpuntoanroputmy AES.

2.3. MeTtoau Ta 3aco0u 3axucTy iH(popMaliiiHO-KOMYHIKaLIHHUX cHCTEM

OCHOBHI  TOJIOKEHHSI CHCTEMHM TEXHIYHOIO 3axucry iHdopmamii B
KoMII'IOTepHUX cucTemax. [locraHoBka mnpoOIEMH KOMILIEKCHOTO 3a0e3NedyeHHs
iHpopMariiHoi Oe3nekn 1HGOpMAlIiHUX Ta KOMYHIKAIMHUX CHUCTEM Ta MEpPEK.
BpazmiBocti iH(opMmariiiiHo-koMyHikariitHux cucteM ta Mepex (IKCM) Ta npuanam ix
BUHUKHEHHA. OCHOBHI MPHHIMIU po3poOku KomrutekciB 3acobiB (K33) ITCM sk
posrnoniieHux cepenopuill. Hopmarueha 6a3a. KoHiienmis iepapXigHoi JEKOMITO3HIII.
[ToHSTTS: PO MOMITUKY Ta MOCIYTH OE3MEKH, MEXaHI3MH 3aXUCTY, 3aCO0M Ta KOMIUIEKCH
3aco0iB 3axucty. PiBHI rpamarii qoctymy g0 indopwmarti. Jlireparypa [1,2, 4, 5].

MexaHizMu Ta 3ac00M 3aXHCTy OmnepauiiHMX cucTeM. 3arpo3u ONepaiiiHuM
crcTeMaM. 3arajibHi MiJXOJH 3aXUCTY BIJl aTaK 3 METOIO BIIMOBH B OOCIIyTOBYBaHHI Ta
Bl aTaKk 3 METOK OTPHUMAaHHS HECAHKIIIOHOBAHOTO JIOCTYIy [0 1HdopMallii.
3a0e3neueHHs LUTICHOCTI JaHuX. Po3MexyBaHHS MpaB KOPUCTyBaudiB. MexaHi3mu
ineHtudikamii Ta aBtopu3aiii. [ludpyBanns nanux. BukopucranHs MmexaHI3MIB Ta
3aco0IB pe3epByBaHHS JaHux. PDaiinoBi cuctemd. (OcoOIMBOCTI  PIZHOMAHITHUX
daitnoBux cucrem. Jliteparypa [1,2,10].

MexaHizMu Ta 3aco0M 3aXHCTy omepamiiiHux cucrem cimeiicrBa Microsoft
Windows. OcoGmBocTi MoIeNi 3aXUCTy OINepaIiiiHux cucteM cimeiictBa Microsoft
Windows. IItatHi MexaHi3Mu Ta 3aco0M 3aXHCTy. MeTOaMKa BUKOPHCTAHHS 3acOOIB
3axucTy. JIokambHI KOpHUCTyBadl Ta TpyNM KOPHUCTYBadiB. YTPABIIHHS OOIIKOBUMH
3anucam Ta mpodutsiMu KopucTyBadiB. [ pynosa mositrka 6e3meku. [11abmonn 6e3mexu.
Turm aitnoBux cucrem. [Ipr3HadeHHs npaB A0cTyIy 10 ¢aiiniB Ta manok. [lepenada



npaB BOJOAIHHA. BukopuctanHs mmdpyrodoi ¢aiaoBoi cUCTEMH. YTIPaBIiHHS
ceprudikaTamMu KopucTyBauiB. PesepByBanHs (aiiiB Ta mamok. AyauT orepariitHoi
cuctemu. Jliteparypa [1,2,10,17].

MexaHizmMu Ta 3aco0M 3aXUCTy CHUCTeM KepyBaHHsI 6a3amu JaHuXx. [Ipuuaunn,
BUJIM, OCHOBHI METO/IM TOPYIIECHHS! KOH(IICHIIIHHOCTI B CHCTEMax KepyBaHHs Oazamu
naaux (CKB/I). bararopisaesi pemsmiiiai CKB/I. Meromu 3axucty CKBJI. OcoGmBocTi
KepyBaHHs JocTyrnoM. [ligTpuMKa JIOTIYHOI IUTICHOCTI, TpaH3akKiii (YHKIIOHYBaHHS,
cuaxpoHizauisi B posnoauvienux CKB/l. 3abesneueHns Oesneku OaraTopiBHEBUX
pensiiiianx CKBJI. OcobmBocti 3actocyBaHHs Kpunrorpadiuaux meTtomaiB. CriibHe
3acTocyBaHHs 3aco0iB ieHTUdikarii i aBrenTudikari, BOynoanux y CKB/I 1 B OC.
Knacrepna opranizartist cepsepiB 6a3 ganux. OcoOIMBOCTI peati3allii MEXaH13MIB 3aXUCTY
oicaux CKB/I. Jliteparypa [1,5].

Konuenuisi cucreMn 0e3leKn CHCTeMH KepyBaHHsI 0a3aMu IaHHX CiMelCTBa
MS SQL Server. [Ilpu3HaueHHs, TpaguiidHa cdepa BUKOPHCTAHHS Ta
saranpHononmpeni  3arposu  CKBJ[ cimeiictea MS SQL  Server. 3araibHa
XapaKTePUCTHKA CUCTEMH 3aXUCTy. [1opsaok 1HCTASIIIT Ta MepioYeproBoi HACTPOMKH.
OCHOBHI KOMIIOHEHTH mporpamMHoro komimiekcy MS SQL  Server. 3arambha
XApAKTEpUCTUKA CUCTeMH aBTeHTU(ikauli KkopuctyBauiB. [lludpyBanHs ngaHux.
VYnpapniHHs KoprcTyBadamMu 0a3u AaHux. [Ipr3HaueHHs Ta 3MiHA NpaB KOPHUCTYBayiB.
Metonuka peectpailii Ta BUJAJICHHS KOPUCTYBadiB. BU3HaueHHs mpaB JOCTYIy [0
00’exTiB 6a3u nanux. Cucrema npusuieiB. [lonsrrs "pomi". Bukopucranns "poneit” mis
KEepyBaHHS TIpaBaMd KOpUCTyBadiB. BukopucranHs rpadiuydHoro iHtepdeiicy Ta
oneparopiB Transact-SQL. Jlireparypa [1,2,10,18].

Metonuka migBuieHHs e()eKTUBHOCTI 3aXHCTY TA AyAUT CUCTEMH KePyBaHHSA
0azamu aaHux cimeiictrBa MS SQL Server. TlonsaTrs npencrapieHb, MPOIETyp IO
30epiratorecs 1 TpurepiB B CKB/I cimeiictea MS SQL Server. Meroyka BUKOPUCTaHHS
NPE/ICTABIIEHb, IPOLIEAYP 10 30€PIratoThCs 1 TPUTEPIB AJIs 3a0e3MeUeHHs O€3MEKU JaHUX.
[ToHATTS pe3epBHOIO KOMiFOBAHHSI Ta BIHOBJICHHS 0a3u TaHUX. TN pe3epBHUX KOIIIH.
Metonuka pe3epBHOrO KOmMitOBaHHS. Mojen BiTHOBJICHHS 0a3 naHux. Metoauka
BIIHOBJICHHS Oa3u nanuXx. [lonstrs ayauty 6a3 maHux. BinciigkoByBaHHsSI aKTUBHOCTI
KOPUCTYBauiB, BUKOPHUCTAHHS JKypHaJly TOMWJIOK. BukopuctanHs rpadiqHoro
iHTepdeticy Ta onepatopis Transact-SQL. Jliteparypa [1,2,10,18].

MexaHnizMu Ta 3ac00M 3aXUCTY Bi/l IIKIVIMBUX NPOrPaMHHUX 3ac00iB. PyiiHyroui
nporpamHi 3acoou. [Iporpamu 3 MOTEHINMHO MIKIJIMBAM BIUTUBOM Ta iX BJIACTHUBOCTI.
HopmatuBha Ta 3akoHO1aBYa 06a3a B Tay31 3aXUCTY Bl IIKIJIMBUX MPOTPAMHHX 3aCO01B.
OcHOBHI KJacH pyHHYHOUMX mporpaMm. Bipycu Ta ,,TposHW’, BHU3HAUCHHS Ta
Ki1acuikarisi. 3acobu po3noBcropkeHHs. JlecTpykTrBHI BiactBocTi. Mozens Bipycy Ta
MOJIeTIh ,,TpostHa”. [lepemyMoBH TIarHOCTUKK BIPYCIB Ta ,,TPOSHIB” HA OCHOBI aHAIII3Y
MPOTPAMHOTO KOy Ta Ha OCHOBI aHaji3y MO B omepariiiHiid cucremi. Metoau Ta
3aco0M KOHTPOJIIO Ta MPOTH/IIT BipycaMm Ta ,,TposiHam”. Jliteparypa [1,3,5].

3arajbHa XapakTepHCTMKAa KOMIT'IOTePHUX BipyciB. Icropuuna poBijka.
Busnauenns xomi’rotepHoro Bipycy. OcHoBHi BiactuBocTi. Kiacudikaiiisi Bipycis.
JlecTpykTuBHI MOAIMBOCTI. OCOOMMBOCTI (PAMIOBHX, MEPEXKEHUX, 3arpy30YHHUX Ta
MmakpoBipyciB. Crenc Ta nommopdui Bipycu. IInsxu po3moBCIOIKEHHS BIPYCIB.
BukoprcTaHHsl €leKTPOHHOI MOIITH Ta O(ICHUX JOKYMEHTIB JUISI PO3MOBCIOKECHHS



BipyciB. Makposipycu B nomatrkax Microsoft Office. BukopucranHs MakpociB THITY
AutoOpen mpu cTBOpeHHI MakpoBipyciB. [IporpamMHuii KO 3arOTOBKA MaKpOBIPYCY
Microsoft Office. OcobmuBOCTI BipyciB, IO MPUCTOCOBAaHI JIsi PO3IOBCIODKCHHS 32
JIOTIOMOTOF0 3MiHHUX HOCIiB iH(popmartii (Flash-mam'ste Ta kommakT-muckwn). Jliteparypa
[1,3,5,14].

Metoau Ta 3aco0u 00poThOM 3 KOMII'IOTepHUMH Bipycamm. [IpodimakTika
3apakeHHsI Bipycamu. BHKoOpHCTaHHA 3acO0iB OMEpaIiiitHOl CHCTEMH Ui TPOTHIIL
Bipycam. [IpoTuis po3noBCIO/DKEHHIO BIPYCIB 3 3MIHHMX HOCIiB iH(popMarii (Flash-
nam'sstb Ta KOMMAKT-IUcku). [lpaBunma BUKOpUCTaHHS —aiiaiB, OTPUMAHHX IO
eJIEKTPOHHIN TomTi. Kpurepii OIMIHKK SKOCTI aHTUBIPYCHHUX MPOTPaMHUX KOMILUIEKCIB.
CurnarypHi METOJIM BU3HAUYEHHS BipyciB. Bu3HaueHHs BIpYCIB 3a JOMOMOIOKO aHAI3Y
nofii. TlepeBarn Ta HEMOMIKK €BPUCTUUHUX aHATI3aTOPiB. AHTHUBIPYCHI MOHITOPH Ta
ckanepu. [lopiBHsUIbHA XapaKTEPUCTUKA PO3MOBCIOKEHUMX Ta  JIIICH30BAHUX
aHTUBIpyCHUX Tporpam. [IpvHIMIIM Halaro[keHHA aHTHBIpYCHUX 3aco0iB. HaBectu
npukian. Jlireparypa [1,3,5].

Metoau Ta 3aco0u 0oporbOM 3 mporpamMaMu KkeiJiorepamu. IIpusHaueHHs
nporpam keitorepis. [IpuHIMITM BUKOpUCTaHHS KeWorepiB. IHTEpHET pecypcH B SKUX
NPE/ACTABICH] Kelnorepu. I[HCTamsdlisi Ta HACTpOMKa BU3HAYEHOTO Kewsorepa.
Busnauennsi mporpam aHtukeinorepiB. IlpuHimmm iX QyHkuwionyBanHs. [lomryk
KeHIorepiB 3a JOMOMOIOI0 aHAN3y CHUTHATYypu. [HTepHET pecypcu 3 Mporpamamu
aHTUKeIorepamu. [HCTansIis Ta HACTPOKa BU3HAUYEHOTO aHTHKeorepa. Jliteparypa
[1,5].

3arajibHi M0J10KeHHSA 32XHUCTY PO3NOALICHUX 004 CIIOBAJILHUX CePeIOBHII TA
Mepe:k Tepedavi JaHMX. 3arajbHI TOJIOKEHHS Tipo 1H(opMarliiiHy —Oe3reKy
PO3MOICHUX O0YMCITIOBAILHUX CEPEIOBHII] Ta Mepex mepenayl qanux. OcoOnmmMBocCTi
Moyieni 3arpo3. @opmyBanHs posmnosiuteHoi JIBb Ta ii BmactuBocTi. OCHOBHI THITH 3aC001B
3abe3nedeHHs iHhopMarlliiHoi Oe3MeKy B pO3MOAUICHUX O0UHCITIOBATBHUX CEPEIOBHUINAX
Ta Mepekax. besneka By3iiB KOMYyTallli: 3arajbHl MOJOKEHHA Mpo 1H(GOpMaLiiHy
Oe3reky BY3JTIB KOMYyTallll, KpUTEpii 3axuIleHOCTI mporpamHo-kepoBanux ATC.
OcobMBOCTI 320€3MEYEHHS 3aXUCTY KOMIT IOTEPHUX CUCTEM CIIOTyUEHHX 3 TJI00aTbHOIO
Mmepesxero [nreprer. Tunu Ta kiacudikailis 3arpo3, BIAMOBIIHO NOMYJISIPHAM CEpBICaM.
BpazmuBocti  mporokoniB [HTepHer. OcoOiMBOCTI 3arpo3ud  TUIy ,,BiAMOBa B
oOcityroByBaHi”. XapakTepUCTUKA 1HCTPyYMEHTAIbHUX 3aco0iB 3axucty. IlomiTrka
Oe3rneKy Ipu BUKOPHUCTaHH1 pecypciB Mepexi [areprer. Jliteparypa [1,4,9,17].

MeTta Ta 3a1a4i BUKOPUCTAHHSI MepeskeBUX eKpaHiB. [[pr3HadeHHs MepekeHnX
ekpaniB. Xapakrepuctuka cteky mpotokomB TCP/IP. TlpuHimmi Ta mepemyMoBu
BukoprcTanHs. OcHoBHI ¢yHkii. Ictopis po3Butky. Knacudikamis. OcoOGmmBocTi
armapaTHUX Ta MPOrpaMHKX peaizariid. Hemomiku Ta nepeBaru pisHUX TUITIB MEPEKEBUX
ekpaniB. [lomTruka Oe3nekn MepekeHUX ekpaHiB. Hemomiku BukopuctanHs. HaBectu
NPHUKJIa]T HACTPOMKHK MepexeBoro ekpany. Jlireparypa [4,9,10].

Mera Ta 3a5a4i BUKOPHUCTAHHS NPHBATHUX BIPpTyaJbHMX Mepex. OCHOBU
TEXHOJIOT11 BipTyalibHUX npuBaTtHUX Mepex (BIIM). Buznauenns BIIM Ta 3aco0u ix
peamizartii. [Tpuninm moOyou Ta kiacudikarii BIIM. Moaen nopyiiHuka, 3arpo3 ta
oomexenHst BIIM. OcHoBu peanizarii BIIM. [ToOynosa BIIM Ha iHIIIMX piBHSX MOJENI
BBC. Ilporokon SSL. Cranmaptu IPSec. Indpactpykrypa BIIM. HaBectu mpukian



posroptanns BIIM Ha ocHoBI oniepatiiiiHoi cuctemu Microsoft Windows XP. Jliteparypa
[4,9, 7].

Texnonoria 3axucry Bix DOS 1a DDOS arak Ha KOMII'HOTEepHI Mepexi.
3aranpHa xapaktepuctrka mpotokoiy TCP/IP. Eramm ta cxema BcranoBieHas TCP
3’eqnanns. [lonstrs DOS ta DDOS arak. Mera npoBeneHHs1 aTaku. MeTomomoris
peamzauii DOS ta DDOS arak. Curnamzaris npo 3aiiicienas DOS ta DDOS arak.
3axucT 3a JIOMOMOIOI0 ONTHMI3AIl HACTPOMOK cepBepa. 3aXuCT 3a JIOMOMOIO0
MepexeBUXx ekpaHiB. Jliteparypa [1,4].

IHaposbHuii 3aXHUCT 00’ €KTIB KOMIT'IOTepHUX Mepesk. [ [pu3HadeHHs TapoJIbHOrO
3axucry. Cxemu peanizauii. [laponsHuit 3axucT onepaiiiiiHoi cucremu, Web-pecypcis,
NpOrpaMHUX JOAATKIB Ta O(ICHUX AOKYMEHTIB. [IpuHIMIIOBa cXema araku 3 METOIO
371aMy TMapOJILHOTO 3aXUCTy . BukopucTanHs ,,IIpoK” B MPOrpaMHOMY 3a0e3eueHHI
HapOJILHOTO 3aXUCTy. BUKOpHUCTaHHS TOKyMEHTOBAaHMX MOXIIMBOCTEH Ul peasi3arii
araku. Metoau minoopy napomo. KiacuuHi cxemu 3aXMCTy BiJ aTak 3 METOI0 371amMy
naposo. Jliteparypa [1, 5].

3axMcT eJIeKTPOHHOI MOoTH. THIOBI 3arpo3d ISl EJIEKTPOHHOI TOIITH:
HECAHKIIIOHOBAHMI BUTIK 1H(OpMAaLlii, IPOHUKHEHHS BIPYCIB Ta TPOSHIB, 3aCMIYEHHS
MIOLITOBOTO SIIMKA. MeToMKa 3aXUCTy Bl THIIOBUX 3arpo3. OcoOIMBOCTI IIM(pPyBaHHS
naHuX. TWmoBl MPUIAOMM 3aXUCTy BIJ| 3aIyCKy BIPYCIB Ta TPOsHIB. PO3MOBCIOKEHI
METO/M 3aXUCTY BiJ] 3aCMIYEHHSI MOILITOBOTO SIIIUKY (3aXKCT Bij criaMmy) — OLI0ro, CIporo
Ta YOPHOTO CIMCKIB, KITIOUOBUX (hpa3, OaitecoBChkOi (uibTpartii. Hemomiku Ta nepesaru.
[IporpamHi 1oaTku 3aXKUCTy €IeKTpoHHOI nowTh. Jlirepatypa [1, 5, 13].

3axuct Web-cepBepy Apache. Bitunsnsna HopMaThBHA 0a3a B Taly3l 3aXHCTY
Web-cepBepy. HopmatusHi kpuTtepii 3axuinenocti Web-cepeepy. BinmosinHicts Apache
MPOEKTHUM Ta eKCIUTyaTaliiHuM BuMoraM. OliiHka 3axuiieHocTi Apache Bij aTaku Ha
BIZIMOBY B 00OciyroByBaHHi. [lapamerpu 3axucty Apache. PekomenaoBanuii mopsaok
IHCTAJIALIT Ta TONEPeHbOI HaCTpoku. Po3mexxyBaHHsI mpaB KopucTyBadviB. ba3oBa Ta
mdpoBa apropu3ailis. Bukopucranns 610motexku OpenSSL BukopuctanHst 101aTKOBUX
MOy 1iB Oe3MeKu. 3aXUIeHICTh CepBEPHIX TeXHOJOTI. Jlitepatypa [7,16, 19].

3axuct Web-cepgepy IIS. Birunsnsna HopmatiuBHa 6a3a B ramysi 3axucty Web-
cepBepy. HopmaruBai kpurepii 3axumieHocti Web-cepepy. Bimnosigmicts IS
MPOCKTHUM Ta eKCIuTyaTamidauM BuMoram. OrriHka 3axwuieHocti IIS Bim araku Ha
BIJIMOBY B OOCITYyTOBYBaHHI. 3aXHUIIEHICTh CEpBEpHUX TexHOOTIH. [lapamerpu 3axucty
IIS. Tarerpars IS 3 cucremoro 6e3neku Windows. Po3mexyBaHHSI ipaB KOPUCTYBauiB.
Oco0mmBocTi 11eHTU]IKALl Ta aBTOpPHU3ALli KOPUCTYBAYiB. 3aXHUILIEHICTh CEPBEPHUX
texHojorii. Jlireparypa [7,16,17].

IHepcnekTHBHI HANPAMHU PO3BUTKY KOMILIEKCIB 32c00iB 3axucTy iH(popMawii B
PO3MNO/IiJIeHUX cepeloBHINAX. AANTUBHI KOMIUIEKCH 3ac00IB 3aXUCTy i1H(OpMaIli;
CHCTEMH BUSBJICHHSI BTOPTHEHB; CUCTEMU KEPYBaHHSI 3aXUIIIEHICTIO; KOMIUIEKCH 3aC001B
3aXUCTy 1H(OpMAaIli MOOUIBHUX MporpaMHuX cucreM. OCHOBM CHUCTEM aHAI3y
BpazmBocTe. BuzHadueHHs Ta mpuHimnu kimacudikaiii. [Iporpamue 3abesnedeHHsI
CHUCTEM aHalli3y Bpa3auBocTed. OCHOBM CHUCTEM BUSIBJICHHS! BTOPIHEHb. BU3HaueHHs Ta
npuHmny  knacudikarii. [Iporpamue 3abe3neyeHHs] CHCTEM BUSIBIEHHS BTOPTHEHb.
BukopucranHs B cucTeMax BUSIBJICHHS Bpa3iMBOCTEH Ta B CUCTEMax BUSIBIICHHS



BTOPTrHEHb 3aCO0IB IITy4HOTro iHTeNeKTy. CHCTeMHM aKTHMBHOTO 3axucty. Jlireparypa
[13,1,5].

Be3nexka MOOLIbHMX NPHUCTPOIB. XapakTepUCTHKA CHEIMMIYHUX 3arpo3 Uit
MOOUTPHUX TIPUCTPOiB. OOMEKEHHS IPOTrPAMHOTO 3a0€3MEUECHHSI, 110 BUKOPHUCTOBYETHCS
B MOOUILHHMX TPHUCTPOSIX: BipTyasbHOI Mammuu Java Ta Framework. OcoGmiBocTi
MPOTPAaMHHKX 3aC001B 3aXHCTy MOOLIHHUX MPUCTPOIB. [HCTpyMEHTAIbHI 3aCO0H 3aXHCTY
MOOLTFHUX MPUCTPOIB MPOBITHUX BUpOOHHKIB. Jliteparypa [1, 5,12, 13].

2.4. CucreMH TeXHIYHOI0 3aXUCTY iH(popmanii

Texniuni kanaau BUTOKY iHpopmauii. OcoOmmuBocTi BUTOKY  iH(OpMAITii.
XapakTeprCTHKY TEXHIYHMX KaHAJIIB BUTOKY 1H(popMmartii. Kiacudikariist kKaHaliB BATOKY
iH(hopMmarrii.

AKYyCTHYHI KaHAJIM BUTOKY iHGopmaii. CTpyKTypa aKkyCTUYHOTO KaHaITy BUTOKY
1H}popMarri. XapakTepuCTUKA aKyCTUYHOTO KaHaTy BUTOKY iH(popmartii. Knacudikarris
ay/li0KaHaITy BUTOKY 1H(opmaliii.

PanioesiekTponHi kanaiam BUTOKY iHgopMmaunii. CTpyKTypa paiioeleKTpOHHOTO
KaHaTy BUTOKY iH(opmarii. XapakTepUCTUKH PaIiOCICKTPOHHUX KaHAIIB BUTOKY
iHpopmMmartii. Kimacudikariist pagiokaHamB BUTOKY iH(opMaliii.

OnTuyni kaHaiau BUTOKY iHgopmanii. CTpyKTypa ONTUYHOTO KAHAITY BHUTOKY
iH(popMarlii. XapakTepUCTUKK ONTUYHOIO KaHaly BUTOKY iH(opmaiii. Kiacudikars
ONTHUYHMX KaHAJIIB BUTOKY 1H(OpMAIIii.

3axuaani npuctpoi. CTpykTypa 3aKkjiaaHux npuctpoiB. Kinacudikariis 3akiaaHmux
MPUCTPOIB. 3aKJIHI MPUCTPOI 3 Mepeaucto Mo paaioKaHaTy. 3akiagHi MPUCTPOI 3
NiepeIaueto Mo MPOBIHUM KaHAJIaM.

3aco0u nepexomieHHst ingopmanii 3a 10moMoror MikpogoHis. CtpykTypHa
cxema akyctuaHoro npuiimada. Knacudikariis ta Buau Mikpo(oHiB.

3aco0u mnepexorvieHHsi iHdopmamii 3a J10MOMOrow JUMKTO(OHIB. AHAIOrOBI
mukrodonu. [{udposi nuktodoHu.

OnTuyHi 3aco0u mnepexomieHHsi iHgopmanii. CTpykTypHa cxema 3aco0y
MIEPEXOIUICHHS B ONTHYHOMY Aiana3oHi. O0’ ektuBy. BizyansHo-onmryani npusiaau. Ooto-
1 KiHOanapaTu. 3aco0u TeNeBi3iiHOro croctepeskeHHs. Bineomarnitodonu. [punaau
HigHOTrO 6a4yeHHs. TeruioBizopH.

Iepexomiennst inpopmaiii B 3aco0ax 3B’s13Ky. CTpyKTypa TUTIOBOIO KOMITJIEKCY
nepexoruieHHs. Antenu. Pagionpuiimaui

BusiBjieHHsI 3aKJIaIHUX MPUCTPOIB. J[eMacKyroul 03HaKH 3aKJIaIHUX MPUCTPOIB.
Knacudikarrist 3aco6iB BUSBJICHHS B JIOKaTI3alli1 3aK/IaJHUX PUCTPOIB. [HAUKATOPH OIS
Amnaparypa pamiokoHTpomo. [IpuHIipmu KoHTpomo TeneOHHUX JHHIA Ta KUl
eNIEKTPOXKUBIICHHS. 3acO0M MPUIYIIICHHS CUTHAJIB 3aKJIaJHUX MPHUCTPOIB. Amaparypa
HEJTHIAHOT JIoKarlii. BUSIBHUKM MTyCTOT, METATONETEKTOPU Ta PEHTTEHIBCHKI amaparu.
Criocobu Ta METOIM KOHTPOJTIO TIPUMIIIICHb Ha BIJICYTHICTb 3aKJIaTHUX TIPUCTPOIB.

IIporpamuo-anaparui  mpucrpoi  3axucry indopmanii. 3axuct  Bif
HECaHKI[IOHOBAHOT'O JOCTYITy. 3aXHUCT BiJl KOMIIOBaHHS. 3aXKUCT BiJI BIPYCIB.

OcHoBHi cniocoOu 3axucry iHngopmaiii Texniunumu 3acodamu. Kacudikarris
METOIIB 3axucTy iH(popmaitii. OxopoHna mxepen indopmariii. [TpuxoByBaHHs iHbOpMAITIT:
1H(pOopMaIIiiiHe TPUXOBYBAHHS, CHEPTETHYHE MPUXOBYBAHHSI.



Amnaparypa 3axucTy JiHii 3B’s13Ky. MeToau 1 3aco0u 3aXUcTy TeJePOHHUX JIHIHI
1 amapaTtiB. 3acoOu KOHTpOO TeneoHHMX JiHIM Ta amapatiB. TexHiuHi 3aco0u
BUSIBJICHHS TenepOHHUX paniopeTpaHcisTopiB. Kpunrorpadiuni meroau Ta 3acodu
3aXMCTY MOBHOI 1H(OpMaIIii.

3aco0u CTBOpPEeHHsI AKYCTHYHMX MACKYIWYMX 3aBaja. ['eHeparopy mymy B
aKkycTuuHoMy  miama3oni. [lpuctpoi  BiOpoakyctnuHoro 3axucty. [Ipuctpoi
YIILTPa3BYKOBOTO 3aXUCTy TPUMIIICHb.

3aco0M CTBOpPeHHS eJeKTPOMATHITHMX MACKYIOUMX 3aBaj. 3acodu
MPOCTOPOBOTO  3alllyMJIEHHSA. 3acoOW JIHIMHOTO 3alrymyieHHs. 3aco0M CTBOPEHHS
MaCKyIOUHX 3aBaj] B KOMyHIKaIliIHHUX Mepekax. 3aco0M CTBOPEHHS MACKyIO4H 3aBajl B
Mepexax eleKTpokuBIIeHHS. bararodyHKITiOHAIbH] 3400 3aXHCTY.

2.5. KommuiekcHi cuctemu 3axucty ingopmanii

3arajibHi MOJIOJKEHHSI TAa BHMOTM MO0 OpraHisamii podiT i3 3axucry
ingopmamii Ta MOPSIAKY CTBOPEHHSI KOMILIEKCHOI CHCTEeMH 3aXUCTy iH(popmamii B
IKC. Ilonstrst komruiekcHoi cuctemu 3axucty iH@popMmartii (KC3I) B IKC. OcHoBHi
HOPMAaTHBHO-TIPABOBI aKTH III0JI0 OpraHizalli poOiT 13 3axXucTy iH(OopMAaLll Ta TOPSIKY
crBopennst KC31 B IKC. €nnicts nopsiiky crBopennst KC3I Ha Beix eTanax >KUTTEBOTO
iy  IKC. Ipornec crBoperns KC3I sk 3ailiCHEHHS KOMITIEKCY B3a€MOY3TO/KEHUX
3aX0/IiB, CIIPSMOBAaHHX Ha pO3pPOOJICHH 1 BIIPOBAKEHHS 1H(OPMALIIITHOT TEXHOJIOT T, sIKa
3abe3neuye 00poOky iHpopmanii B IKC 3rigHO 3 BUMOramu, BCTaHOBJICHUMHU
HOPMATHUBHO-TIPABOBUMH aKTaMu Ta HOpMaTHBHUX JOKyMeHTiB (H]I) y cdepi 3axucty
iHpopmari. [Topsok ctBopenns KC3I B IKC sik CyKyInHICTh BIOPSIKOBAHUX Y Yaci,
B3a€MOIIOB SI3aHKX, 00 €THAHUX B OKpeMi eTamu poOIT, BUKOHAHHS SIKUX HEOOXiTHE U
nocratHe st KC3I, 1m0 cTBOproeThesl.

OcHoBHi 3aco0u Ta 3axoau, mo BxoasaTh A0 ckiaaxy KC3I. KC3I sk 3axonu ta
3aco0u, SIK1 peaTi3yroTh CIIOCOOM, METOJTN, MEXaHI3MU 3aXHCTY 1H(OpMAITii BiI: BUTOKY
TEXHIYHUMHU KaHAJIaMH, J0 SKWAX BIIHOCSATHCS: KaHAIM MOOIYHUX €JIEKTPOMArHITHUX
BUIIPOMIHIOBaHb 1 HaBE/ICHb, aKyCTOCJICKTPUYHI Ta 1HIIN KaHAJIM; HECAHKITIOHOBAHUX [T
Ta HECAHKI[IOHOBAHOTO JIOCTYIY N0 1H(OpMAILii, 10 MOXYTh 3IHCHIOBATUCS MUIIXOM
MIIKTIOUEHHST JI0 amaparypy Ta JIHIA 3B’S3Ky, MAacKyBaHHS TiJ 3apeeCTPOBAHOTO
KOpPHUCTYBaya, TOOJIAHHS 3aXOJiB 3aXHUCTy 3 METOI0 BUKOPUCTaHHs iH(opmarli ado
HaB’sI3yBaHHsS XMOHOI 1H(OpMAaLlll, 3aCTOCYBAHHS 3aKJIa[HUX MPHUCTPOIB UM IPOrpam,
BUKOPHCTAHHS KOMIT FOTEPHUX BIPYCIB Ta 1H; CIIEIIAJIbHOTO BILUTMBY HA IH(POPMALIiIO, STKUI
MOY€e 3IIMCHIOBATUCS LUBIXOM (POPMYBaHHSI IMOJIB 1 CUTHAIIB 3 METOI MOPYIICHHS
IUTICHOCTI 1H(oOpMallii abo pyHHYBaHHS CHUCTEMH 3axHUCTy. BIUMB BiacTUBOCTEH
00po0:rOBaHOT iH(OpMAIIii, KJIacy aBTOMaTH30BaHO1 CUCTEMH Ta yMOB ekcintyaraitii [KC
Ha cknaj, cTpykrypy Ta BuMoru Ao KC3I. 3abe3neueHHs pexumMy CeKpeTHOCTI, MPOTU/IIi
TEXHIYHUM PO3BIJIKaM Ta OpraHi3aIliifHi 3aX0IH 010 OXOPOHH iH(OopMaITil 3 00MEKEHUM
JIOCTYTIOM Yy TIPOIIEC] TIPOEKTYBaHHS, PO3pPOOJICHHS, BUTOTOBICHHS, ekcruryaramii [KC.
CtBOpeHHs1 KoMILieKciB 3axucTy iH(opmari K33 Bif BUTOKY TEXHIYHMMM KaHAJaMH.
Monynbauii npunimn nodynosu KC3I interpoBanoi B IKC.

IMopsinoxk cTBOpeHHs, 3aBJaHHA, (YHKIIli, CTPYKTypa Ta IOBHOBAKEHHS
cryk0m 3axucry indgopmanii moao opraxizamii pooir 3i creopenns KC3I B IKC.
3aranpHy MOJIOKEHHS 1po ciyk0y 3axucty iHbopmartii (C3I). 3apganns C31. OyHkIii



C3I: mix vac crBopenHs KC3I; mig yac ekcrutyararii KC3I; 3 opranizariii HaBuyaHHs
NEepCOHATy 3 TMUTaHb 3a0e3neyeHHs 3axucty iHpopmarii. [loBHOBakeHHS Ta
BinoBiganpHICTh C31: paa C31; 0608’ s3xu C3I; BignosinamsHicTh C31; B3aemomist C3I
3 IHIIIMMH MAPO3AUIAMU Ta 30BHIIIHIMU OpTaHi3allisiMy; IITATHUNA PO3KIIAJ Ta CTPYKTypa
C3I. Opranizariist po6iT cimy>x0u 3axucty iHdopmariii. @inancyBanns C31.

OorpynryBannsi HeoOxigHocti crBopeHHst KC3I. IlincraBa s BU3HAYCHHS
HeoOximHocTi crBopeHHi KC3I. Buximni maHi Ui OOrpyHTYBaHHS HEOOXITHOCTI
crBopenHst KC3I. ITpuiinstts pimeHHs rmpo HeooximHicTh ctBopeHHst KC3I.

Oo6cresxenns cepenopui pynkuionyBannsi IKC. O6ctexxeHHs1 00UMCIIOBATBHOL
cuctemu [KC. OOcrexenns iHpopmartiiiHoro cepefonuia. O0cTexeHHs: Pi3UIHOTO
cepenoBuina. OOCTeXeHHs cepeioBUIIa KOPUCTyBauiB. AKT oOctexxenHs. [Inan 3axucty
iHpopmartii B IKC. Ilepenik 00’exTiB 3axucty. [loTeHtiiini 3arpo3u mis iHdopmarli,
MOJIEJb 3arpo3 Ta MOJIENb [OPYIIIHHKA.

®opmyBanHs 3aBaanHs Ha crBopeHHst KC3I. 3aBnanns 3axucry iHdopmariii B
IKC, mera ctBopennss KC3I, BapianT BHpILLIEHHSI 33a4 3aXMCTy, OCHOBHI HANpsIMH
3a0€3MeUeHHs 3aXUCTy. AHANI3 pU3UKIB (BUBUEHHSI MOZIENI 3arPpo3 1 MOJIENI MOPYIIHUKA,
MO>KJIMBUX HACIHIAKIB BiJl peatizallii MOTEHIIIMHUX 3arpo3, BEJIMYUMHU MOMKIIMBUX 30UTKIB
Ta 1H.) 1 BU3HAUYEHHS NIEPENKYy CYTTEBHX 3arpo3. BU3HAYeHHs 3arajgbHOi CTPYKTYpH Ta
cxiany KC3I, BUMoru 10 MOXIIMBHX 3aXO0JliB, METOIB Ta 3aCO01B 3aXHCTy 1H(pOpMAILlii,
JIOITyCTUMI OOMEKEHHSI III0/I0 3aCTOCYBaHHS TIEBHUX 3aXOJIB 1 3acO0IB 3aXUCTy
(oOMesxeHHsI 110/I0 BUKOPUCTAHHS 3aC001B aKTMBHOTO 3aXUCTY Bl BUTOKY 1H(oOpMarrii
kaHasamu [IEMBH 3a paxynok Bukopucranss 3aco6iB EOT B 3axuiiieHoMy BUKOHaHHI
TOIIIO), 1HIIN OOMEXEHHsI o0 cepenoBuil GyHkioHyBaHHS IKC, oOMexeHHs 111010
BukopucTanus pecypciB IKC g peamizariii 3a1a4 3axXucTy, MPUITYCTHMI BUTPATH HA
crBopennst KC3I, ymoBu cTBOpeHHs1, BBesieHHs B it 1 hyHkitionyBaHHsa KC3I (oxpemux
il IICKCTEM, KOMITOHEHTIB), 3arajibHl BUMOTH JIO CITIBBITHOIIIEHHS Ta MEXK 3aCTOCYBaHHSI
B IKC (okpemux ii mijicucremMax, KOMIIOHEHTAX ) OpraHi3allifHuX, IHKEHEPHO-TEXHIYHUX,
TEXHIYHHUX, KpUNTOrpaiuHUX Ta IHIIMX 3aXOIB 3aXUCTy 1H(pOpMAIlii, 10 BBIAAYTH 10
ckinany KC3I. OdopmieHHs 3BITYy Mpo BUKOHAHHS POOIT IIi€i cTafii Ta opopMIICHHS
3asiBKU Ha po3pooky KC3I.

Po3podka nosnituxu 0e3nexu ingopmanii B IKC. BruBuenns 00’ekra, Ha IKOMY
crBoproeTbest KC3I, mpoBeneHHs: HaykoBo-gocigHUX podiT. Bubip Bapianty KC3L
OdopmiteHHSs TIOMITUKU OE3TIEKH.

Po3poOka TexHiunoro 3aBaanHs Ha crBopeHHsi KC3I. [Ipu3nayeHHs Ta
OCHOBHMI 3MICT TexHiuHOro 3aBnmanHs (T3). Bapiantu odopmienns T3 na KC3L
OcobmBocti T3 Ha KC3I s inrerpoBanux IKC, siki OymyroThCst 32 MOIYJIbHUM
TIPUHIIATIOM.

Po3podka npoexty KC3I. Iopsinok po3pooku mpoekty KC3I. Eckizauii mpoexT
KC3I. Texniunauii mpoext KC3I. Po6ounit mpoext KC3I.

Bgenennst KC3I B niro Ta oninka 3axumenocri ingopmauii B IKC. I[linroroska
OpraHi3aliifHOI CTPYKTYpU Ta PO3pPOOKa pO3MOPSIUMX TIOKYMEHTIB, 10 PETJIAMEHTYIOTh
JUSUTBHICTD 13 3a0e3nedeHHs 3axucty iH@opmamii B IKC. HaBuanHs kopucTyBauis.
KommnekcyBannst KC3I.  ByaiBenbHO-MOHTaxkH1 poOoTH. [lyckoHanmaromxyBaibHi
po6otu. Ilonepenni BunpoOyBaHHs. JlocminHa ekcrutyararis. Jlep»aBHa ekcrepTusa
KC3L



CynpoBomxennsi KC3I. [Ilopsnok BuxoHaHHs poOIT 3 OpraHizamiiHoro
3a0e3neueHnst ¢ynkumionyBanns KC3I ta ympapminHs 3acobamu 3axucty iH(opmartii
BIIMIOBITHO JI0 TUIAHY 3aXKCTy Ta €KCIUTyaTalliiHOi IOKyMEHTAllll Ha KOMIIOHEHTH Ha
xomrioneHTH KC3I, rapanTiitHOMy Ta TicIArapaHTIiHOMY TEXHITHOMY OOCITYyTOBYBAaHHIO
3aco0i1B 3axucTy iHpOpMaIIii.

2.6. Ynpasiainus  indopmamiiiHolo  Oe3mexkorw B iHdopmaliiino-
KOMYHIKAIIITHAX CHCTEMAaXx

IlepexyMOBH Ta OCHOBHI HANPSIMKH PO3BUTKY MeEHEIKMEHTY Y cq)epl
lH(l)OpMaIIll/IHOI Oe3nexn. Merta, 3aBaHHsI, TIEPETyMOBU Ta HAMPSIMKU opraH13au1HH01 1
YIIPaBIiHCBKOI poboTH y cepi iHbopMmariitHoi Oe3neku. JisTbHICT MIKHAPOIHHUX
opranizamii 'y cdepi iHdopmariiiHoi Oe3meku. JliISUTBHICTD — CIEHiai30BaHUX
MDKHApOJHUX  opraHizamii  y cdept iHpOpMaIliiHOi  Oe3reku.  YTpaBliHHA
1H(pOpMAITIHHOIO OE3MEKOI0 Ha PIBHI MOTYXHUX IMOCTAYATLHUKIB IHPOPMAIIIHHUX CUCTEM.

Ynpasiinaa iHgopmaliiiHo0 0e31eKor0 Ha Jep:;kaBHOMY piBHI. [lepemrymoBu
PO3BUTKY JIep’KaBHOTO yIpaBiiHHSA y cdepl 1HPOpMAaIiHOI Oe3meku. 3araibHa
METOJIONIOTIS 1 CTPYKTypa OpraHizaliiifHoro 3ade3nedeHHs iHdopMaliiiiHoi Oe3neku Ha
piBHI JepkaB. YTpaBiiHHS 1H(MOPMAIIIHOIO OE3MEeKOI0 Ha JIEP)KaBHOMY pIBHI Ha
npuKiIaal YKpaiHu.

OcHoBH ynpas/liHHA iH(OpPMALiHOI 0e3NeKO HAa PiBHI MiNPHEMCTBA.
[lepenymMoBH pO3BUTKY YyHpaBiliHHA y cdepi iH(opMaliiiHOI Oe3nekr Ha piBHI
MIIOPUEMCTB. 3arajbHa CTIPYKTypa YIPABIIHCHKOI poOOTH 13  3a0e3MedeHHs
1H(popMaILIiHOT Oe3MEKH Ha MAPUEMCTBI.

HopmaruBHO-TIpaBOBi  OCHOBM 1no0y10BH CHCTEMHM  YNPABJiHHA
ingopmauiitHoro 0e3meKoro ingopmaniitHO-KOMYHIKaLiiTHOL CHCTEeMH
nignpueMmcrBa. Cranpaptu ynpasiiaHs iHbopmariitHoro Oesmnekoro. Itil. Cobit 4.1.
Cranmaptu cepii [SO/IEC 27000. Crangaptu cepii ICTY ISO/IEC 13335. HJI T31. Tnmm
CTaHJAPTH.

YnpasJjinnasg iHgopmaniiiHoo 0e3mexor0 Ha 0cHOBI cranaapTis cepii ISO/TEC
27000. 3aranpHa xapakrepuctuka cranaapTiB cepii ISO/IEC 27000. Ornsin crannapty
ISO/IEC 27001. T"any3b 3actocyBanns crannapty ISO/IEC 27001. Ctpykrypa cTanaapty
ISO/IEC 27001. Mopens cuctemu yrmpapiiHHS 1H(popMaliiiiHOO Oe3rexoro. Bumorn
CTaHAAPTY 1 CIOCOOU 1X peasti3arlii.

®opMyBaHHA MOJITHKH iH(popMaLiiiHoi Oe3niexkH HA mianpueMcrBi. CTpyKkTypa
MOJIITUKY 1H(OpMAITiFHOT O€3MeKH Ha TIMPUEMCTBI Ta MPOLIEC i1 PO3POOKH.

Cinyx0a indgopmauiiinoi 6e3nexn Ha mignmpueMcrTBi. OprasizaiiifHa CTpyKTypa
cityx0u iHpopmariitHoi Oe3neku. PodoTa 3 mepcoHanoM miiprueMCTBa.

OcHOBHI BHIM npaBWJI yNpaBJiiHHA iHGopMaLiiiHOI0 0€311eK0I0 BiAIOBIIHO 10
crangapry ISO/IEC 27002 Tta ix goxkymenTtaniiine opopmienns. [IpaBuna dizuanoi
oesnexu. [IpaBuna aBreHTHdiKamii 1 6e3mekn mepexi. [IpaBuna Ge3nedHoi poOOTH B
[arepneri. [IpaBuna Ge3neku enekTpoHHOI moiTy. [IpaBuiia aHTUBIPYCHOTO 3aXHCTY.
[TpaBua 3actocyBanns mudpysansst. [IpaBuna po3poOku nporpamMHOro 3a0e3nevyeHHs.
Tunosi JokyMeHTH, 3acHOoBaH1 Ha BuMorax cranaapty ISO/IEC 27002.

AmHai3 1 ynpapiiHHS pu3uKaMu iH(opmauiiiHoi 0e3nexu. CTBOPEHHS PeecTpy
pm3uKiB. [nenTrdikartist 3arpo3 1 ypazmuBocteid. O1iHKa pU3MKIB. YTIPaBIiHHS PU3HKAMHU.



Aynut indgopmaiiiinoi 0e3nekn Ha mianpuemcTBi. [ToHaTTs aynuty Oe3neku.
Crangapt COBIT. IIpakTuka npoBeneHHs1 ayauty Oesneku. Etanu npoBeaeHHs ayuTa
Oe3MeKw: 1HIMIFOBaHHS MPOIICAYPHY ayauTa; 30upaHHs 1HPOpMAITii ayiTa; aHa3 JaHUX
aynuTa; BAPOOJICHHS peKOMEH/IAIIIi; MTIT0TOBKA ayAUTOPCHKOTO 3BITY.

Opranizanis pearyBanHss Ha Haa3Buuaiini mnoaii (inmuaenrtu). IlowsTrs
HIMICHTY 1H(OpMaIiifHOT Oe3neku. BusiBieHHs 1HIMAEHTIB. PearyBaHHs Ha 1HIUACHT:
aHaN3 IHIWACHTY, PO3CIIAyBaHHS IHIUICHTY, 3BIT Mpo iHUUIEHT. [lomepemkeHHs
HIIUCHTIB. Y CYHEHHS HACIIIKIB 1HIIUCHTIB.

Po3po0ka Ta BIpOBaKeHHS CUCTEMH YIIPABJIIHHSI iIHPOpMALIITHOIO 0€31EeKO010.
Etarmu po3poOku 1 BpoBapkeHHS cucteMu yrpapimiHHS Ib. OpranizariiifHi acrieKTH
BIIPOBA/DKCHHS CHUCTEMH YIpaBliHHSA 1HGopMaliiHow Oe3nekoro. OcobamBOCTI
1oOyIOBH CUCTEMH YIIPaBIIiHHA 1H(HOpMAITIfHOK OE3MEeKOI Ha OCHOBI CTaHIAPTIB cepii
ISO/IEC 27000. Ceptudikaiiis cCMCTeMH YIIpaBIiHHs iHPOpMAIIIHHOIO OE3MEKOIO.

Buxopucranis nporpaMHux 3aco0iB ISl MIATPUMKH YIIPaBJIiHHA 0e311eKoI0.
[Iporpamna miaTprMKa poOOTH 3 MOMITUKOIO Oe3neku. [IporpamMua maTpuMka aHam3y
pu3uKiB. [IporpamMHi KOMIUIEKCH /7151 CTBOPEHHS cUcTeMH yripaBiiHHA Ib.

Haganns mociayr y cepi ingopmauiitHoi 0e3neku. I[lepemymMoBr pPO3BUTKY
PUHKY TIOCIYT 3a0e3mneueHHs 1HpopMaliiiiHO1 Oe3Meky Ta Horo cTpykrypa. OcoOamBoCTi
Jesdkux BUIB mociyr. CtpaxyBaHHs 1H(QoOpMamiiHUX puU3uKiB. OCHOBU METOHOJIOTIL
CTpaxyBaHHs 1H(pOPMaLIHUX pecypciB. PHHOK CTpaxOBUX MOCHYT.

3. IMTAHHA VI INIATOTOBKU 10 BUTTPOBYBAHHSA
3.1. TeopeTu4ni ocHOBM 3axuileHUX iH(pOpPMaLIHHUX TeXHOJIOTiii

OCHOBHI MOHATTS TAPAHTOBAHO 3aXUILEHNX 1H()OPMAIIIHHUX TEXHOJIOTIH.
dopMyBaHHS TapaHTOBAHO 3aXUILEHUX TH(HOPMAIIHHUX TEXHOJIOT1H
Po3poOka rapaHTOBaHMX CHCTEM 3aXHCTY.
Mogeni ormucy (yHKIIIOHYBaHHSI KOMIT FOTEPHUX CUCTEM.
OcHoBHI MozienNi cepeoBHLIa (YHKIIIOHYBAHHSI KOMIT FOTEPHOI CUCTEMHU.
[omiTuKy yrpaBIiHHS JOCTYTIOM.
Mogeni ormucy MOMTUKA OE3MEKH.
Moneni 3a0e3neueHHst KOH(1ISHIIHHOCTI.
. Monem 3a0e3ned4eHHs HUIICHOCTI.

10 Mopeni 3a0e3neueHHs JOCTYITHOCTI.

11.Cunres Mozerneit Oe3nexu.

12.0OcHOBHI TOJOKEHHS IIOJ0 PO3POOKH MPOTPaMHOIO 3a0E3ICUCHHS 3aXUCTY
1H(pOopMartii.

13.Texnomnoriuaa Oe3neka po3poOJICHHS! CUCTEM 3aXUCTy

14.3abe3neueHHsT TapaHTiii BUKOHAHHS TIOMITHKA OE3MEKH Ha OCHOBI METOIY
reHepaiiii 130JI,bOBaHUX MPOTPAMHUX CEPEIOBHIIL

15.Mopnenb Ge3reku, 1m0 MOKJIa/IeHa B OCHOBY MibKHApoJHOTO cTaHaapty 1SO 7498-
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2.
16.Monenb 6e3rieku, 1m0 nokiaaeHa B ocHoBy HJI T3I 2.5. 3aranbHi mosioskeHHsI
Moiesi. DYHKIIOHATIBHI KpUTEPIi.



17.Mopens 6e3neku, mo nokiaaeHa B ocHoBy HJ T3I 2.5. Kpurepii rapanTiii
oe3nexn. OyHKITIOHATBHI TIPODLTI 3aXHUIICHOCTI.

18.Mogens Oesrieku, IO IMOKJIAZACHA B OCHOBY MbKHApomHoro cranmapry ISO
15408. OcHOBHI ITOJIOKEHHS 3arajlbHUX KPUTEPIiB Oe3MeKn iHPOpMAITIHHIX TEXHOIOTIH.
DyHKIIOHATBHI BUMOTH JI0 3aC00IB 3aXHCTY.

19.Mogens Oe3rieku, IO MOKJIAZACHA B OCHOBY MiKHApomHOro cranmapry ISO
15408. Bumoru rapanTiii 3aco06iB 3axucTy. PiBHI rapaHTiii 6e3neku.

20.CyyacHi 3axuIlieH1 onepariiiHi CHCTEMHU.

3.2. [IpuxiagHa KpUITOJIOTist

1. Topsiaxu yncen 3a momyJieM. JloBeneHHs TeopeM Eiinepa ta @epma.

2. Hudposwuit mianuc Enp-I"amars.

3. JliHiiiHa JBIMKOBA PEKYpPEHTHA TOCIHIIOBHICTh Y SIKOCTI ramu. | eHepartop
ricesnoBumnagxkoBux umces ANSI X9.17.

4. TectyBaHHsI yMcel HA IPOCTOTY. IMOBIPHICHI Ta JIeTepMIHOBaHI TecTU. TecT Ha
OCHOBI MaJ1oi Teopemu Depma.

5. Tect Conoaes-llTpaccena nepeBipky yncesn Ha IPOCTOTY.

6. Tect Pabina-Miumiepa nepeBipky yucen Ha IPOCTOTY.

7. 3arasnbHi BIJOMOCTI TIPO 1HO3EMHI KPUITTO3aCOOH.

8. Busnauenns rem-¢ynkuii. [ToOymoBa rem-¢yHKIii, BUXOAS9M 3 OJIOYHOTO
nmgpa.

9. KirouoBi crcteMu OTOKOBUX HH(iB. JKUTTEBHIA IIUKIT KITFOUIB.

10.I'pymoBuii 3aK0H Ha HEBUPOKEHIH eMINTHYHINA KpUBIi B apiHHMX KOOpAWHATAX.
Amnarnor nporokoiy Jihdi-Xenmana a rpyri TOYOK Ha €TINTHYHINA KPUBIH.

11.AKTyanbHICTh TPOOJEMH HAIIMHOCTI MJIFOUMX CHCTEM KpUOTOrpadigyHOro
3aXUCTy 1H(pOpMAIIii.

12.3aranbHa cuMeTpudHa cuctemMa cekperHoro 3B s13ky 3a K. [llernonom. OcHOBHI
TEpMIHU Ta BU3HAYCHHS KPUITTOJIOTi.

13.IlpoGmema  po3noauly KIOYIB Ta 1l BHUPIMIEHHA 32  JOMOMOTOKO
OJTHOCTIPSIMOBAaHUX (DYHKIIIH 3 JTa3iBKaMH. ACUMETPUYHI KPUITTOCUCTEMH.

14.BuzHaueHHs Ta NPUKIIaI OCHOBHUX Ta €IEMEHTAPHUX THUIIB IH(PIB.

15. Anroputm ['OCT 28147-89 B pesxumi MPOCTOi 3aMIHU Ta PEKUMI TaMyBaHHS 13
3BOPOTHUM 3B’ SI3KOM.

16.AnropuTt™ po3B’sI3yBaHHS TTOPIBHSHHS TIEPIIIOTO CTETICHS 3 OJJHUM HEBITOMHM.
DopMyIIIOBaHHS KUTAKCHKOI TEOPEMU MPO 3ATUILLKH.

17.JIBousieHHI KBaipaTH4HI NOPIBHSIHHS. BiactuBocTi cuMBoty Jlexanpa.

18./1BousieHH1 KBaipaTH4HI MOPIBHIHHS. BiactuBocTi cuMmBoiy Sko0i.

19.11o0ymoBa kpurnrocucremu RSA. Inest udpoBoro miamucy.

20.3wmimmani kpunrrocuctemu. [Ipotokon Jiddi-Xemmvana y3romKeHHs KITIOYiB.

3.3.MeToau Ta 3aco0m 3axucrty iHopmaniiHUX i KOMyHiKaiHUX cUCTEM

1. OcHOBHI MOJIOKEHHSI CUCTEMH TEXHIYHOI0 3aXUCTY 1H(OpMaLIli B KOMITIOTEPHUX
CHUCTEMAX.
2. MexaHi3Mu Ta 3ac00H 3aXHCTy ONEpPaIiHAX CUCTEM.



3. Mexani3aMu Ta 3aco0M 3aXHCTy OINEpalliiHuX cucteM ciMerictBa Microsoft
Windows.
4. MexaHi3MH Ta 3aCO0H 3aXUCTy CHCTEM KepyBaHHs 0a3aMy JTaHUX.
5. Konmenist cuctemu Ge3meky cucTeMH KepyBaHHS 0a3aMu TaHuX cimerictBa MS
SQL Server.
6. Meroavka migBuIeHHA €(EKTUBHOCTI 3aXHCTy Ta ayIUT CUCTEMH KepyBaHHS
0azamu manmx cimerictea MS SQL Server.
7. MexaHi3Mu Ta 3200 3aXUCTY B IIKIIJIMBUX IMPOIPAMHUX 3aCO0IB.
8. 3aranbHa XapaKTEepUCTUKA KOMIT IOTEPHUX BIPYCIB.
9. Meroau Ta 3aco0u 6OPOTHOH 3 KOMIT IOTEPHUMH BIPYCaMHU.
10. Meronu Ta 3acobu OOpOTHOU 3 IMPOrpaMaMu KeHIorepamu.
11. 3aranpHi MMOJIOKEHHS 3aXUCTY PO3MOUICHUX OOYMCITIOBAIBHUX CEPEIOBHII Ta
MEpEK mepeadi 1aHuX.
12. Mera Ta 3a/1a49i BUKOPHCTaHHS MEPEKEBUX CKPaHIB.
13. Mera Ta 3312491 BUKOPHCTAHHS MIPUBATHUX BIPTYaJIHbHUX MEPEK.
14. Texnomnorts 3axucty Bif DOS Ta DDOS aTtak Ha KOMIT FOTE€pHI MEPEXKI.
15. TMaponpHuiA 3aXUCT 00’ €KTIB KOMIT FOTEPHUX MEPEK.
16. 3axucT eJIeKTPOHHOI MOIITH.
17. 3axuct Web-cepBepy Apache.
18. 3axuct Web-cepsepy IIS.
19. TlepcniekTrBHI HaNpsSMU PO3BUTKY KOMIUIEKCIB 3aCO0IB 3aXUCTy 1H(OpMAILi B
PO3IOIICHHX CEPEOBHUINAX.
20. besneka MOOLITBHUX MPUCTPOIB.

3.4. CucremMu TeXHiYHOrO0 3axucTy iHpopmanii

TexHiyHI KaHAIM BUTOKY 1H(OpMAITii. 3arajbHa XapaKTepUCTHKA.
AKyCTUYHI KaHaJIM BUTOKY iH(opMaIiii.

PanioenexTpoHH1 KaHaIM BUTOKY iH(OpMaIIii.

OnTuyHi KaHAM BUTOKY 1H(OpMAIIii..

3akya iHI TPUCTPOL.

3aco0u repexoruieHHs iHpOopMallii 3a JOIOMOTror MIKpO(OHIB.
3aco0u repexorureHHs iHpopMaliii 3a JOOMOTO0 JUKTO(MOHIB.
OnTuyHi 3ac00M NIEpeXOoIICHHs 1H(OopMaItii.

[epexoruieHHst iHpOpMaLiii B 3ac00ax 3B’s3KY.

0. BusiBnieHHs 3aKJ1aIHUX TIPUCTPOIB.

11. TlporpamHo-anapaTHi MPUCTPOI 3aXUCTy 1HHOpMaLIii.

12. OcHoBHI criocoOu 3axucTy iH(opMalili TEXHIYHUMH 3aC00aMHU.
13. Anapatypa 3axXuCTy JIiHIH 3B SI3KY.

14. 3acoOu cTBOpPEHHS aKYCTUIHHX MACKYFOUHMX 3aBaJl.

15. 3aco0u CTBOpEHHS €JIEKTPOMATHITHUX MACKYIOUMX 3aBa/l.

RO ~Nooo~wdE

3.5 KomIuiekcHi cucteMu 3aXucTy iHopmanii

1. 3arayibHi NOJIOKEHHS Ta BUMOTH 111010 OpraHi3ailii poOiIT i3 3aXucTy iH(opMmarlii
Ta TIOPSZIKY CTBOPEHHS KOMITJIEKCHOI cuctemu 3axucty iHdopmartii B IKC.



2. OcHOBHI 3ac00U Ta 3aX0/TH, 1110 BXOJATh 10 ckiaxy KC3I.

3. Tlopsimok cTBOpeHHs, 3aBaaHHs, (DYHKIIii, CTPyKTypa Ta TOBHOBAKEHHS CITy>KOU
3axucTy iHpopMarlii o0 opranizarii pooit 31 crBopernss KC3I B IKC.
OOrpynTtyBanHs1 HeoOxiqHOCTI cTBopeHHs KC3L.

OOcrexenns cepenonuil ¢yHkiionyBanns [KC.

®dopMmyBaHH 3aB1aHHsA Ha cTBOpeHHs KC31.

Po3poOka momitrku 6e3nexu iHdopmartii B IKC.

Po3pobOxka TexHigHoro 3aaanHs Ha ctBopeHHs KC31.

Po3pobxka npoexty KC3I.

10 Beenenns KC3I B aito Ta ortinka 3axuiiieHocti iHdopMartii B IKC.
11. CymnpoBomxkenns: KC3L
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3.6. VYnpapiainaa  indopmaiiiinoro  0e3nexkorw B iHdopmauiiiHo-
KOMYHIKaLlIiHUX CHCTeMax

1. TlepemymoBM Ta OCHOBHI HAampsSMKH PO3BUTKY MEHEIKMEHTY Yy cdepi
1HpOpMAITIHHOI OE3MEKH.

2. YnpapniHHs iHGOPMAIIIHOIO OE3MEKO0 Ha IePKABHOMY PIBHI.

3. OcHoBu ymipaBiiHHs 1H(QOpMAIIIHHOO OE3MEKOI0 Ha PIBHI MIAMPUEMCTBA.

4. HopmaTtuBHO-TIpaBOBI OCHOBH MOOYI0BY CUCTEMH YIIPABIIHHS 1H(GOPMAITIIHOIO
0e3neKoro 1H(HOopMaLITHO-KOMYHIKALIIHOT CHCTEMH IMTIANPUEMCTBA.

5. VYmpasninnas b Ha ocHoBi cranaaptis cepii [SO/IEC 27000.

6. dopmyBaHHS MOMTUKH iH()OPMAITIIHOT O3MEKH Ha MIMPHUEMCTBI.

7. Ciyx6a tHpopmarLiiiHOT Oe3MeKH Ha MiAIPUEMCTBI.

8. OcHOBHI BUM TIpaBUJI YIPABIIHHS 1H(POPMAILIIITHOIO OE3MEKOI0 BiAMIOBIIHO 10
cranaapty ISO/IEC 27002 Tta ix nokymeHTarliiiHe ohopMIICHHS.

9. Amnami3 1 ynpapiiHHS prU3UKaMu 1HGOPMAITIHHOT Oe3MeKH.

10. Ayaut tHpopMaIiiHOi Oe3MeKky Ha MiAIPUEMCTBI.

11. Opranizaiiis pearyBaHHs Ha HaJ[3BHUYaiiH1 MOIii (IHIMICHTH).

12. Po3poOka Ta BIIPOBAHKEHHS CUCTEMH YIIPABIIIHHS 1HPOPMAITIHHOI0 O€3MEKOIO.

13. BuxopucTanHs porpaMHUX 3ac001B JIsl MATPUMKH YIIPABIIHHS O€3MEKO0.

14. Hanauus nociyr y cdepi iHPOpMAIiHOI Oe3MeKu.

Kpurepii oiiHlOBaHHA 3HAHb BCTYIIHUKA

KinbkicTs 0aJ1iB Kpurepii
(max - 200)

Bucrapnserscs 3a riuOOKI 3HaHHS HaBYAJIBHOTO Martepiaiy,
110 MICTUTBCSI B OCHOBHHX 1 IOAATKOBUX PEKOMEHOBAHUX
JoKeperiax; BMIHHS aHaNI3yBaTH SIBHUINA, SIKI BUBYAIOTHCH, Y
180 — 200 iXHbOMY B32€EMO3B'A3KY 1 PO3BUTKY, YITKO 1 JIAKOHIYHO;
JIOT1YHO 1 ITOCJIIJOBHO BIJINIOBIJIaTH HA MOCTaBJICH] 3alIMTaHHS;
BMIHHSl 3aCTOCOBYBaTHM TEOPETUYHI TOJIOKEHHS IIiJ dYac
PO3B'sI3aHHA MPAKTUYHUX 3a/1a4.




BucrtapnsieTscs 3a rpyHTOBHI 3HaHHS HAaBYAJIbHOTO MaTepiaiy,
160 - 179 apryMEHTOBaH1 BIAMOBIAI HA MOCTABIICHI 3allUTaHHS, BMIHHSI
3aCTOCOBYBATH TEOPETUYHI MOJIOKEHHS I/ 9ac pO3B'sI3yBaHHS
MPaKTUYHUX 3a7a4.

BucraBnseTscsi 3a MilHI 3HAHHSA HABYAJIBHOTO Martepiany,
apryMEHTOBaHI BIAMOBIJI Ha IIOCTaBJICHI 3allUTaHHS, SKi,

140 — 159 OJIHaK, MICTATh II€BHI HETOYHOCTI; BMIHHS 3aCTOCOBYBAaTHU
TEOPETUYHI TIOJIOKCHHS IIiJ Yac PpO3B'SI3aHHS IMPAKTHUYHUX
3aj7ad4.

BucTtaBiseThes 3a mocepeHi 3HaHHS HaBYAJIBHOTO MaTepiany,

120 - 139 Majo apryMEHTOBaHI BIAMOBIII, CJ1a0Ke 3acTOCYBaHHS

TECOPETUYHUX MOJ0KEHb IPU PO3B’A3aHHI MPAKTUYHUX 3a7a4.

BucraBnseTscsi 3a cnabki 3HAHHS HAaBYAJIBHOTO Marepiaiy,
100 - 119 HETOYHI a00 Majo apryMeHTOBaH1 BIJMOBI/I, 3 TOPYIICHHIM
MOCJIITOBHOCTI HOT0 BHUKJIAJIaHHA, 3a CiIa0Ke 3aCTOCYBaHHS
TEOPETUYHUX MOJI0KEHb MPU PO3B’SI3aHHI MPAKTUYHUX 33]1a4.

BucrapnseTscs 3a He3HAHHS 3HAYHOI YaCTUHU HABYAIHHOTO
1-99 Marepiajly, ICTOTHI MOMWJIKH y BIANOBIAAX Ha 3alUTaHHI,
HEBMIHHSI OpIEHTYBATUCS MiJ 4Yac PO3B'SI3aHHS MPAKTHYHHX
3a]1a4, He3HaHHS OCHOBHUX (DYHaMEHTAIbHUX IOJIOKEHb.
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