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1. 3AT'AJIBHI TIOJIOKEHHA

[Iporpama po3pobiieHa kadenporo iH(opMariiHOT Ta KibepHETHIHOT Oe3neKu
iMeHi mipoecopa Bomogumupa Bypsiuka KwuiBchkoro yHiBepcuteTy imeni bopuca
['piHueHKa Ha OCHOBI HABYAJBHHUX MPOrpam MPOQUIbHUX JUCHMIUIH CTYMEHs BHUIIIOI
OCBITH — OakajiaBp: TEOPETUYHI OCHOBU 3aXMIICHHX 1H(OPMAIIHHUX TEXHOJOTIH,
NPUKIIATHA KPHUIITOJIOTIS, METOJM Ta 3aCO0M 3aXUCTy 1H(OPMAIIHHO-KOMYHIKAI[IHHUX
CHCTEM, TIPOCKTYBAaHHS KOMIUIEKCHUX CHCTEM 3axWCTy 1HGopMallii, YIpaBIiHHS
1H(pOopMaIliitHOIO 6e31eKor0 HhOoPMAaIIHHO-KOMYHIKAIIMHIX CHCTEM.

®axoBuil iCIUT MPOBOAUTHCS Yy (GOpPMi KOMIT IOTEPHOTO TECTyBaHHS, IO
3IIACHIOETHCS MTPOTATOM 60 XBHUIIMH, SIKE JI03BOJIMTH BCTAHOBUTH PiBEHB ITiITOTOBKU
a0iTypieHTa Ta MOro TMOTEHIA] 1 MOXKJIMBOCTI Il HaBYaHHS Ha CIEHIaIbHOCTI
125 «Kibepbesmnekay.

2. 3SMICT ITPOT'PAMU ®AXOBOTI'O ICITUTY
2.1. TeopeTu4Hi 0CHOBHU 3aXHILeHUX iH(POPMALIITHIX TEXHOJIOTIH

OcHoBHi mapagurmu ¢GopMyBaHHS 3axuilleHUX iHGOpMAIIMHUX TEXHOJIOTIM.
OCHOBHI TOHSATTS TapaHTOBAaHO 3aXWIIEHUX 1H(pOpPMAIHKUX TexHoJorii. OCHOBU
dbopMyBaHHS TapaHTOBAHO 3axWIleHUX 1H(opMmamiiiHuX TexHomnorid. OcHOBU
PO3pOOIICHHS TAPAHTOBAHNX CUCTEM 3aXHCTY.

3araqbHi Mogesi omucy mnpoueciB 3axucry iHgopMauii B KOMITIOTEPHHX
cucremax. Cy0’ekTHO-00’€KTHA MOJIENIb OIMUCY KOMIT FOTEPHOI CUCTEMU. ABTOMATHA
Cy0’€KTHO-00’€KTHA MOJIEITb OMUCY KOMIT FOTEPHOI cucTeMu. BukopucTanHs cy0’€KTHO-
00’€KTHOI MoeM JyIsi onucy 0a30BUX omepallii B KOMI toTepHii cucteMi. [liaxomu 1o
dbopmyBanHs Mozieni 3arpo3. [limxoau 1o hopmyBanHs Mojieni nopyiHuka. [ligxonu ta
MOJICNIl OIMHUCY ITHHOCTI iH(opMartii: 0a30Bl MOHSTTS; aTUTHBHA MOJAETHL IIHHOCTI
1H(pOpMAITi; TOPSIKOBA IIKaJIa MIHHOCTEH; MOJIENTh PENITKH IiHHOCTEel; MLS periTka.
[limxomn Ta ™Momen OIHKA 30WUTKIB aBTOMATHW30BAHOI CHUCTEMH Ta PH3MKY ii
(byHKITIOHYBaHHSI.

OcHoBu Teopii 3axumenux cucrem. [lomituku ympasminas goctynoM. Mogemi
OnMCy TOMTUKK Oe3mekn. Mogem 3abesneueHHs KoHQiAeHIiHOCTI. Momeni
3a0e3neueHHs LuticHocT. Mogieni 3a0e3neueHHs focTynHocTi. [Ipukiiany MonemoBaHHs
MUTaHb OE3MEeKH B OOUMCITIOBATIbHUX ccTeMax. OCHOBU CHHTE3Y MOjIeNel Oe3MeKH.

3abe3neyeHHs rapaHTiii BAKOHAHHSA BUMOT MOJIITHK 0e3MeKu. 3araibHi OHATTS
Npo PO3pOOJIEHHS TPOrpaMHOro 3a0e3rneueHHs 3axucTy iHdopMartii. TexHosoriuHa
Oe3reka po3poOJICHHSI CHCTEM 3aXUCTy. 3a0€3MEUCHHST rapaHTii BUKOHAHHS MOJIITUKU
Oe3neKy Ha OCHOBI METO/Ty TeHepallii 130JJb0BAaHMX MPOrPaAMHUX CEPEIOBHILL.

Cranpapru3oBani Mojaesi ONHMCY Cy4acHMX iH(pOpMALIMHUX TEXHOJIOTI Ta
METOIU OIIHKM iX epeKTMBHOCTI. MojieTb, 1110 MOKJIAJCHA B OCHOBY MIKHAPOIHOTO
cranaapty ISO 7498-2. Mopens, mo noknaneHa B ocHory HJI T3I 2.5. Mogens, 1o
TIOKJIaJICHA B OCHOBY MiKHapoaHoro ctanaapty [SO 15408.



IIpuknagm nmo0yA0BH CYYACHMX 3axvINEHUX IHGOpMaUiiHMX TEXHOJOTIM.
Po3BUTOK 3axMIeHMX OOYMCIIOBAIBHMX cucreM. O  AesIKHX — 3aXHIIEHHUX
o0urcmoBaTbHUX crcTeM. CydacH1 3aXHUIIeH! CEPEIOBHINA Ta X MOJICI: THUITOBI YMOBH
(YHKIIIOHYBaHHS ~ PO3MOJAUICHUX OOYHMCIIOBAILHUX CEPEIOBHUIN 3 TOYKH 30pY
3a0€3MeYEeHHS iX LLTICHOCTI; TUTIOBI 3aXMIICHI PO3ITO/ILIEH1 O0UHCITIOBAJIBHI CEPEIOBHIIIA.

2.2. IlpukjiajHa KpUIITOJIOTis

OcnoBu kpunroJorii. [Ipenver kpunrosorii. Pojib KpUNITONOTIYHUX METO/IB B
noOy/JI0BI CHUCTEM 3axHUCTy 1H(oOpMaIli. AKTyaJbHICT, MOOYIOBU HAMIMHUX CHCTEM
3B’s13Ky. [lpoGrmemu mnpakTuuHOi Kpumtonorii. OCHOBHI TEpMIHM Ta BHU3HAYEHHSA
KPUIITOJIOT11. 3arajibHa CUMETpUYHa crcTeMa cekpeTHoro 3B’s13Ky K. [1leHHoHa. 3aranbHi
THUIU Kpuntoatak. [IpakThdHa Ta TeopeTyHa CTiMKICTh. KoayBaHHS BIKPUTOTO TEKCTY.
[lakyBaHHs1 JAOBUIBHMX JTAHWX JUIs Tiepefayl JiHIAMHU 3B’s3Ky. [Ipuknagu KiacuyHuX
umdpiB. [lonstrss nona. Ilone GF(2). Muorounenn Han mosem. Kiiblie JMIIKIB
NOMIHOMIB Ta po3umpeHHsa nonsg GF(2. Bekropu 1 miHiliHI Gopmu. basuc miHiiHOTO
npocropy. JIiHiiHI MepeTBOpeHHsT Ta MaTpulll Haja mojieM. I[liAcTaHOBKW, IUKIU 1
TpaHcno3uwii. IlincraHoBouni Mmarpuii. JIeKpeMeHT TiJICTaHOBKU. AHYIIOIOUUA Ta
MIHIMAJIbHUA MHOTOWIEH MaTpuill. MiHIMaIbHUA MHOTOWIEH MAaTpHIll BIJIHOCHO
BEKTOpA.

MonyiabHa apudmernka Ta ejgeMeHTapHi mm@pu. Jlnmku 3a momynem.
BigHommenns nopiBHsHHS. Posmmpennii amroput™ EBKTizia 11 4rcen Ta MHOTOUICHIB.
MonyneHa apudmernka. [lndpu 3aminu, ramyBaHHS Ta NEpeCTaHOBKU. PaHmomizartis.
[udpu npomopiiiiHoi Ta nomandasiTHOi 3amind. MeTtoauka aemmdpyBanHs mmppy
npocrtoi 3aminu. [ludp Kapaano Ta mmdp monsiitHoi nepecTaHOBKH.

IopiBusinasa 3 oqHuM HeBinomum. Teopemu Eitnepa 1 depma. [opsiaok uucna ta
NIEpPBICHUI KOPiHb 32 MoAyJieM. CrcTeMa JIIHIMHUX MOPIBHSHB Ta KUTaChKa TeopeMa Ipo
3IMIIKY. 3arajlbHAA METOZ PO3B’SI3yBaHHS JIHIMHUX MOPIBHAHB 3 OJHUM HEBIIOMHUM.
BrnactuBOCTI cTeneHeBUX TMOpIBHAHB. JIBOUJIEHHI MOPIBHAHHS BUIIMX CTENEHIB 3a
npoctuM MozysieM. IlepBicHuii Kopinb 3a MomyiaeM P°. JIMCKpeTHi Jorapudmu
(inmexcH).

AcUMeTPUYHI KPUNITOCMCTEMH Ta OCHOBHI TUNHM KpiB. 3a1a4i KPUMITOJIOTTI,
I110 TIPUBEJIH JIO TTOHATTS acUMETpUUHKX IMdpiB. [IoHSITTS mpo omHOCTOpOHH1 (PYHKITI
Ta ofHOCTOpOHHI (yHKIi 3 nasiBkamu. Kpunrocucrema RSA, kpunrocucrema Einb-
[Mamans, nporokon ysromkeHHs kmodiB Jlipdi-Xemmmana. [Tonsarrs remr-gyHKiii.
[udposuit mamuc Ha ocHOBI KpunrocucteMu RSA Ta xpunrocucremu Enb-Tamans.
3aranbHe PIBHSHHS Jj1s1 10Oya0BU 1udpoBoro miamucy tumy Emb-I'amans. Crnabki
napameTpu B kpunrrocucteMi RSA. TIpobnema dakropuzatiii Ta npodiiemMa AUCKPETHOTO
norapupmyBaHHa. [lousTrs kmoyoBoro notoky. Ilotokosi mmdpu. brokosi mmdpu.
Pexxumu 3actocyBanHs OokoBux mmdpis. Anroputm 'OCT 28147-89. Cnalki Kiroul.
3acTocyBaHHSI PETICTPIB 3CYBY A1 MOOYIOBH BY3JiB Kpumnrocxem. JlemmdpyBanHs
nmdpy nepioguyHoi ABiHKoBOT ramu. [lepion MiHIAHOT ABIMKOBOT PEKYPEHTH. 3arayibHi
BIJIOMOCTI PO KpumTorpadiyni napameTpu OyaeBux (QyHKLiH Ta BigoOpakeHb.

Bubip mapamerpiB kpunrocucremu RSA. Kpampatnuni mumiku. CumBomu
Jlexannpa ta Sxo0i. TectyBanHs uncen Ha mpocToTy. Tect @epma. OCHOBHI BIACTHBOCTI



ncesaonpoctux yncen. Yucna Kapmaiikna. Tect Conoses-Iltpaccena. Tect PaGina-
Mimiepa. Meron ['opaoHa moOynoBH CHIIBHO MPOCTHUX YUCEN. AJTOPUTM 3100YyTTS
KBaJJpaTHOTO KOPEHS B IPOCTOMY I10JIi. IMOBipHICHE m)pyBaHHSI.

Metoqun aBreHTHdikauii indopmamii. ['em-pynkiii, mo noOygoBaHi Ha
OJTHOKpOKOBUX cTHCKytounX (yHkuisx. Anmroputm HMAC. 3actocyBanns ['OCT 28147-
89 mis renepauii [1BY. Anroputm MD-5. Tlemi-pynkmis SHA-1. Cranmapt DSS.
Cucrema S-keys. MoaudikoBanuii npotokon ®iara-Illamipa ta cxema igenTudikari
[Troppa.

Yapaiainaa kiwoyamMu. JKuTreBuid 1mukil KIrO4iB. [IOHSTTS Tpo KITFOUOBY
cucteMy. [IpoTOKOIM TpaHCTIOPTYBaHHS Ta y3TOPKEHHS KITF04iB. [lepeTBopeHHs KITFOUiB.
Kpunrroanropurm RC4. ®opmysanns kimodiB. AnroputM DES B pexximi ECB.

Hu¢posuii mignuc Ha eJINTUYHUX KpUBHMX. ENINTHYHI KpUBI HAJl CKIHUEHHUM
nosieM. HepiBHicts Xacce. IIpoexTBHI KoopavMHaT! Ta omepailii B rpymi E, Toyok Ha
emnTuyHii kpuBiid. CxeMa 1udpoBoro miinrucy Ha OCHOBI ITUKIIIYHOI MTATPYITH IPOCTOTO
nopsaky rpymu E,. Ckindenni mosst ta napamerpu LI Ha eninTUYHMX KpUBHX, IO
BuKopucToByt0ThCS B JICTY 4145-2002. Cxema mudponoro mianucy crangapty JCTY
4145-2002.

CyuacHi cuctemu Kpunrorpagiynoro 3axucry ingopmamii. [IpuxiamHi acriektu
Cy4acHHX MeToNiB KpunrorpadiuHoro 3axucty iH@opmarti. IIpotoxon Kerberos.
[leperBopennst mapomie y kmoui. Pexum PCBC  amroputmy DES. Coiyx6a
asreHTudiKaii X.509 v.3. Aprentudikanis (cxema L{I1) B makeri PGP. 3aransHa cxema
Ta OCHOBHI IIEPETBOPEHHS KpunroanroputMy AES.

2.3. MeToau Ta 3aco0m 3axucry ingopmailiiiHo-KoMyHiKalIITHUX cucTeM

OCHOBHI TOJIOKEHHSI CHCTEeMH TEXHIYHOro 3axucry iHdopmamii B
KoMn'loTepHHUX cucTemax. [locraHoBka mpoOIEMH KOMILIEKCHOTO 3abe3nedeHHs
iHpopMariiiHOT Oe3nekn 1H(OPMALIHMX Ta KOMYHIKAIMHUX CHUCTEM Ta MEpPEK.
BpazmiBocTi iH(popMariiiiHo-koMyHiKauiiiHux cucteM Ta Mepex (IKCM) ta npuunnu ix
BUHUKHEHHA. OCHOBHI NPUHUMIM po3poOku KomrutekciB 3acodbiB (K33) ITCM sk
posmnonuieHux cepenopuill. Hopmarueha 6a3a. KoHieniiis iepapXiqHOi JEKOMITO3MIII.
[ToHATTS PO MOMITHKY Ta MOCIYTU OE3MEKH, MEXAHI3MU 3aXUCTY, 3aCO0M Ta KOMIUIEKCH
3aco0iB 3axucTy. PiBHI rpamaitii 1octyiy Ao indopmMarti. Jliteparypa [1,2, 4, 5].

MexaHizmMu Ta 3aco0M 3aXHUCTy OmNepaliiHMX cHcTeM. 3arpo3u OIepaIiiHuM
cUCTeMaM. 3arajibHi IMIXOM 3aXKCTy BiJ aTak 3 METOIO BI]MOBU B OOCITyrOBYBaHHI Ta
Bl arak 3 METOI0 OTPUMAHHS HECAHKI[IOHOBAHOTO JOCTYMy [0 iH(opMarrii.
3abe3neyeHHs LUTICHOCTI JaHuX. Po3MexyBaHHS TpaB KOpUCTyBauiB. MexaHI3MH
imenTudikarmii Ta aBropusarii. [IIudpyBanns mannx. BukopucranHs MmexaHI3MIB Ta
3ac00iB pe3epByBaHHs naHuxX. aitnoBi cucremu. (OCOOIMBOCTI PI3ZHOMAHITHUX
daitnopux cucreM. Jlireparypa [1,2,10].

MexaHi3Mu Ta 3aco0u 3aXHCTy omnepauniiiHmx cucrem cimeiicrBa Microsoft
Windows. OcoGymBocTi Mozieni 3aXHCTy OIepaliiiHux cucteM cimericta Microsoft
Windows. IlltatHi MexaHi3MH Ta 3acO0M 3aXHCTy. METOIMKAa BHKOPHCTaHHS 3aco0iB
3axucty. JIOKaJbHI KOPUCTYBaul Ta TPyMd KOPUCTYBadiB. YTPaABIIHHSA OOJIKOBUMHU
3anucamMu Ta rpodisiMy KopuctyBadiB. [ pynosa nositrka 6e3nexu. [11adnoHu 6e3mnexu.
Turmu ¢aitnopux cucteM. [Ipu3HaueHHs npaB 1ocTyiy 10 ¢aitnB Ta nanok. [lepenaya



npaB BoOMAIHHA. Bukopucranus mmdpyrodoi aitnoBoi cuctemMu. YmpaBiiHHS
ceptudikaramMu KOpucTyBauiB. Pe3epByBanHs (ailliB Ta mamok. AyAauT omnepariiHoi
cucremu. Jliteparypa [1,2,10,17].

MexaHizMu Ta 3ac00H 3aXUCTY CHCTeM KepyBaHHs 0azamm aanmXx. [Ipuunnuy,
BUIM, OCHOBHI METO/IY TIOPYIIIEHHSI KOH(IICHIIIHHOCTI B CUCTeMaxX KepyBaHHs Oazamu
nanux (CKBJ). bararopisaesi pernsiiini CKbJI. Meronu 3axucty CKBJI. OcobmuBocTi
KepyBaHHs JIOCTyroM. [TiATpuMKa JIOTIYHOI IIUTICHOCTI, TpaH3aKIli (pyHKIIOHYBaHHS,
cuaxpoHizamisi B posnoauiennx CKB/[. 3abesnedeHns Oesnekw OaraTopiBHEBHX
pemsiiiianx CKBJI. OcobmmBocTi 3actocyBanHs kpunrorpadidanx MetomaiB. CriibHe
3aCTOCYBaHHs 3aco0iB ineHTudikarii i aBrenTrdikarii, BOynoBanux y CKBJl i 8 OC.
Knacrepna oprasizartist cepBepiB 6a3 qanux. OCcoOIMBOCTI peatizarlii MEXaHi3MiB 3aXUCTy
oicaux CKB/I. Jliteparypa [1,5].

Konuenuist cucreMu 0e3nexku CUCTeMH KepyBaHHS 0a3amMM JaHUX CiMeiiCcTBa
MS SQL Server. IlpusHaueHHs, TpaauiliiHa cdepa BUKOPUCTAHHS Ta
saraimpHOMonmMpeni  3arpo3  CKBJ[ cimeiictBa MS  SQL  Server. 3araisHa
XapaKTEPUCTUKA CUCTEMH 3axucTy. [Topsmok 1HCTaNSIT Ta IEpIIOYeproBoi HACTPOUKH.
OcHOBHI KOMIIOHEHTH mporpamHoro komiuiekcy MS SQL  Server. 3arambHa
XapaKkTepUCTUKa CHCTeMd aBTeHTH(ikaiii kopuctyBauiB. [lludpyBanHs maHUX.
VYnpasniHHa KOpucTyBauaMu 0a3u JaHuX. [Ipr3HavyeHHs Ta 3MiHA MMPaB KOPUCTYBadiB.
Meromuka peectpallii Ta BUIAJCHHS KOPUCTYBayiB. Bu3HA4YeHHS MpaB JOCTYIy [0
00’exTiB 0a3u nanux. Cucrema npusuieiB. [lonsrrs "pom". Bukopucranns "poneit” mis
KEpyBaHHS TpaBaMy KOpUCTyBadyiB. BukopucranHs rpadiuHoro iHrepgeiicy Ta
oneparopiB Transact-SQL. Jlireparypa [1,2,10,18].

Metoauka miaBUICHHA e()eKTUBHOCTI 3aXMCTY T AyJAUT CUCTEMH KePYBAHHA
0azamu gaHux cimeiicrBa MS SQL Server. [ToHATTS mpencTaBlieHb, MPOLEAYP IO
30epiratotrcest 1 TpurepiB B CKB/I cimeiictBa MS SQL Server. Meronyka BUKOPUCTaHHS
MPE/ICTABIIEHb, MIPOLICAYP ITI0 30€PIratoThCS 1 TPUTEPIB 115 3a0e3MeUeHHs OE3MEeKU JaHUX.
[ToHsTTSt pe3epBHOTO KOMiFOBAHHSI Ta BITHOBJICHHS 0a3u TaHUX. THUIM pe3epBHUX KOIIIH.
Metonuka pe3epBHOrO KOmitOBaHHSA. Mojen BiTHOBIGHHS 0a3 naHux. MeToauka
BiHOBJICHHS Oasu nanux. [loHsTTs ayaury 6a3 manux. BincmigkoByBaHHS aKTHBHOCTI
KOPUCTYBauiB, BUKOPHUCTAHHS >KypHAJTy TOMWUJIOK. Bukopuctanus rpadiqHOro
iHTepdeiicy Ta oneparopiB Transact-SQL. Jlireparypa [1,2,10,18].

MexanizmMu Ta 32004 3aXUCTY Bi/l IIKIVIMBUX NPOrPAMHUX 3ac00iB. PyiiHyroui
nporpamHi 3acoou. [IporpamMu 3 MOTEHIINHO MIKIJIMBAM BIUTMBOM Ta iX BJIACTHBOCTI.
HopmartrBHa Ta 3akoHO1aBua 6a3a B raTy3i 3aXUCTY BiJI IIKIAJTUBUX MPOTPAMHUX 3aCO01B.
OcHOBHI KJacu pyMHyrouux mnporpaMm. Bipycu Ta ,,TposHM’, BHU3HAuU€HHS Ta
kiacugikartis. 3acoou po3noBCcromKeHHs. JlecTpyKTHBHI Bl1acTUBOCTI. Moiesb BIpyCy Ta
MOJIENb ,,TposiHa”. [leperyMoBH JIIarHOCTUKK BIPYCIB Ta ,,TPOSIHIB” HAa OCHOBI aHAJI3y
MPOrPaMHOrO KOJy Ta Ha OCHOBI aHaji3y MOJii B omnepauiiiHid cucremi. Metoau Ta
3aco0M KOHTPOJTIO Ta MPOTH/IIT Bipycam Ta ,,rposiHam”. Jliteparypa [1,3,5].

3arajbHa XapakTepUCTHMKAa KOMIT'IOTePHUX BipyciB. Icropmuna moBinka.
Busnauenns: komm 'torepHoro Bipycy. OcnoBai BrnactuBocTi. Knacudikaris BipyciB.
HectpykTriBHI MOXIMBOCTL. OcoOnMBOCTI (DailIOBUX, MEPEKEHHX, 3arpy304HHX Ta
makpoBipyciB. Crenc Ta mommopdni Bipycu. Insxu po3noBCIOKEHHST BIpYCIB.
BukopucTaHHsl €leKTPOHHOI MOIITH Ta O(pICHUX JOKYMEHTIB JUISI PO3MOBCIOKECHHS



BipyciB. MakpoBipycu B nomatkax Microsoft Office. Bukopucranus MakpociB Tuity
AutoOpen mipu cTBOpeHHI MakpoBipyciB. [IporpamHmii Koja 3aroToBKM MakpoBIpYyCY
Microsoft Office. OcobmmBoCTI BipyCiB, IO MPUCTOCOBAHI ISl PO3MOBCIO/DKEHHS 32
JIOTIOMOT0F0 3MiHHKX HOC1iB iH(opMmartii (Flash-mam'site Ta kommakT-auckn). Jliteparypa
[1,3,5,14].

Metoau Ta 3acodu 60poThOM 3 KoMII'loTepHMMM Bipycamu. [IpodinakTrka
3apaKeHHs BipycaMu. BuKopucTaHHS 3ac00iB OIMEpaIliiiHOT CUCTeMH IS TIPOTHIIl
Bipycam. [IpoTumis po3MOBCIOMKEHHIO BIpYCiB 3 3MiHHHMX HOCIiB iH(opmartii (Flash-
naM'siTb  Ta KOMMAkT-Aucku). [IpaBunma BHKOpHCTaHHS —(paililiB, OTPUMAHUX IO
eNeKTpoHHIN norTi. KpuTepii OIHKY SIKOCTI aHTUBIPYCHHUX MPOTPAMHHUX KOMILJIEKCIB.
Cur"atypHi METOJI1 BU3HAUEHHS BipyciB. BuzHadueHHs BipyCiB 3a JJOMIOMOTOO aHAII3y
noii. [lepeBarn Ta HEMOMIKM €BPUCTUYHUX AHA3ATOPIB. AHTUBIPYCHI MOHITOPH Ta
ckanepr. [lopiBHsUTbHA ~ XapaKTEpPUCTUKA PO3MOBCIOKEHUX Ta  JIIIEH30BaHMX
aHTUBIpYCHUX Tiporpam. [IpvHIMIM Hanaro/pKeHHS aHTHBIpYCHUX 3aco0iB. HaBectu
npukiaz. Jlireparypa [1,3,5].

Metoan Ta 3acodu OopoTbOM 3 mporpamMaMm Keiuiorepamu. lIpusHaueHHS
nporpam keitnorepis. [IpuHImIM BUKOpUCTaHHS KeWorepiB. [HTEpHET pecypcH B SKUX
NpE/ICTaBIeH] KeWnorepu. [HCTamsiisi Ta HACTpoiika BH3HAYEHOrO —Keisorepa.
Busnauennst mporpam aHtukeinorepi. Ilpunimmm ix ¢yskmionyBanss. [lomryk
KeIorepiB 3a JONOMOIOI0 aHaNI3y CHUTHAaTypu. [HTepHET pecypcu 3 Iporpamamu
aHTUKeIorepamu. [HCTassIIIIsA Ta HACTPOMKa BU3HAYCHOTO aHTuKeinorepa. Jliteparypa
[1,5].

3arajibHi OJI0KeHHSI 3AXUCTY PO3MOALICHUX 00UHCIIOBAJIBHUX CePeIOBHIIL T
Mepe:xXk Tmepeiavi JaHMX. 3arajibHi [OJIOKEHHS Tpo 1H(opMmaliiiHy —Oe3neKy
PO3MOIIEHUX OOYHCITIOBAILHUX CEPEIOBUII Ta MEpex mepenadl gaHux. OcoOImBOCTi
MoJieni 3arpo3. @opmyBanHs posmnoiuieHoi JIBb Ta 1i BmactuBocTi. OCHOBH1 THITH 3aC001B
3abe3rneueHHs iHGOPMAITIHOT OE3MEeKH B PO3MOIUICHUX 00UMCITIOBATLHUX CEPEIOBUIIIAX
Ta Mepekax. besneka By3miB KOMyTallli: 3arajbHi TOJOXKEHHS Mpo iH(GOpMaIliiiHy
Oe3neKy BY3JTIB KOMYyTaIlil; KpHUTEpii 3axWIeHOCTI mporpamHo-kepoBannx ATC.
Oco0mBOCTI 320€3MEUSHHS 3aXUCTY KOMIT IOTEPHUX CUCTEM CIIOMYYEHHX 3 TTI00aTbHOI0
Mmepeskero [areprer. Tunm Ta kiacudikailis 3arpo3, BIIMOBIIHO TOMYJISIPHAM CepBicaM.
BpazmiBocti  mpotokoniBe  IHrepHer. OcobnmBOCTI 3arpo3d  TUIy ,,BiIMOBa B
o0cmyroByBaHi”. XapaKTepUCTHKA IHCTPYMEHTAbHUX 3aco0iB 3axucTy. llomiTrka
Oe3neKy pu BUKOPHUCTaHH1 pecypciB Mepexi [nreprer. Jliteparypa [1,4,9,17].

Merta Ta 3a1a4i BUKOPUCTAHHS Mepe:KeBUX eKpaHiB. [Ipr3HaueHHsT MEepe:KeHNX
ekpaHiB. Xapakrepuctuka creky nporokomB TCP/IP. Ilpuxipmu Ta mnepexyMoBu
BukopuctanHs. OcHoBHi ¢yHkuii. Ictopist po3sutky. Knacudikaris. OcobmuBocTi
arapaTHUX Ta MPOrpaMHUX peatizaiiiii. Hemomiky Ta nepeBaru pizHUX THUITIB MEPEKEBUX
ekpaniB. [lomTrka Oe3nekn MepekeHHX ekpaHiB. Hemomiku BukopucTanHs. HaBectu
TIPUKITa]] HACTPOUKK MepekeBoro ekpany. Jlireparypa [4,9,10].

Mera Ta 3a7a4i BUKOPHUCTAHHSI NMPHUBATHUX BIipTyaJbHUX Mepex. OCHOBU
TeXHOJOT11 BipTyanbHUX TpuBaTtHUX Mepex (BIIM). Busnauenns BIIM Ta 3acobu ix
peam3zauii. [Tpunimnm noOynosu Ta knacudikamii BIIM. Mozeni mopyIHuka, 3arpo3 ta
oomesxernst BIIM. OcuoBu peanizatiii BIIM. [To6ynosa BIIM Ha iHImMX piBHSIX Mozei
BBC. Ilpotokon SSL. Cranmaptu IPSec. Indpactpyxrypa BIIM. HaBectu mpukian



posropransst BIIM nHa ocHoBi oniepartiitnoi cuctemu Microsoft Windows XP. Jliteparypa
[4,9, 7].

Texnosorisi 3axucry Bin DOS Ta DDOS arak Ha KOMIT'IOTEpHI Mepexi.
3aranpHa xapakrtepuctrka mpotokoiay TCP/IP. Eramu Ta cxema BcraHoBieHHs TCP
3’eqHanHs. [lonsarrs DOS 1a DDOS artak. Mera npoBefieHHST aTaku. MeTomosioris
peamizamii DOS ta DDOS arak. Curnamizaiiis npo 3maiicaeHHs DOS ta DDOS arak.
3axucT 3a JIOTIOMOTOI0 ONTHUMI3allli HAaCTPOMOK cepBepa. 3axHCT 3a JIOMOMOTOIO
MepexeBux ekpaniB. Jliteparypa [1,4].

ITapoJibHUIi 32XMCT 00’ €KTIB KOMIT'IOTEPHUX Mepe:k. [[pr3HaueHHs apoJIbHOro
zaxucty. Cxemu peanizarii. [laponsHuii 3axucT omnepartiiiHoi crctemu, Web-pecypcis,
NPOrPaMHUX JO/IATKIB Ta O(ICHUX TOKyMeHTIB. [IpuHImIIOBa cxema araku 3 METOIO
371aMy TMapOJIbHOTO 3aXUCTy . BHKopucTaHHA ,,IIpOK” B MPOrPaAMHOMY 3a0€3MEYEHHI
MapoJILHOTO 3aXUCTy. BUKOpHCTaHHA JOKYMEHTOBAHMX MOMJIMBOCTEH IJIsl peatisallii
araku. Metonu minbopy napomo. KimacuuHi cxemu 3aXMCTy BiJl aTak 3 METOIO 3j1aMy
naposo. Jliteparypa [1, 5].

3axucT eJIeKTPOHHOI moWTH. TUIOBI 3arpo3u Ui €JIEKTPOHHOI TIOIITH:
HECAHKI[IOHOBAHUI BUTIK i1H(OpMAIlii, TPOHUKHEHHS BIPYCIB Ta TPOSHIB, 3aCMIUYCHHS
TIOIITOBOTO SIIMKA. MeTo/iKa 3aXUCTy Bl TUIIOBUX 3arpo3. OCOOIMBOCTI MM(ppyBaHHS
nMaHuX. TUMoBl MpUHOMM 3aXMCTy BiJ] 3aIyCKy BIpYCIB Ta TpOsiHIB. Po3moBcIo/pKeHi
METO/IU 3aXUCTY BiJl 3aCMIYEHHSI TIOIIITOBOTO SIIMKY (3aXUCT BiJI criamy) — OUI0r0, Ciporo
Ta YOPHOTO CIIMCKIB, KITIOUOBUX (hpa3, OaitecoBchbkol PuibTparii. Henomniku Ta nepesaru.
[IporpamHi nomaTky 3axXKMCTy eIeKTpoHHOI nomTy. Jlirepatypa [1, 5, 13].

3axuct Web-cepBepy Apache. Bitunsnsna HopmaTBHa 6a3a B Taiy3i 3aXUCTy
Web-cepBepy. HopmatusHi kputepii 3axuinenocti Web-cepBepy. Biamosinnicts Apache
MPOCKTHUM Ta eKCIUTyaTaliiiHuM BuMoraMm. OIriHKa 3axuiiieHocTi Apache Bij aTaku Ha
BIZIMOBY B oOciyroByBanHi. [lapamerpu 3axucty Apache. PekomennoBanuii mopsiok
THCTAJIAIII Ta TONepeIHbOI HaCTporKu. Po3mexyBaHHS mpaB KopucTyBadviB. ba3zosa Ta
mdposa aBropuzaiiisi. Bukopucranns 6i0morexu OpenSSL BukoprctanHs 101aTKOBHX
MOJTyJTIB O€3MeKH. 3aXHUIIEHICTh CEpBEpHUX TeXHOOTIH. Jliteparypa [7,16, 19].

3axuct Web-cepsepy IIS. Bitunsnsna HopmatuBHa 06a3a B ramysi 3axucty Web-
cepBepy. HopmaruBni kputepii 3axumieHocti Web-cepepy. Bimnosignicts IS
NPOEKTHUM Ta eKcIulyatamiiHuM BuMoram. OuiHka 3axuiieHocti IIS Big ataku Ha
BIJIMOBY B OOCITYTOBYBaHHI. 3aXHUIIIEHICTh CEpBEpHUX TexHOOrIH. [Tapamerpu 3axucty
IIS. Tarterparis IIS 3 cucremoro 6e3nexkn Windows. Po3mexyBaHHS TipaB KOpUCTYBayiB.
OcobmmBocTi imeHTH]IKAIT Ta aBTOpPH3AIlil KOPUCTYBAYiB. 3aXHUIIEHICTh CEPBEPHUX
texHosorii. Jlireparypa [7,16,17].

IlepcnekTUBHI HANPAMHU PO3BUTKY KOMILIEKCIB 3ac00iB 3axucTy iHopMmamii B
PO3NOALIEHUX CepeloBUINAX. ATAaNTHBHI KOMIUIEKCH 3acO0IB 3axHCTy iH(opmariii,
CHCTEMH BHSBJICHHSI BTOPTHEHB; CUCTEMH KEPyBaHHSI 3aXHUITICHICTIO; KOMIUIEKCH 3aC001B
3axucTy 1H(pOpMaIli MOOUTBPHUX mporpaMHUX cucreM. OCHOBU CHUCTEM aHAI3y
BpazMBOCcTe. BusHauenHs Ta mpuHimnu kiacudikaiii. [Iporpamue 3a0e3medeHHs
CHCTEM aHalti3y Bpa3muBocTel. OCHOBH CUCTEM BHSIBJICHHS! BTOPTHEHb. Bi3HaueHHs Ta
npuHImm  knacudikarnii. [Iporpamue 3abe3nedeHHs] CHCTEM BUSIBIIEHHS BTOPTHEHb.
BukopucranHss B cHCTeMax BUSIBIEHHS Bpa3JMBOCTEH Ta B CHCTEMax BHUSBICHHS



BTOPTHEHb 3aC00IB MITy4yHOro 1HTENeKTy. Cucremu akTHBHOTO 3axucty. Jlireparypa
[13,1,5].

Be3neka MoOLILHMX NPHCTPOIB. XapaKTEpUCTUKA CHEHU(MIYHUX 3arpo3 IS
MOOUTEHUX TPUCTPOiB. OOMEXKEHHS POTrPaMHOT0 3a0€3MEYECHHS], 1110 BUKOPUCTOBYETHCSI
B MOOUIbHMX TPHUCTPOSIX: BipTyalibHOI Mammuu Java Ta Framework. OcoGmuBocTi
MPOTrPaMHHUX 3aC00IB 3aXUCTY MOOUTLHUX MPHUCTPOIB. [HCTpyMEHTaIbHI 3aC00U 3aXUCTy
MOOUTbHUX TPUCTPOIB MPOBIIHUX BUPOOHUKIB. Jliteparypa [1, 5,12, 13].

2.4. CucreMH TeXHiYHOrO0 3axucTy iHgopmanii

Texniuni kanaim BUTOKY iHgopmamii. OcoOmmBocTI BUTOKY 1H(OpMaliii.
XapaKTeprUCTUKK TEXHIYHUX KaHaIIB BUTOKY 1H(popmariii. Kiacudikarris kaHaiB BUTOKY
1H(pOopMatii.

AKYCTHYHI KaHAIM BUTOKY iHGopmauii. CTpyKTypa aKyCTUYHOTO KAHAITY BUTOKY
1H(opMalii. XapaKTepUCTUKN aKyCTUYHOIO KaHaly BUTOKY 1H(popmaii. Kiacudikars
ay/ll0KaHaITy BUTOKY 1H(opmarlii.

PanioesiekTponni kanaim BUTOKY iHgopmamii. CTpyKTypa pagioe/ieKTpPOHHOTO
KaHaJTy BUTOKY 1H(opMallli. XapaKTepUCTUKU PaIlOCICKTPOHHUX KaHAIIB BUTOKY
iH(popmari. Kinacudikariis pagiokaHaiis BUTOKY H(POPMAILL.

OnruyHi KaHaau BUTOKY iHgopmanii. CTpyKTypa ONTHUYHOTO KAHATY BHUTOKY
1H}popMarrii. XapakTepUCTUKN ONTUYHOrO KaHaTy BUTOKY iH(opmarti. Knacudikarris
ONITUYHMX KaHaJIB BUTOKY 1H(OpMaAIIii.

axnaani npuctpoi. CtpykTypa 3aKiaaHux npuctpoiB. Knacudikariis 3akmaqHux
NPUCTPOIB. 3aKyaHI MPUCTPOi 3 TEpeaueto Mo paaiokaHaTy. 3aKiajHi MpUCTPOl 3
TMIepeIauero Mo MPOBIIHAM KaHAJIaM.

3aco0u nepexomieHnsi ingopmanii 3a gonoMororw MikpogoHiB. CTpyKTypHa
cxema aKyctuuHoro npuiimava. Knacudikaiiis ta Buu Mikpo(oHiB.

3aco0u mnepexorvieHHsi iHdopmaiii 3a 10NMOMOrow IMKTO(OHIB. AHAIOTOBI
mukrodonu. Hudposi nuktodonu.

OnTuuni 3aco0m mnepexormuieHHst iHgopmanii. CTpykTypHa cxema 3aco0y
NIEPEXOIUIEHHA B ONTHYHOMY Alana3oHi. O0’ektuBH. BizyanbHo-ontryH1 npuiiau. Goto-
1 KiHoamapatu. 3acobu TesneBi3iiiHOro crocrepexenHs. Bineomarnitodonu. [lpunaau
HiyHOTO O6avyeHHs. TernoBizopu.

Iepexomienns ingopmaii B 3aco6ax 3B’ s13Ky. CTpyKTypa TUIIOBOT'O KOMILIEKCY
niepexoruieHas1. Antenu. Pagionpuiimaui

BusiBjieHHsI 3aKJIaJHUX MPUCTPOIB. JleMacKyrovi O3HAKH 3aKJIQJHUX TTPUCTPOIB.
Knacudikariist 3aco01B BUSIBIICHHS B JIOKaTi3aIlii 3aKJIaJHUX PUCTPOIB. [HIUKATOPH OIS,
Amaparypa pamiokoHTpomo. [IpuHimmu KOHTpomo TeneOHHMX JHHIA Ta KU
CNIEKTPOKUBIICHHS. 3ac00M TIPUAYIICHHS CUTHAIIB 3aKJIaHUX MPUCTPOIB. AmapaTtypa
HEJHIMHOT JloKallli. BUSBHUKN TyCTOT, METAJIOACTEKTOPH Ta PEHTTEHIBCHKI araparu.
Criocobu Ta METOAM KOHTPOJIIO MPUMILLIEHb Ha BIJICYTHICTb 3aKJIaTHUX MPUCTPOIB.

IIporpamuo-anapatii  mpucrpoi  3axucry indopmamii. 3axuct Bl
HECAHKI[IOHOBAHOTO JOCTYIY. 3aXKCT BiJl KOIIIOBaHHSI. 3aXUCT BiJ BIPYCIB.

OcHoBHi criocoou 3axucty indopmamii Texniuaumu 3acodamu. Kiacudikariis
MeToiB 3axucTty iHdopmartii. OxopoHa mxepen iHbopmaitii. [ IpuxoByBanHs iHpOpMAIii:
1H(pOopMalliiiHe TPUXOBYBaHHS, CHEPTrEeTUIHE MPUXOBYBAHHSI.



Anapartypa 3axucry JiHiii 38’13Ky. MeToau 1 3acobu 3axucty TenaeOHHUX JiHIN
1 amapatiB. 3acoO0M KOHTpOJIIO Tene)OHHMX JIHIM Ta amapariB. TexHiuHi 3acoOu
BUSIBJICHHS Telle)OHHUX paaiopeTpaHcsaTopiB. Kpunrorpadiuni mMeToau Ta 3acoOu
3aXHMCTy MOBHOI 1H(pOpMAITi.

3aco0u CTBOpeHHsI aKyCTHYHHMX MACKYIWYHX 3aBaj. ['eHepatopu mymy B
akyctuuHoMy  miamasoHi.  [Ipuctpoi  BiOpoakyctuuHoro  3axucry.  Ilpuctpoi
YABTPa3BYKOBOTO 3aXHCTY PUMIIIICHb.

3aco0M CTBOpPEeHHS €JeKTPOMArHITHMX MACKYIOUMX 3aBaj. 3acodu
MPOCTOPOBOTO  3aITyMJICHHS. 3acoOW JIHIMHOTO 3alTyMJIeHHS. 3aco0M CTBOPEHHS
MAacKyIO4YHX 3aBaj] B KOMYHIKaIlIHHUX MepekaX. 3aco0M CTBOPEHHS MacKyIO4H 3aBajl B
Mepekax eJIeKTPOKUBIICHH. baratodyHKITIOHATBHI 3aC00H 3aXHUCTY.

2.5. KomimuiekcHi cucremu 3axucry ingopmaiii

3arajibHi MOJIOKEHHA Ta BMMOIM II0AO0 Opradizauili poOir i3 3axucry
iHgopmamii T2 MOPSAKY CTBOPEHHSI KOMILIEKCHOI CHCTeMH 3axXUcTy iH(popMmalii B
IKC. Ilonstrs xommuiekcHoi cuctemu 3axucty iH@opmaii (KC3I) B IKC. OchoBHi
HOPMAaTHBHO-TIPABOBI aKTH II0JI0 OpraHizamii poOiIT 13 3axXucTy 1H(OpMALi Ta TOPIIKY
crBopennst KC3I B IKC. €nnicts nopsiaky crBopennst KC3I Ha Beix eTanax *HTTEBOTO
ity IKC. Tpouec crBopenns KC3I sik 3A1iCHEHHST KOMILIEKCY B3a€MOY3TO/DKEHUX
3aX0/IiB, CIIPSMOBAaHKX Ha PO3POOJICHHS 1 BIIPOBAKEHHS 1H(HOPMAITIIHOT TEXHOJIOT 11, sIka
3abe3neuye o0poOky iHpopmarii B IKC 3rigHO 3 BHMOramu, BCTaHOBJICHUMH
HOPMAaTHBHO-TIPABOBIUMHU aKTaMH Ta HOpMaTuBHUX J0oKyMeHTIB (HJI) y cdepi 3axucry
iHpopmartii. [Topsmox ctBopennst KC3I B IKC sk cykymHICTh BHOPSAKOBAHUX Y Yacl,
B3a€EMOTIOB ’SI3aHUX, 00 €THAHMX B OKpEMi eTarny poOIT, BUKOHAHHS SKMX HEOOXiTHE U
noctarHe 111 KC3I, o cTBoproeThesl.

OcHoBHi 3ac00u Ta 3axo0au, mo BXxoasaTh A0 ckiaxy KC3I. KC3I sk 3axomu ta
3aco0u, SIK1 peani3ytoTh COCOOU, METOIU, MEXaHI3MHU 3aXHUCTY 1H(GOPMAILLii BiJI: BUTOKY
TEXHIYHUMM KaHAJIaMH, 10 SKUX BIJHOCSTHCS: KaHAIM MOOIYHMUX €JIEKTPOMAarHITHUX
BUIIPOMIHIOBAHb 1 HABEJIEHb, aKyCTOEJIEKTPUYHI Ta IHII KaHAIW; HECAHKLIOHOBAHHX [TIi
Ta HECAHKI[IOHOBAHOTO JIOCTYITY JI0 1HQOpPMAIIii, 0 MOXYTh 3IMCHIOBATUCS IUITXOM
MIKITIOYEHHST [0 afmaparypyd Ta JIHIA 3B’SI3Ky, MacKyBaHHsI IiJ] 3apeecTpPOBAHOIO
KOpHUCTYBaya, MOJOJIAHHS 3aXOJIIB 3aXHUCTy 3 METOI BHKOPUCTaHHA iH(opmarii ado
HaB sI3yBaHHS XMOHOI 1H(OpMAIIl, 3aCTOCYBaHHS 3aKJIAIHUX TPHUCTPOIB UM IPOTpaMm,
BUKOPHCTAHHS KOMIT IOTEPHUX BIPYCIB Ta iH; CIICI[IAJIbHOTO BILTUBY Ha IH(POPMAITIFO, STKHIA
MOXE 3IMCHIOBATHCS NUIIXOM (POPMYBaHHS TOJIB 1 CUTHATIB 3 METOIO TMOPYIICHHS
HuTicHOCTI 1HQoOpMarii abo pyiHyBaHHS CHCTEMHM 3axucTy. BrmB BractuBocTeit
00pobroBaHO1 1H(OpMAIlii, KJIacy aBTOMAaTH30BaHOI CHCTeMH Ta YMOB ekciutyatarii IKC
Ha CKJajI, cTpyktypy Ta BuMord 0 KC3I. 3abe3neueHHs pexxiumy CeKpEeTHOCTI, TPOTH/TIT
TEXHIYHUM PO3BiIKaM Ta OpraHizaiiiiiHi 3aX0/I¢ 111010 0XOpOHHU 1HhopMallii 3 00MEKEHUM
JIOCTYTIOM y TIPOII€Cl MPOEKTYBaHHS, PO3POOJICHHs, BUTOTOBJICHHs, ekcrutyararti [KC.
CtBOpeHHsI KOMIUIEKCIB 3axucTy iH(popmarii K33 Bii BUTOKY TEXHIYHUMH KaHAJIaMH.
Moayneauii npunimn nooynosu KC3I interposanoi B IKC.

Ilopsimok cTBOpeHHsI, 3aBJaHHA, (YHKIl, CTPYKTYpa Ta TNOBHOBAKEHHSI
cry:x0u 3axucry iHdopmamii moao opranizauii pooir 3i crBopennss KC3I B IKC.
3aranbHy mostoskeHHsI Tpo ¢yk0y 3axucty iHpopmartii (C31). 3aBganus C3I. Oynkiii



C3I: min yac crBopenns KC3I; ming yac ekcrutyararii KC3I; 3 opranizawii HaB4aHHS
MepCOHAly 3 TMTaHb 3a0e3meuceHHs 3axucty 1Hdopmaili. I[loBHOBakeHHS Ta
BianoBinanbHicTh C31: mpaBa C31; 0608’ s3xu C3I; BianoBinansHicT C31; B3aemosis C3I
3 IHIIMMH TIIPO3/IIaMH Ta 30BHINTHIMUA OpraHi3alisiMu; ITTaTHANA PO3KIIaJ Ta CTPYKTypa
C3I. Opranizatiist pooiT ciry>x6u 3axucty iHdopmariii. Ginancysanns C31.

OorpynryBannsi HeoOxigHocti crBopennst KC3I. IlincraBa it BU3HAYEHHS
HeoOxigHocTi ctBopeHHl KC3I. Buximui nmani aias oOIpyHTYBaHHS HEOOX1THOCTI
crBopennss KC3I. [IpuitasaTrs pimenss npo HeoOxiaHicTs ctBopeHHst KC3I.

Oocrexenns cepenopunl pynkumionyBanusi IKC. O0ctexxeHHs 004UCIIOBAILHOI
cuctemu [KC. OOctexxenns iHpopMmartiiiHoro cepenonuma. O0cTexeHHs (Pi3uIHOTO
cepenosuina. OOCTeKEHHS CEpeIOBUIIA KOPUCTYBadiB. AKT oOcTeskeHHs. [Iman 3axucTy
iHpopmaii B IKC. Ilepermik 00’exTiB 3axucTy. loTeHtiin1 3arpo3u mis iHpopmari,
MOJIEJb 3arpo3 Ta MOJIENb MOPYIITHHUKA.

®opmyBanns 3aBaanns Ha crBopeHHst KC3I. 3aBnanns 3axucry iHdopmariii B
IKC, mera ctBopennss KC3I, BapianT BHpIIlIEHHSI 33Ja4 3aXMCTy, OCHOBHI HAIpsIMU
3a0e3MeUeHHs 3aXUCTy. AHANI3 pU3UKIB (BUBUCHHS MOJIEII 3arpo3 1 MOJIENI MOPYIITHUKA,
MOYKJIMBUX HACIII/IKIB B/l peatizallii MOTEHIIMHUX 3arpo3, BEIMYMHA MOXKIIUBUX 30UTKIB
Ta 1H.) 1 BU3HAUEHHS TIEPEJKy CYTTEBHX 3arpo3. Bu3HAYeHHs 3arajbHOi CTPYKTYpH Ta
cxinany KC3I, BuUMoru 10 MOXIIMBHX 3aXO0JliB, METOIB Ta 3aCO0IB 3aXHCTY 1H(hOpMAIii,
JIOIYCTAMI OOMEKEHHS III0JI0 3aCTOCYBAaHHS TEBHHUX 3aXO/IB 1 3aco0iB 3aXUCTy
(oOMeskeHHs 1I0JI0 BUKOPUCTAHHS 3aC001B aKTMBHOTO 3aXUCTY Bl BUTOKY 1H(opMarii
kaHasiamu [IEMBH 3a paxyHok Bukopucranss 3aco6is EOT B 3axuiiieHoMy BUKOHaHHI
TOIIIO), 1HII OOMEXeHHsI o0 cepenonuill ¢yHkioHyBaHHa [KC, oOMexeHHs 1110110
BuKopucTanHs pecypciB IKC s peamizaiiii 3a1a4 3axXuUCTy, MPUITYCTHMI BUTPATH Ha
crBopennst KC3I, ymoBu cTBOpeHHs1, BBeieHHs B Ait0 1 (pyHkionyBaHHA KC3I (oxpemux
ii MCUCTEM, KOMIIOHEHTIB), 3arajibHi BUMOTH JI0 CITIBBITHOIIICHHS Ta MEXK 3aCTOCYBaHHS
B IKC (okpemux ii mijicucremax, KOMIIOHEHTAaX ) OpraHi3aIliifHuX,, IHKEHEPHO-TEXHIYHUX,
TEXHIYHUX, KpUNTOrpadiuHuX Ta THIIMX 3aXO0IB 3aXUCTy 1H(OpMAIIii, 110 BBIAAYTH /10
cxnany KC3I. OdopmiieHHst 3BiTy Tpo BUKOHAHHS poOOIT 1€l cTafii Ta oopmiieHHs
3asBKU Ha po3pooKy KC3IL.

Po3podka nonituxu 6e3nexu indopmanii B IKC. Bupuenns 06’ekta, Ha sKOMy
crBoproeThest KC3I, mpoBeneHHs: HaykoBo-mocigHux podit. Bubip Bapianty KC3L
OdopMmIiteHHS TIOTITHKHA OS3IEKH.

Po3poOka Texuiunoro 3aaanHss Ha crBopeHHss KC3I. IIpusnayeHHs ta
ocHOBHUHM 3MicT TexHiuyHoro 3aBraHHs (T13). Bapiantu odopmnennss T3 na KC3IL
OcobmuBocti T3 Ha KC3I st interpoBanux IKC, siki OyayroThes 3a MOMYJIBHUM
TIPUHITATIOM.

Po3pooxa npoexty KC3I. I[opsnok po3podku npoekty KC3I. Eckiznuii mpoekt
KC3I. Texniunuit npoekt KC3I. Po6ounii mpoexkt KC3I.

Bgenennst KC3I B niro Ta oninka 3axuinenocti ingopmaunii B IKC. I[linrotoBka
OpraHizaIliifHoi CTPYKTYPH Ta pO3pOOKa PO3MOPSTIUX TOKYMEHTIB, 10 PETJIAMEHTYIOTh
JUSTBHICTD 13 3a0e3nedeHns 3axucty iHdopmamii B IKC. HaBuyanHs kopucTyBadis.
KommniekcyBanus KC3I.  BynienbHO-MOHTakHI  poboTh. [lyckoHanmaromkyBaibHi
pobotu. Ilonepemni BumpoOyBanHs. JlocmimHa ekcruryatamisi. JlepaBHa ekcrepTuza
KC3IL.



CynpoBomkennss KC3I. Ilopsmox BukoHaHHS pPOOIT 3  OpraHi3amiitHOTo
3abe3neueHHst ¢yHkionyBanHs KC3I Ta ympaBmiHHS 3aco0aMu 3axXHCTy 1H(pOpMAIii
BI/IMOBITHO JI0 TUIAHY 3aXKCTy Ta KCIUTyaTalliiHOi TOKyMEHTaIlii Ha KOMIIOHEHTH Ha
xomrioneHTy KC3I, rapanTiitHoMy Ta miciasrapaHTiiHOMy TEXHIYHOMY OOCITyTOBYBaHHIO
3aco0iB 3axHCTy 1HPOpMAITi.

2.6. VYnpapiainaa  indopmaiiiinoro  0e3nexkorw B iHdopmauiiiHo-
KOMYHIKAI[ITHUX CHCTeMax

IlepenyMOBH Ta OCHOBHI HANPSIMKHM PO3BUTKY MEHEIKMEHTY Y cq)epl
indopmamiiinoi 6e3nexu. Meta, 3aBiaHHs, IEPEAYMOBH Ta HAMIPSMKH OpraHi3aliiHo] 1
YIIPaBIIHCHKOI poOoTH y cepl iHopMmariiiHoi Oe3neku. [IisubHICTh MIKHAPOIHUX
opranizamii 'y cdepi iHpopmamiitHoi Oe3meku. JIISUIBHICTH — CIIeIliali30BaHUX
MDKHapOJHUX  oOpradizamidi y cdept 1HpopmariiHoi Oe3neku.  YpaBiiHHA
1H(popMaILIHOIO O€3MEKOI0 Ha PIBHI OTY>KHUX NOCTAYaIbHUKIB 1H(QOPMALIITHUX CUCTEM.

Yupasiinnasa iHpopMaliiiHO0 0e3lIeKor0 Ha Jep:kaBHOMY piBHi. [lepemxymoBu
PO3BUTKY JIEP>KaBHOI'O YIPaBIIHHA y cdepl 1HPopMaliiiHOi Oe3neku. 3aranbHa
METOIOJIOTISl 1 CTPYKTypa opraHizaiiiHoro 3a0e3rneueHHs 1HpopMaliiiiHoi Oe3neku Ha
piBHI JepXaB. YTpaBliHHS 1H(OPMALIMHOIO OE3MEKOI0 Ha JIEPKABHOMY pIBHI Ha
NpUKIaal YKpaiHu.

OcHoBHu ynpapiiHHs iH(pOpMALiHOKW 0e3leKO HA PIiBHI MiINPHEMCTBA.
[lepemymoBU pO3BUTKY yHpaBliHHA y cdepl iHopMaiiiiHOT Oe3nekr Ha piBHI
MINpUEMCTB. 3arajbHa CTPYKTypa YIPaBIIHCHKOI poOOTH 13  3a0e3medeHHs
1H(pOpMAITHHOI Oe3MeKr Ha MiAPUEMCTBI.

HopmaTuBHO-TIpaBOBi  OCHOBHM no0y/10BH CHCTEMM  YNPABJIHHSA
ingopmamniitHoro 0e31eKoro ingopmaniitHo-KOMYyHiKaliiTHOL cUcCTeMU
niznpueMmcrBa. Ctanaaptu ynpasiiHHs iH(opmauiiiHoro Oesnekoro. Itil. Cobit 4.1.
Crannaptu cepii ISO/IEC 27000. Crangaptu cepii JICTY ISO/IEC 13335. H/ T3I. Txmmi
CTaHJIapTH.

YupasJiinnsa iHpopmaliiiHO0 0e31exor0 Ha 0cHOBI cTaHaapTiB cepil ISO/IEC
27000. 3aranpHa xapaktepuctuka crannapTiB cepii ISO/IEC 27000. Ormsin cranmapty
ISO/IEC 27001. T"aiy3b 3actocyBanns crannapty ISO/IEC 27001. Ctpyktypa cTanaapty
ISO/IEC 27001. Mopenb cucremu ynpapiiHHS iHQOpMalliiiHOO Oe3nekoro. Bumorn
CTaHJAPTY 1 CIOCOOHU 1X peani3arlii.

dopMyBaHHA NOJITHKY iHPopMaLiiiHOI Oe3nekn HA mianpueMcTBi. CTpyKTypa
TIOJITUKY 1H(OpMAITIHHOT Oe3MeKH Ha IMiMPUEMCTBI Ta TIPOIIEC 11 PO3POOKH.

Cayxba indopmauiiinoi 6e3nexu Ha minnmpueMcrTBi. OpranizariiiHa CTpyKTypa
ciyx0u iHpopmartiitHoi 6e3neku. PoboTa 3 mepcoHanioM miimprueMCTBa.

OcHOBHI B1IM npaBWJ1 ynpasJiiHHA iHGopManiiiHOI0 0e31eK0I0 BiAOBITHO 10
crangapry ISO/IEC 27002 Tta ix jokymeHnTauiiiHe opopmienns. [Ipasuna dizudHoi
oe3neku. [IpaBuna aBrenTudikaiii 1 6e3nexkn mepexi. [IpaBuna 6e3neuHoi poOOTH B
[atepueri. [lpaBuna Gesneku enekTpoHHOI mormTH. [IpaBuia aHTHBIPYCHOTO 3aXHCTY.
[IpaBua 3actocyBanns mmdpysanss. [IpaBuia po3poOKy MpOrpaMHOTo 3a0€3MEUCHHSI.
Turmosi TOKyMeHTH, 3acHOBaH1 Ha BuMorax cradnapty ISO/IEC 27002.

AHai3 1 ynpapiiHHa pu3ukaMu indgopmaitiiinoi 06e3nexu. CTBOPEHHS PEECTPY
pu3uKiB. [neHTudikartis 3arpo3 1 ypazmBoctei. O1iHKa pU3HKIB. YTIPaBIiHHS PU3UKAMH.



Aymut indopmauiiinoi Oe3nexkn Ha mianpueMctBi. [loHATTS ayauTy Oe3mekw.
Crangapt COBIT. [Ipaktuka npoBenieHHs1 ayauty Oesneku. Etanu npoBeneHHs ayauTa
Oe3MeKy: HIIIFOBAHHS MIPOIICTYPH ayauTa; 30upaHHs 1HbopMallli ayuTa; aHal3 JaHuX
ayJiTa; BUPOOJICHHs peKOMEH/IAllIi; M1ArOTOBKA ayIUTOPCHKOTO 3BITY.

Opranizanis pearyBanHsi Ha Haa3Bu4YaiiHi noaii (iHumaeHTH). IloHATTS
HIMACHTY 1H(OpMartiiiHoi Oe3neku. BusisieHHs 1HIWIEeHTIB. PearyBaHHs Ha THIW/ICHT:
aHaJI3 IHIWAEHTY, PO3CIIAYBaHHS IHIMICHTY, 3BIT TIPO 1HIMACHT. llomepemkeHHs
HIMICHTIB. Y CYHEHHSI HACII/KIB THITUICHTIB.

Po3po0ka Ta BHpOBa/ZKeHHSI CHCTEMH YIIPABJIiHHSA iH(poOpMaLiiiHOI0 0e311eKO10.
Etamm po3poOku 1 BpoBapkeHHs: cucTemu yrnpapminHs [b. Opranizariiii acnexkTH
BIPOBA/PKEHHS CHUCTEMH YTpaBIiHHSA iHGOpMaIiiHow 0Oe3nekoro. OcoOmmBOCTi
NMoOyIOBY CUCTEMH YIIPABIIIHHA 1H()OpMAITIfHOIO OE3MEKOI0 Ha OCHOBI CTaHIAPTIB cepii
ISO/TEC 27000. Ceprudikariis CHCTEMH YIIPaBIIHHS 1HPOPMALIIIHOIO OE3EKOIO.

BukopucranHs MporpaMHUX 3ac00iB ISl MIATPUMKH YIIPABJIIHHA 0€311eKoI0.
[Iporpamna migTpriMka poOOTH 3 TOMITHUKOIO Oe3mneku. [IporpamMua miaTpuMKa aHasizy
pusukiB. [IporpaMHi KOMITIEKCH ISt CTBOPEHHS CUCTeMU yripaBiiHHs [b.

Hapannsa mocayr y cdepi indgopmamiiinoi Oe3nmexu. IlepenymoBrH pO3BUTKY
PHUHKY TOCITYT 3a0e3redeHHs 1HpOopMaIliiHoi 6e3neku Ta oro ctpykrypa. OcobamBoCTi
neskux BuiB mociyr. CrpaxyBaHHs 1HQOpMamiiHuX pusukiB. OCHOBU METOJOJIOTIT
CTpaxyBaHHs 1H(hOPMAIIMHUX pecypciB. PUHOK CTpaxoBUX MOCIYT.

3. MIUTAHHSA J1JI IIIAT'OTOBKHU 10 ®AXOBOI'O ICITUTY
3.1. TeopeTu4Hi 0CHOBHU 3aXHILEHUX iH(POPMALIITHIX TEXHOJIOTH

OCHOBHI MOHATTSI TAPAHTOBAHO 3aXUIIECHUX THHOPMALIIHHUX TEXHOJIOTIH.
dopMyBaHHS TapaHTOBAHO 3aXHUIICHUX THPOPMAIIITHUX TEXHOJIOT1HA
Po3po0ka rapaHTOBaHUX CHCTEM 3aXHUCTY.
Mogeni ormucy (pyHKIIOHYBaHHSI KOMIT FOTEPHUX CUCTEM.
OcHoBHI MozieNi cepenoBHIIa GyHKITIOHYBAHHSI KOMIT FOTEPHOT CUCTEMHU.
[TomiTuKY yrpaBIiHHS JOCTYTIOM.
Mogierni onmcy MoJITHKHA OC3IeKH.
Mogneni 3abe3neueHHs1 KOH(IICHITIIHOCTI.
. Monemi 3a0e3redeHHs MiTiCHOCTI.

10 Mopeni 3a06e3neyeHHst TOCTYITHOCTI.

11.Cunre3 Mopneneii Oe3neKu.

12.OcHOBHI TOJOKEHHS 1100 PO3POOKK MPOTPAMHOTO 3a0E3MEUYECHHS 3aXUCTY
1H(opMartii.

13.TexHomoriyHa 6e31eka po3po0IeHHs CUCTEM 3aXUCTY

14.3a0e3neueHHs TapaHTIM BUKOHAHHS TIOMITUKKA OE3MEKH Ha OCHOBI METOMY
reHepallii 130JIb0BaHUX MPOrPaMHUX CEPEIOBHIII,

15.Mopenb 6e3mneku, 10 MOKJIaJeHa B OCHOBY MIKXHAPOAHOTO cTanaapty ISO 7498-
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2.
16.Mopnenb 6e3nexw, mo nokiagaeHa B ocHoBy HJ[ T3I 2.5. 3aranpHi mosoxeHHs
Moeni. DyHKITIOHATBHI KPUTEPI.



17 Mopnens 6e3niexu, mo noknanena B ocHoBy HJI T3I 2.5. Kpurepii rapanriii
oe3rnexy. @yHKIIOHATBHI TPOdLTI 3aXUIICHOCTI.

18.Monens Oesrnieku, 10 MOKJIAJCHA B OCHOBY MiKHapojaHOro craHmapry ISO
15408. OcHOBHI MOJIOKEHHS 3arajbHUX KPUTEPIiB Oe3MeKH IHPOpMAIIHHIX TEXHOIOT1H.
DyHKITIOHAIbH1 BUMOTH JI0 3aC001B 3aXHUCTY.

19.Mogens Oesmnieku, 10 MOKJIAJCHA B OCHOBY MiKHapojaHOro craHmapry ISO
15408. Bumoru rapanTiii 3aco0iB 3axucTy. PiBHI rapanTiii Oe3reKu.

20.CyyacHi 3axHIIeH] oTepariiiiHi CHCTEMH.

3.2. IlpukjiagHa KpUIITOJIOTis

1. Topsaku uncen 3a momysiem. JloBeneHHs TeopeM Efinepa ta depma.

2. Hudposuii mianuc Ens-I"amarns.

3. JlinifiHa nBIMKOBa PEKYpPEHTHA IOCIHIIOBHICTh Y SIKOCTI ramu. | eHepartop
riceBaoBuIaakoBux umcen ANSI X9.17.

4. TectyBaHHs yMceN HA POCTOTY. IMOBIpHICHI Ta IETEpMIHOBaHI TeCTU. TecT Ha
OCHOBI MaJi0i Teopemu depma.

5. Tect Conoges-l1lITpaccena nepeBipku Yrcen Ha MPOCTOTY.

6. Tecrt PaGina-Mimiepa mepeBipky Yucen Ha TPOCTOTY.

7. 3aranbHI BIIOMOCTI IPO 1HO3EMHI KPUITTO3aCOOH.

8. Busnauenns rem-pyskuii. [ToOymoBa rem-pyHkiii, BUXOASYM 3 OJIOYHOTO
nmdpa.

9. Kito4oBi crcTeMy MOTOKOBUX IUQPIB. JKUTTEBUIA IMKIT KITIOUIB.

10.I"pymnoBwmii 3aKk0H Ha HEBUPOPKEHIN ENINMTUYHIN KpUBIH B aQiHHIX KOOpIMHATAX.
Amnarior iporokoiy Jiddi-Xemimana a rpyri TOYOK Ha €TINTHYHINA KPUBIH.

11.AKTyanbpHICTH TIPOOJIEMH HAIIMHOCTI JIFOUYMX CHCTEM KpUMITOrpadiyHoro
3aXUCTy 1HpOpMaIIii.

12.3aranpHa cuMmeTpryHa cucteMa cekperHoro 383Ky 3a K. Lllernonom. OcHOBHI
TEpMIHU Ta BU3HAYEHHS KPUITOJIOT .

13.Ilpobnema  po3moiily KIIOYIB Ta 1i  BUpINIGHHS 3a  JOTIOMOTOIO
OJJHOCTIPSIMOBAHUX (DYHKIIIH 3 J1a3iBKaMH. ACUMETPUYHI KPUITTOCUCTEMH.

14 . BuzHayeHHs Ta MPUKJIAJAN OCHOBHUX Ta €JIEMEHTApHUX TUITIB MIU(PIB.

15.Anroputv 'OCT 28147-89 B pesxumi MPOCTOi 3aMiHU Ta PEXKUMI TaMyBaHHS 13
3BOPOTHUM 3B’SI3KOM.

16.Anroput™ po3B’sI3yBaHHS MTOPIBHSHHS TIEPIIIOTO CTENICHS 3 OJJHUM HEBIIOMUM.
DOopMyITIIOBAHHS KUTAMCHKOI TEOPEMU PO 3ATUILKH.

17.JIBousieHHI KBaipaTH4HI OpIBHSHHS. BiactuBocTi cMBoiy Jleskanmpa.

18./IBouseHHi KBaipaTHyHI OPIBHIHHS. BiactuBocTi cuMmBoIy SK00i.

19.T1To6ymoBa kpunrocuctemu RSA. Inest mudpoBoro mimucy.

20.3mimrani kpunrocuctemu. [Ipotokon Jliddi-Xemmana y3rokeHHS KITFOYIB.

3.3.Metoau Ta 3aco0u 3axucty iHdopManiiHUX | KOMYHIKAIIITHIX cUCTEM

1. OcHOBHI MOJIOKEHHSI CHCTEMH TEXHIYHOTO 3aXUCTY 1H(OpMaIIli B KOMITIOTEPHUX
CHUCTEMaX.
2. MexaH13Mu Ta 3ac00H 3aXHUCTY ONEPAIIHHUX CUCTEM.



3. MexanisMu Ta 3aco0M 3axXHCTy OmepaiiHux cucteM cimeiictBa Microsoft
Windows.
4. MexaHi3MHU Ta 3aCO0U 3aXUCTY CUCTEM KepyBaHHs 0a3amMH JaHHX.
5. Konremniis cucremu 6€31eku CUCTEMH KepyBaHHsI 0a3zamu JaHuX cimeiictBa MS
SQL Server.
6. Mertoavka migBHITICHHS ©()EKTUBHOCTI 3aXHCTy Ta ayJUT CHCTEMH KEpyBaHH:I
0azamm ganux cimerictBa MS SQL Server.
7. MexaHi3MH Ta 3aCO0M 3aXKCTY BiJI IITKIIJIMBAX TPOTPAMHHUX 3aCO0IB.
8. 3arampHa XapakTepUCTHKA KOMIT FOTEPHUX BIPYCIB.
9. Meroau Ta 3aco0u 6OPOTEOU 3 KOMIT FOTEPHUMH BIpYCaMH.
10. Metoau Ta 3acobu 60poTHOM 3 TIPOrpaMaMi KeHIOTepaMu.
11. 3aranbHi MOJIOKEHHS 3aXUCTY PO3MOAUICHUX OOUMCITIOBAJIBHUX CEPEIOBUII Ta
Mepex repeaadi JaHuX.
12. Mera Ta 3a/1a41 BUKOPUCTaHHSI MEPEKEBUX EKPaHIB.
13. Mera Ta 331241 BUKOPUCTAHHS MPUBATHUX BIPTYAJIHHUX MEPEK.
14. Texnomnoris 3axucty Bijf DOS Ta DDOS arak Ha KOMIT TOTEpHI MEPEXKI.
15. TlaposbHuii 3aXUCT 00’ €KTIB KOMIT FOTEPHUX MEPEK.
16. 3axucT e’IeKTPOHHOI MOIIITH.
17. 3axuct Web-cepBepy Apache.
18. 3axuct Web-cepsepy IIS.
19. TlepcriekTrBHI HampsIMKU PO3BUTKY KOMIUIEKCIB 3aCO0IB 3aXUCTy iH(opMarii B
PO3IOJIIEHUX CEPEIOBUIIIAX.
20. besneka MOOITBHUX TPHCTPOIB.

3.4. CucreMu TeXHIYHOT0 3aXUCTY iH(popMaii

TexHIYHI KaHaJIM BUTOKY 1H(pOpMaIlii. 3arajbHa XapaKTepUCTHKA.
AKyCTUYHI KaHaJIM BUTOKY 1H(opMartii.

PanioenexkTpoHH1 KaHaIM BUTOKY 1H(OpMaLiii.

OnTuyHi KaHaIM BUTOKY 1H(OpMALIi..

3aKJaHI IPUCTPOL.

3aco0u nepexoruieHHst iHpopMallii 3a JOMOMOTOr0 MIKPO(OHIB.
3aco0u nepexoruieHHs! iHpopMaliii 3a JOMOMOTO0 JUKTO(OHIB.
OnTryHi 3ac00M TIEpEXOIICHHS 1H(OpMAITii.

[Nepexorutenns iHdopmariii B 3acodax 3B sI3KYy.

0. BusiBrieHHs 3aKJIaTHIX TIPUCTPOIB.

11. TIporpamHo-amapaTHi MPUCTPOI 3aXUCTy 1HHOpMAITii.

12. OcHoBHi criocoOu 3axucTy iH(OopMaIii TEXHIYHUMH 3aCO0aMHU.
13. Amaparypa 3aXucTy JIiHiH 3B’SI3KY.

14. 3acoOu cTBOpPEHHS aKyCTUYHUX MACKYIOUHMX 3aBa/l.

15. 3acobu CTBOpEHHS eIeKTPOMAarHiTHUX MacKyrOUMX 3aBa/l.

PO ~Noo~WDNDE

3.5 KomiuiekcHi cucteMu 3aXucty iHopmanii

1. 3aranbHi MOMOXKEHHS Ta BUMOTH LII0/I0 OpraHi3allii pooiT 13 3axucTy iH(popmartii
Ta MOPSAKY CTBOPEHHS KOMITJIEKCHOI crcTeMH 3axucty iHopmariii B IKC.



2. OcHOBHI 3ac00H Ta 3aX0.1H, 110 BXOIATh 110 cKiaxy KC3I.

3. Tlopsinok cTBOpeHHs, 3aBaaHHs, (DYHKIIii, CTPYKTypa Ta TOBHOBAYKEHHS CITY»KOU
3axuCTy 1H(pOopMarlii 1010 opranizatiii pooit 31 crBopenHst KC3I B IKC.
OOrpynTryBanHs HeoOxiaHOCTI ctBopeHHs: KC3I.

Oo6ctexenns cepenopui ¢pyHkiionyBanns [KC.

dopmyBaHHs 3aBAaHH: Ha cTBopeHHs KC3LL

Po3po6xka nomitrku 6e3nexu iHdopmariii B IKC.

Po3poOka TexniuHoro 3aBianHs Ha crBopeHHs KC3LL

Po3pobxka npoexty KC3I.

10 Beenenns KC3I B airo Ta orinka 3axuiieHocTi iHdopmarii B IKC.
11. CympoBomxenns KC3I.
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3.6. VYnpapiainua  indopmauiiinoro  0e3nexkorw B iH(opMauiiHo-
KOMYHIKAIiiHUX cCHCTeMax

1. IlepemymoBM Ta OCHOBHI HAalpsSMKHA PO3BUTKY MEHEKMEHTY Yy cdepi
1H(popMarLiHOT Oe3MeKu.

2. YmpaBniHHS HPOpMaIiHOIO OE3MMEeK0I0 Ha JeP>KaBHOMY PiBHI.

3. OcHoBw ympaBiiHHs iHGOPMAITIHHOO OE3MEKOI0 Ha PiBHI MiIIPUEMCTBA.

4. HopmaTuBHO-IIPaBOBI OCHOBHU MTOOY/TI0OBU CUCTEMH YIIPABIIHHS 1HGOPMAIIIHHOO
6e3mnexoro 1H(HOopMaLTHO-KOMYHIKAIIIHOT CHCTEMU TTIIPUEMCTBA.

5. VYnpasninns Ib Ha ocnoBi crannapris cepii [ISO/IEC 27000.

6. dopmMmyBaHHs NOMITUKH THQOPMAITIHHOT OE3MEKH HA TTAMPUEMCTBI.

7. Cnyx0a iHpopMaIliifHOT Oe3reKy Ha ITiIPUEMCTBI.

8. OcCHOBHI BU/IM MPABWIT YIIPABIIHHS 1HPOPMAITIHHOIO OE3MEKOI0 BIIMOBIIHO 10
crannapty ISO/IEC 27002 ta ix mokymeHTaiiiiiHe o(hOpMIICHHS.

9. Amnai3 i ynpapiiHHS pyU3HKamMu 1H(OOPMAIIHHOT Oe3MeKu.

10. Aymut inpopmariiitHoi Oe3MmeK Ha MiAIPUEMCTBI.

11. Oprani3auis pearyBaHHs Ha Ha3BUYaiiH1 Mo/l (IHIUICHTH).

12. Po3poOka Ta BIIPOBAHKEHHS CHCTEMH YIIPABJIiHHS 1HPOPMAITIHHOIO OE3MEeKOTO.

13. BukopucTaHHs MPOrpaMHMX 3ac001B TS MIATPUMKHU YIIPABITIHHS O€3MEKOI0.

14. Hanauus nocnyr y cdepi iHpopMaIiiitHOi Oe3MeKu.

Kpurepii oniHiOBaHHS 3HAHb BCTYITHMKA

KinbkicTs 0aJ1iB Kpurepii
(max - 200)

BucraBnsieTbcsi 32 TIMOOKI 3HAHHS HABYAJIBHOIO Marepiainy,
110 MICTUTHCSI B OCHOBHHX 1 JIOAAaTKOBHX PEKOMEHOBAHUX
JoKepenax; BMIHHS aHaNlI3yBaTH SBHIA, SIKI BUBYAIOTHCH, Y
180 — 200 iXHPOMY B3a€MO3B'SI3KYy 1 PO3BHUTKY, YITKO 1 JIAKOHIYHO;
JIOT1YHO 1 TTOCJIIJOBHO BIIIOBIAATH HA MOCTABJICHI 3alIMTAHHT;
BMIHHS 3aCTOCOBYBAaTH TEOPETHUYHI TIOJIOKEHHS TIiJ] dYac
PO3B'sI3aHHS MPAKTUYHUX 33a4.




BucTaBiseThcs 3a IpyHTOBHI 3HAHHS HABYAJILHOT'O MaTepiany,
160 -179 apryMEHTOBaHI BIJIMOB1/II HAa MOCTAaBJICHI 3alIUTAHHS, BMIHHS
3aCTOCOBYBATH TCOPETUYHI ITOJIOKCHHS ITiT 4ac PO3B's3yBaHHS
PAKTUIHUX 3a/1a4.

BucraBnseTscss 3a MilHI 3HAHHS HaBYAJIHLHOTO Marepiaiy,
apryMEHTOBaH1 BIJMOBIAI HA TOCTaBIICHI 3alHWTAaHHSI, SKI,

140 — 159 OJIHAK, MICTSATh TEBHI HETOYHOCTI, BMIHHS 3aCTOCOBYBATU
TEOPETUYHI TMOJIOKEHHS I1J] 4Yac pPO3B'SI3aHHS MPAKTHUYHUX
3ajad.

BucrapnsieTscs 3a mocepeHi 3HaHHS HABYAJILHOTO MaTepiaiy,

120 -139 Majo apryMEHTOBaHI BIJNOBIII, cia0Ke 3aCcTOCYBaHHS

TCOPCTUYHHUX IT0JIOKCHDB IIPpHU pOSB,SI?:aHHi IMPAKTUYHHUX 3a1a4.

BucraBnsieTbcsi 3a cnaOKi 3HAHHS HaBYAJIBLHOTO Marepiany,
100 - 119 HETOYHI a00 Majo apryMEHTOBaHI BIAMOBIMI, 3 MOPYIICHHIM
MOCJIJOBHOCTI MOTO BHUKJIAJaHHS, 3a CjlabKe 3aCTOCYBaHHS
TECOPETUYHHUX MOJI0KEHb MPU PO3B’A3aHHI MPAKTUIHUX 3a7a4.

BucraBiseTscsi 32 He3HaAHHS 3HAYHOT YaCTHMHH HABYAJIBHOTO
1-99 MaTepianxy, ICTOTHI NMOMHUJIKHA Y BIJIOBIIASX Ha 3alUTaHHS,
HEBMIHHS OPIEHTYBATHUCS MiJ 4Yac PO3B'SI3aHHS MPAKTHUYHUX
3a/1a4y, HE3HaHHS OCHOBHUX (PYH/IaMEHTAJILHUX TOJI0KEHbD.
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